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Abstract 
 
The advance of precision medicine depends on the availability of data that is continuously 

being generated in universities, research centres and hospitals world-wide. That data 

represents 1) the diversity of the human genotypes and phenotypes and 2) the diversity of 

ways diseases unfold in human beings. To make more data available it is important to 

improve the automation of the management of data, the discovery of data that could be 

reused, and the process of actually sharing the data. This thesis contributes to all these 

aspects focusing on both, data controllers and data consumers. To facilitate data 

management, EGA and Federated EGA are introduced as an example of standard 

integration. To facilitate data discovery, the Beacon version 2 protocol and an 

implementation of it are provided. To facilitate data sharing, harmonisation of the data use 

conditions and a categorization, simplification, of the levels of access is suggested. 

 

Abstract in Catalan 
 
El progrés de la medicina de precisió depèn de la disponibilitat de dades que es produeixen 

a les universitats, centres de  recerca i hospitals d’arreu del mon. Aquestes dades 

representen 1) la diversitat de genotips i fenotips humans, i 2) la diversitat de formes en que 

les malalties es presenten. Per tal de que hi hagi més dades disponibles és important 

millorar-ne la gestió, localizar (descobrir) dades que siguin d’interés, i simplificar el procés 

de compartir-les. Aquesta tèsi contribuieix a aquests objectius i es centra tant en els 

generadors com en els consumidors de dades, Per facilitar la gestió de dades, s’introdueix 

EGA i la EGA Federada com exemples d’integració d’estàndars. Per facilitar la localització 

de dades, s’ofereix el protocol Beacon 2 i un programari que l’implementa. Per facilitar el 

compartir les dades es suggereix una harmonització de les condicions d’ús de les dades i les 

categories d’accés 
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Preface or introduction 
 

[Understood as an introduction to the thesis, often to outline its merits or value, and to 

place it in a particular context and circumstance] 

 
After the release of the Human Genome and the pioneer projects that aimed to assess the 

levels and patterns of human diversity (e.g., the HapMap or the 1000 Genomes projects), it 

has become apparent that both, huge nucleotide variability in humans, with abundant rare 

variants, and the complexity of the interactions between heredity and environment will 

require of large sample sizes, which are difficult to obtain within any single study. As 

researchers tried to generate datasets by combining data produced by several studies, they 

were hampered, or indeed discouraged, by the difficulties in analysing together disparate 

data, in particular in what refers to the time and resources necessary to access and manage 

the data received; and to harmonising data for combined analysis.  

Given the growing need, diverse initiatives were born to make all these processes smoother 

and more transparent both to the data producers and to the data consumers. Foremost 

among them, the Global Alliance for Genomics and Health or ELIXIR Europe was 

created in January 2013.  

This thesis describes the contribution of the author, together with collaborators and 

colleagues all over the World, in advancing in all these fronts by providing ideas for 

simplification, protocols and tools that implement these ideas and real examples of its 

application. 
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1. INTRODUCTION 

1.1 The importance of data sharing for precision medicine 

Precision medicine (PM) is the application of medicine and scientific knowledge to tailor 

the diagnosis and treatment of an individual to its particular circumstances: genetic, 

phenotypic, lifestyle, environment, etc. While there is no universally accepted definition, 

the EU Health Ministers in their Council conclusions on personalised medicine for 

patients, published in December 2015, defined personalised medicine as: 

“A medical model using characterization of individuals’ phenotypes and genotypes (e.g., molecular profiling, 

medical imaging, lifestyle data) for tailoring the right therapeutic strategy for the right person at the right 

time, and/or to determine the predisposition to disease and/or to deliver timely and targeted prevention.” 

If Precision Medicine must provide different preventive, prognostic, or therapeutic 

strategies depending on the characterization of a given individual, PM practitioner’s would 

need a corpus of knowledge for each of these dimensions, and also for their combinations, 

so they can assign each individual to a specific subpopulation. Not only that, they would 

also need information on which strategies have proven successful or unsuccessful for that 

subpopulation, so they can offer the successful ones to the target patient. As an example: 

“Which would be the right preventive strategy for a person living in Barcelona downtown, 

female, aged 40, with an Iberian genetic background, following a vegetarian diet, moderate 

exercise lifestyle, with a familiar history of breast cancer and with a given set of mutations 

in BRCA1 and BRCA2 genes?” A different subpopulation would be women older than 50, 

or following a different diet, having a different genetic background, or all of that together. 

It is easy to understand that this explosion of combinations is impossible to evaluate in any 

single study, clinical trial or indeed longitudinal cohort. Therefore, researchers interested in 

a given subpopulation or combination of subpopulations would have two different 

options: 1) to recruit a new cohort of people that matches the criteria for being enlisted as a 

case or a control, or 2) to explore if similar data is already available from previous studies 

or in actual healthcare and focus on reanalysing it.  

This problem is not circumscribed to small set of diseases, many biomedical domains 

related to disease research are facing these explosion of combinations: 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AC%3A2015%3A421%3AFULL
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AC%3A2015%3A421%3AFULL
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Oncology confronts the huge variability in cancer genomes, the arising clonality during 

tumour evolution, the different rates of success of treatments and the complex and 

heterogeneous clinical journey of the patients. 

 Complex or common diseases require huge sample sizes to disentangle the small 

contributions of multiple factors, sometimes negative, sometimes protective 

inherent to the nature of such diseases or conditions. 

 Rare diseases studies are limited by the small number of cases available, the 

plethora of confounding phenotypic conditions, the diverse way of describing 

them, and the sensitivity of such personal data which adds strong limitations to the 

sharing of detailed data. 

 Infectious diseases, especially for pandemics, which require a quick turnaround of 

information that circulates swiftly among interested parties. 

 
The study of such diseases involves different types of data: 

1. Phenotypic, that describes the conditions and physical characteristics of an 

individual 

2. Clinical, including diagnosis, visits, treatments, interventions, biochemical tests, etc. 

3. Genetic or genomic, from the individual, a sample obtained from her/him, from a 

given population, etc. 

4. Images like MRI, electrocardiograms… 

5. Metabolic, e.g., drug dynamics 

6. Demographics that brings information about the economic and environment 

7. Life style or behaviour that, e.g., provides information about diet and exercise 
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8. Cognitive for domains like neurological diseases or mental health 

9. etc, 

 
Researchers aiming to leverage existing data will need to: 

1. Find existing datasets, which could be done browsing the bibliography or the 

Internet 

2. Explore the datasets to confirm that they cover an interesting population 

3. Request access to the data 

4. Harmonise the data if gathered from different places or having a format not 

appropriate for the desired analysis 

a) The role of data controllers 

The process of sharing involves, at least, two parties: the consumer of the data (the 

researcher) and the data controller, which controls the governance and access to data they 

have produced. 

Building large single cohorts from data obtained in healthcare or research facilities requires 

some elements to be in place a priori, (in no specific order): 

1. Making data collected in research or healthcare available. In the case of healthcare, 

make them available for secondary use in research given that the appropriate legal 

and ethical aspects allow it. 

2. Ideally, prepare the data (e.g., harmonise the data) using popular standards for 

formats and vocabularies. 

3. Providing a discovery mechanism for researchers that describes the data included in 

the data collection. 
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4. Establish the appropriate legal and ethical environment for data sharing. 

5. Facilitate the process for requesting and granting access to the data. 

6. Providing tools for moving the data to the places where it would be analysed 

(places that could be very close to the data or abroad). 

In many cases, these aspects are delegated or centralised in facilities that specialise in 

providing the service to the data producer and controller communities and the data 

consumers. 

Each of the aspects above is complex and there is extensive literature about them.  

This Doctoral Thesis has mainly contributed to the discovery and harmonisation aspects of 

the process, while also contributing to the modelling of specialised infrastructures. 

1.2 Harmonisation is essential 

Every research project or healthcare system has a preferred or organic set of rules to gather 

data from people into their data capture tools or in the core EHRs. This principle applies 

to basic aspects like the language used in data gathering (e.g., English, Catalan, Turkish), the 

metric system units (e.g., centimetres vs. inches) or the chosen standards (if any) for 

identifying phenotypic traits, person classification, medical conditions, etc. (e.g., WHO 

ICD-10, HPO, ORDO, SNOMED). 

Analyses that aggregate data from different sources need to address data heterogeneity 

before any analyses can be carried-out. The process of transforming data sets to make them 

comparable is called data harmonisation. Harmonisation includes different aspects like data 

conversion (e.g., between different units), data mapping (e.g., among different categories of 

two similar variables) or data reshaping (e.g., from one database schema to a different one).  

Data harmonisation can be done at the destination (where the analysis would be 

performed) or at the origin (at the source of the data). Harmonisation of the data at origin 

is preferable, because it is performed closer to the generation of data, allegedly the place 

that has a better understanding of such data and, hence, the place able to do the more 
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informed harmonisation. Harmonisation at origin removes the need of harmonising, time 

and again, at every destination, which could introduce errors and misinterpretations. 

Harmonisation at the origin requires a previous selection or agreement on which would be 

the shape of the data once it is harmonised. Therefore, the data controller should have a 

good understanding of which will be the final form of the harmonised data, otherwise said: 

how the data will look once harmonised. In consequence, if data is harmonised at origin, 

the capacity of the source institution to provide a number of different conversions or 

harmonisations would be quite limited, as every harmonisation requires time and resources. 

The conversion to popular standards (models, unit systems, languages) is, then, the usual 

approach to solving that issue. 

1.3 Data management, discovery, and sharing 

The aggregation of data obtained and shared in different places implies several phases: 

finding the data, getting it, managing it as provider or consumer, and analysing the data. 

 Data Management is the set of processes by which data is captured or received, 

organised, stored and made ready for reuse.  

 Data Discovery is the set of processes and tools that allows users to understand 

which data is available, where it is stored, and to get some information or details 

about it.  

 Data Sharing is the set of processes and tools by which actual access to the data is 

provided and, when applicable, the intermediate steps to request and receive 

granted access are cleared. 

Proper Data Management, including conditions for data reuse, is relatively easy for some 

data, specially data that could be shared openly without any restriction, but it requires 

consistent efforts when it comes to sensitive and/or large-scale datasets, like the ones 

required for Precision Medicine. 

a) Models of data management, discovery and sharing 
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The set of processes for data management, discovery and sharing requires that the data 

provider sets up several components:  

 

 
A place where the data is stored and available on demand. 

 A solution for publishing the metadata (the information about the data), so the 

potential users can discover it. 

 A mechanism for reviewing data access requests, or to track data usage if the data is 

publicly accessible. 

 A system of user support to answer questions about the data or to handle reports 

on issues. 

Similarly, the user should prepare for: 

 Look for (discover) data that is available and suitable for the analysis. 

 Apply to request access to data that is not publicly and anonymously available. 

 Providing computing resources capable of performing the analysis. 

 Transferring the data to the place where it would be analysed. 

 Manage the data as agreed with the data provider, e.g., by limiting access to named 

authorised people or to destroy the data once the authorised usage period expires. 

The data controller could organise each of the components listed above on premise or 

could delegate it to a third party. Examples of these delegations are moving the data to a 

cloud for data storage (like Amazon S31), and listing the datasets in a public catalogue like 

the COVID-19 Data Portal2 for data discovery. For data access requests, delegating usually 

                                                 

 
1 https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html  
2 https://www.covid19dataportal.org/  

https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://www.covid19dataportal.org/
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happens only when the delegated party is part of the same institution (an ethics committee, 

for instance) or when the delegated institution sits higher in the data controllership chain 

(e.g., a hospital delegating into the national health system). Delegating user support 

depends largely on how good are both, data quality and metadata (documentation); the 

better the quality and the documentation, the less support would be required. 

b) Data Analysis 

Once the user has discovered one or more datasets and has gained access to them, the next 

step is to perform the desired analysis. Human genomics and health data analysis are 

increasingly becoming large-scale, complex operations, with two main features: the high 

sensitivity and the large volume of data. The fact that data is highly sensitive requires access 

and disclosure to be the minimal necessary. For some institutions, the large volume of data 

makes it inviable both to transfer to and to store data in their local premises.  

These two features incentivize institutions hosting sensitive data to try to provide some 

processing infrastructure to allow analysis close to data; or to arrange that both the data 

and the computing power are hosted at a professional service provider, hence delegating to 

them these aspects. 

Therefore, data management, sharing and analysis are evolving from getting all the data sets 

on premise for analysis, to what is known as a distributed analysis: performing the analysis in 

several secured environments where each data set is located. 

c) Federation 

Usually, the data providers don’t have the infrastructure required for distributed analysis 

happening at their premises. It is a common approach to overcome this limitation by 

delegating to a third party, like a commercial cloud provider or a publicly funded 

computing facility (e.g., a supercomputing centre). 

Organisations hosting similar data sets that anticipate being part of many distributed 

analyses could assemble themselves to address common challenges, and also to offer a 

uniform set of tools and procedures that makes distributed analysis easier for their users. 

This is like an harmonisation of infrastructures instead of the data. Organisations looking for an 
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economy of scale can also join forces to share the cost of data sharing operations among 

them. This type of collective solution is called a Federation.  

The federation approach could be applied to different aspects of the data sharing process: 

managing user identities, storage or computing power, catalogues, etc. 

The Beacon protocol, that will be introduced later, is suggesting a harmonisation of 

discovery infrastructures that provides options for harmonisation of data at origin, 

1.4 The role of standards for sharing inside or outside of a 
federation 

As mentioned above, the success of analysing large cohorts relies on harmonisation: 

harmonisation of discovery, harmonisation of data and harmonisation of infrastructures. 

Harmonisation is based on agreements in the syntax and semantics of the data and the 

processes that became standards, de iure or de facto. Standards de facto are such products that 

became popular and used extensively. Standards de iure are usually born from a community 

need. The community organises –organically or leveraging existing bodies, entities or 

societies– and suggests a solution for that need. Examples of such organisations are: the 

World Wide Web Consortium3 (W3C), the International Standards Organisation4 (ISO) or 

the Global Alliance for Genomics and Health5 (GA4GH). 

a) The Global Alliance for Genomics and Health 

The Global Alliance for Genomics and Health (GA4GH) is a worldwide organisation with 

the goal of advancing precision medicine by enabling the responsible sharing of clinical and 

genomic data. The GA4GH was established in 2013 and, at the time of writing, has more 

than 600 organisational members and more than 2,000 subscribers from more than 90 

countries. 

The GA4GH model is to embrace or create “products” that are specifications or reference 

Ethical, Legal and Societal (ELSI) documents. The GA4GH is, nowadays, the organisation 

                                                 

 
3 https://www.w3.org/  
4 https://www.iso.org/  
5 https://www.ga4gh.org/  

https://www.w3.org/
https://www.iso.org/
https://www.ga4gh.org/
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in charge of maintaining (de facto) file format standards for bioinformatics like BED6, 

SAM/BAM7/CRAM8 and VCF9. 

The specifications for file formats provide a basic harmonisation on the structure (the 

syntax) of the shared data. The specifications for protocols describe the dialog that clients 

and servers could use to share the data. With some exceptions, the GA4GH has not been 

active in suggesting dictionaries or ontologies that could be used inside the file formats or 

specifications, which is the semantic component of communication. 

The ELSI documents, like templates and guidelines, contribute to enabling data sharing by 

harmonising the conditions for such a process. If the conditions for data sharing are similar 

between different organisations, for new data controllers that want to share data it will 

become easier to rely on these examples and share data with a higher feeling of safety both 

for the data donors and for the hosting institutions. 

The GA4GH organises its activities in several thematic work streams (WS) that rely, and 

are endorsed by, real world projects, called Driver Projects (DP). The Driver Projects 

contribute by explaining their needs or requirements, helping in the definition of the 

solutions to such requirements and piloting the implementations of such solutions. 

In the context of this PhD thesis, we have contributed to GA4GH from two different 

Driver Projects: ELIXIR Beacon and the European Genome-phenome Archive (EGA). As 

part of these DP, we have participated in Work Streams on Discovery, Clinical & 

Phenotypic Data Capture (Clin-Pheno) and Data Use & Researcher Identities (DURI). 

The Discovery WS10 focuses on finding and querying datasets that could be relevant for a 

given researcher or clinician. The products designed by the Discovery WS take into 

consideration that the type and details of the shared data must be adjusted to the sensitivity 

of the data and the preferences of the data controller. 

                                                 

 
6 https://github.com/samtools/hts-specs/blob/master/BEDv1.pdf  
7 https://samtools.github.io/hts-specs/SAMv1.pdf  
8 https://samtools.github.io/hts-specs/CRAMv3.pdf  
9 https://samtools.github.io/hts-specs/VCFv4.3.pdf  
10 https://ga4gh-discovery.github.io/  

https://github.com/samtools/hts-specs/blob/master/BEDv1.pdf
https://samtools.github.io/hts-specs/SAMv1.pdf
https://samtools.github.io/hts-specs/CRAMv3.pdf
https://samtools.github.io/hts-specs/VCFv4.3.pdf
https://ga4gh-discovery.github.io/
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The Clinical & Phenotypic Data Capture WS11 focuses on designing models for clinical and 

phenotypic data, including aspects like pedigree descriptions. It provides standard models 

like Phenopackets version 2 (Jacobsen et al. 2022), which includes some recommendations on 

the ontologies to be used. 

The Data Use & Researcher Identities12 (DURI) WS focuses on handling the identities and 

the authorizations of the users accessing services, i.e. the GA4GH Passports and Visas 

(Voisin et al. 2021) and also focuses on describing the conditions for using the available 

data, i.e. the Data Use Ontology (DUO) (Lawson et al. 2021). 

b) GA4GH Standards: Beacon version 1 

The GA4GH Beacon version 1 (Fiume et al. 2019) is a protocol for discovering genomic 

variations. It is a basic REST API (Fielding 2000) (Representational State Transfer - Application 

Programming Interface) that allows querying a Beacon instance about the presence of a given 

genomic variation in the data managed by that Beacon. The answer to the query is simply a 

“Yes” or a “No”. 

Beacon version 1 was conceived as a social experiment to test the actual feasibility for 

sharing data from organisations willing to do so. The rationale was to lower the technical 

complexity to a minimum so that the non-technical barriers will be more visible. The non-

technical barriers range from legal limitations to psychological ones, like the fear of doing 

something wrong when sharing sensitive or potentially sensitive data. 

Beacon version 1 has been quite popular, in particular when DNAStack13, a Canadian 

company, provided the Beacon Network14 which allows querying several Beacons at once, 

aggregating the responses received from them. At the time of writing this thesis, the 

DNAStack Beacon Network links around 80 Beacons, but is no longer under 

development.  

Beacon version 1 focused on demonstrating that sharing sensitive data is possible. During 

the conception of Beacon version 1 it was accepted that it would not be sufficient for its 

                                                 

 
11 https://ga4gh-cp.github.io/  
12 https://ga4gh-duri.github.io/  
13 https://dnastack.com/  
14 https://beacon-network.org/  

https://ga4gh-cp.github.io/
https://ga4gh-duri.github.io/
https://dnastack.com/
https://beacon-network.org/
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actual use in research nor in precision medicine. It was clear that, were Beacon v1 prove 

successful, another version should address the requirements of real world discovery. This 

has been the goal of GA4GH Beacon version 2. 

1.5 ELIXIR, the Federated EGA and the Beacon Network 

ELIXIR15 is an European virtual infrastructure that coordinates bioinformatics resources 

and helps to align infrastructures and resources that already exist in country members. 

ELIXIR focus in managing and keeping safe the increasing volume of data being generated 

by publicly funded research. ELIXIR starts as a community of disconnected resources that 

aims to become less heterogeneous by moving towards a federation of services that 

provide an homogeneous experience to its users. Therefore, leveraging standards and in 

particular those related with bioinformatics and sensitive human data is critical for 

ELIXIR. ELIXIR supported the inception and development of the Federated EGA 

through EXCELERATE16 and CONVERGE17 European Commission funded projects.  

ELIXIR is also providing a Beacon Network of its own, which links to around a dozen 

Beacons. ELIXIR’s Beacon Network18 is currently evolving to include Beacons based on 

the new GA4GH Beacon specification: Beacon version 2. 

                                                 

 
15 https://elixir-europe.org/  
16 https://elixir-europe.org/excelerate  
17 https://elixir-europe.org/about-us/how-funded/eu-projects/converge  
18 https://beacon-network.elixir-europe.org/  

https://elixir-europe.org/
https://elixir-europe.org/excelerate
https://elixir-europe.org/about-us/how-funded/eu-projects/converge
https://beacon-network.elixir-europe.org/
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2. OBJECTIVES 

The goal of this work is to contribute to secure sharing of sensitive human genomic data 

for precision medicine. For that goal to be successful, there is a clear requirement: that the 

contributions are significant enough and bring positive impacts to the community and to 

society at large. To tag the contributions as significant, suggested solutions must be adopted 

by a broad community (becoming a standard de facto) and/or the endorsement of a 

standards organisation must be obtained (becoming a standard de iure). Both options 

require the contribution of other people or institutions (a community) that provide 

requirements, that test the solution and return feedback; and also time for the solution to 

prove effective.  

While some of the goals above are being achieved, the time element is out of reach for the 

duration of a PhD thesis and, therefore, its goals must be limited to provide a set of 

solutions and suggestions based on the community participation and feedback. Thus, the 

specific objectives of this thesis are: 

1) To facilitate data management (as an enabler of the other objectives). 

2) To facilitate data discovery by means of: 

a. Allowing for discovering donors or cohorts with a given set of characteristics. 

b. Allowing for centralised or distributed discovery. 

c. Helping on the harmonisation of the query and the results. 

3) To facilitate data sharing 
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3. RESULTS 

In this PhD, contributions are provided for each of the three main goals: 

1) Data Management, see papers: Freeberg et al. 2021; Thorogood et al. 2021 

2) Data Discovery see papers: Fiume et al. 2019; Rambla et al. 2022; Rueda et al. 2022 

3) Data Sharing see papers: Dyke et al. 2018; Freeberg et al. 2021; Harrow et al. 2021; 

Lawson et al. 2021; Saunders et al. 2019; Thorogood et al. 2021 

The papers provide further details on each aspect. I include four of these papers as 

chapters of these thesis, using as criteria relevance for each of the three main goals and 

level of contribution. For Data Management, I led the work in the paper on the EGA 

update for 2021 (Chapter 1). For Data Discovery, I led the work for the two beacon papers 

that are included in Chapters 2 and 3. Finally, for Data Sharing, I contributed significantly 

to several papers, but include here one in Chapter 4. The rest of papers, while also relevant 

and related to the thesis, are included in an Annex (Annex 2). 

The Discussion and Conclusions section includes additional background and 

considerations. 
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4. DISCUSSION AND CONCLUSIONS 

4.1 Data Management 

a) Using standards in federated approaches 

Thorogood et al. (2021) explain why federated approaches are attractive for the 

management of sensitive data, and discuss where and how federation of genomic data can 

be useful. They mention key aspects of data sharing: having a clear mandate and enough 

resources. Proper data management could help in the second aspect, as a proper 

management could reduce the amount of resources required. 

The paper recommends establishing a federation that connects national resources for 

genomics, paving the way for research at a larger scale. This is especially relevant when 

these national resources leverage data coming from healthcare and they should preferably 

not leave the borders of any given country. 

According to this paper there are several design considerations and trade-offs for choosing 

and setting up a federation of genomics and health data: 

1) Control over data. Keeping the data inside controlled premises should provide 

control over who can access the data and how much, when and how the data is 

used. This feeling of control could be fictitious if the expertise, the governance 

procedures and resources are not appropriate. One listed benefit of the feeling of 

control is an increased capacity to share more and better data. 

2) Data utility. If the principle that federation fosters more and better data sharing is 

met, the goal of building larger cohorts by composition of independent datasets 

could be easier to reach. On the other hand, the user could need additional help 

from the data providers to better understand the data. Again, this consequence 

highlights the importance of harmonisation and the contribution of standards to 

this end. 

3) Security. Users' access to data could be direct or indirect. In direct access users are 

given access to the data so it can be moved to their premises. In indirect access, 

users must provide analysis algorithms and only get the results back. Both 
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approaches have positive and negative aspects that slide in the axis of 

confidentiality vs. flexibility. Again, the use of standards could alleviate the issues of 

sending algorithms that would run in a distant and automated system. 

4) Legal compliance and ethics. This is the most obvious benefit of the participants 

in a federation of country-centric initiatives, as every local node should be 

compliant with only a limited set of rules. Centralised approaches are agnostic to 

such particularities. 

5) Sustainability. The federation approach increases the cost of every node as each 

one needs to provide the infrastructure and human resources to keep the system 

running. Centralisation usually implies that a significant part of the cost is shared 

with others or indeed free. 

The paper’s conclusions are that federation approaches have more benefits than drawbacks 

for the sharing and management of sensitive data, and that standards are key for enabling 

the actual reuse of the data for its expected purpose: to contribute to generate new 

knowledge that is returned as benefits to society. 

b) ELIXIR 

Harrow et al. (2021) introduce ELIXIR and ELIXIR-EXCELERATE, one of the projects 

that funded the kick-off of ELIXIR as an infrastructure. ELIXIR is a virtual infrastructure 

that coordinates and helps to align infrastructures and resources that already exist in 

country members. ELIXIR starts as a community of disconnected resources that aims to 

become less heterogeneous by moving towards a federation of services that provide an 

homogeneous experience to its users. EXCELERATE ran from 2015 to 2019 and was the 

seed of the Federated EGA and the Federated Human Data ELIXIR Community. This 

paper describes the value and need for current biology of analysing large amounts of data, 

the barriers and the reason why ELIXIR was funded. The sections about human data go 

into more details for that specific domain. 

The paper explains why data management and sharing is crucial, and the efforts of ELIXIR 

in promoting proper data management as the foundation for data sharing and reuse. It 

describes the scenario in domains like crop research, where repositories do not exist yet 

and where privacy (for economic reasons) and fragmentation hinders progress.  
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Harrow et al. (2021) state that the first step to analyse heterogeneous data coming from 

different sources is making it easy to be found and reused by researchers. The lack of 

sustainability of the projects that generate data reinforces the need of centrally managed 

repositories, although currently the vast majority of them do not have long term funding 

and, hence, lack sustainability. Clearly, sustainability is a hidden key component of real 

world data management. 

This paper also describes the role of EGA, Federated EGA and Local EGA in the overall 

ELIXIR context. ELIXIR CONVERGE, a project focused in data management tooling 

and capacity building is mentioned by the end of the paper. After EXCELERATE, another 

funded project, ELIXIR CONVERGE, has contributed to build the Federated EGA. 

ELIXIR strategic connections to GA4GH are mentioned, and it has been the seed of 

ELIXIR‘s contribution to the GA4GH Beacon project. 

c) The EGA, the Local EGA and the Federated EGA 

Freeberg et al. (2021) describe a success model for managing sensitive human data. The 

paper assumes the principle that these valuable data should be preserved safely and securely 

for a long period and that most institutions would prefer, or be requested by journals and 

funders, to deposit the data into a service that is stable in the long term, the EGA in this 

case. Being the EGA a centralised service, data controllers actually delegate the operations 

of data management (and sharing) to the EGA, although they retain the ownership and the 

decision on received data access requests.  

In the paper’s discussion, it is mentioned that the EGA is transitioning from a centralised 

model to a federated one, where additional nodes join the EGA, to create a federation: the 

Federated EGA (FEGA). Each node will play the same role as the EGA but at a local 

scale. After the paper was published the transition has moved forward by the addition of 

five nodes: Finland, Germany, Norway, Sweden and Spain. 

Due to limitations in length, and to its focus on the central EGA progress, the paper by 

Freeberg et al. (2021) omits the availability of a software solution for data management: the 

Local EGA19. This software solution was created to quickly set up a new Federated EGA 

                                                 

 
19 https://github.com/EGA-archive/LocalEGA  

https://github.com/EGA-archive/LocalEGA
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node. However, given that the Local EGA solution has been designed to facilitate data 

management and sharing at a local level, with some planned modifications it could be 

leveraged to deploy a data management solution in a given institution to manage their own 

sensitive data. A paper about the Local EGA is in preparation. 

With the addition of Local EGA, the more popular options for data management have 

been covered: 

1) Locally on premises, by using the Local EGA solution 

2) Delegating to another institution in the same jurisdiction, by depositing the data at 

a Federated EGA node 

3) Delegating to an international service, by depositing at the Central EGA 

 

Figure 1 - Federated access to European Genomes. On the left, 17 of the 23 Nodes are 

members of the ELIXIR Federated Human Data Community. EMBL-EBI (Cambridge, 

UK) and CRG (Barcelona, Spain) are specifically highlighted as these are the host institutes 

of the central EGA. Five Federated EGA deploying Nodes (Finland, Germany, Norway, 

Spain and Sweden) are also highlighted. 
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These implemented the Federated EGA framework in the first wave to manage archival, 

access and analysis of sensitive human data. On the right, a schematic view of the ELIXIR 

Finland Federated EGA deployment. Sensitive human data generated at laboratories, 

biobanks and hospitals, and/or by individual projects and submitters, are stored in 

encrypted format within the countries’ jurisdiction. This sensitive data never leaves the 

Finnish borders. Metadata to describe the datasets is shared with the central EGA, which 

enables findability of these data. Authorised users are able to access these sensitive data 

remotely thanks to the suite of interoperable GA4GH standards. 

Source: Harrow et al. 2021 - Figure 2 

4.2 Data Discovery 

a) GA4GH Beacon version 2 specification 

The formal approval of Beacon v1 by the GA4GH Steering Committee took place in 

October 2018. Fiume et al. (2018) describe the Beacon concept. Beacon v1 got the approval 

on that date because that was when the formal process of approval was inaugurated, and 

GA4GH leveraged that event to approve products that had been already available for some 

time. In the case of Beacon, it had been evolving from v0.2 to v1.0 between 2014 and 

2018. The success, role and limitations of Beacon v1 were clear at the time of approval. 

Indeed, before the formal approval of Beacon v1, the Discovery WS team, owner of the 

Beacon specification, started to interview Driver Projects, ELIXIR Europe partners and 

other interested parties to gather the requirements of a potential new version of the Beacon 

protocol that could overcome the limitations of version 1. Fiume et al. (2018) describe that 

Beacon v1 could be used for discovery genomic and clinical data and that Beacon 

responses can convey more info that the basic “Yes” or “No”. The caveat is that this 

information is not queryable by itself and would be returned in a different format by each 

Beacon instance, requiring further harmonisation by the user or the Beacon client. 

The Beacon working group, led by Professor Anthony Brookes from the University of 

Leicester, Professor Michael Baudis from the University of Zurich and by the author of 

this thesis from the Centre for Genomic Regulation, their respective teams and other 

contributors, started to design the new version according to the requirements expressed by 

the GA4GH Driver Projects. Rambla et al. (2022) describe that process and the resulting 

standard. This work contributes to goals 2a (discovering data), 2b (centralised or 
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distributed discovery), 2c (helping in harmonisation) and 3 (data sharing) of this doctoral 

thesis. In the following sections, a deeper discussion of some of the Beacon features could 

be found, for the basics, refer to Rambla et al. (2022). Annex 1 is extending information 

with technical aspects of the solutions provided to the challenges. 

Some of the requirements, detailed in the following sections, where: 

Contributions to Goal 2c (helping in harmonisation) 

1) Providing a data model, broader than the Beacon v1 one, that could be leveraged as 

harmonised data. 

Contributions to Goal 2a (discovering data) 

2) Allowing for basic queries about the characteristics of the donors. 

3) Allowing for querying about genomic variations from a gene. 

4) Keeping the simplicity of the queries and the responses. 

Contributions to Goal 3 (data sharing) 

5) Keeping the optional identification (authentication) and authorization of users. 

6) Providing information on the conditions for data usage and access for the Beacon 

datasets. 

Contributions to Goal 2b (centralised or distributed discovery) 

7) Allowing for a smooth integration in networks of Beacons. 

b) Providing a data model 

Beacon v1 included a basic model for genomic variations. However, it lacked support for 

annotations about the variations or details about the samples and donors that originate 

them. For instance, BRCA Exchange, one of the GA4GH DP allows downloading data 
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about variants in the BRCA1 and BRCA2 genes available at some public repositories, 

processing and harmonising them. This operation is done periodically, hence, the data 

available at BRCA Exchange web site is not always up to date. All the repositories used by 

BRCA Exchange have a different model for describing the variants and their annotations. 

The BRCA Exchange lead team suggested that if all of these repositories could implement 

the same model, BRCA Exchange would benefit from harmonised and up to date data. 

This suggestion is crucial, as it links Beacon v2 with the concept of harmonising data at the 

origin (described in the Introduction), hence clients of the Beacons are not required to do 

the harmonisation themselves. 

The Beacon team also interviewed partners closer to the clinical genomic diagnose domain. 

They suggested including information about the laboratory and bioinformatics analyses, as 

many times they compare different diagnoses in the context of the protocols applied to 

obtain the data. Another popular request was to Include information about the cohorts, as 

a means to understand the landscape of the data included in a given dataset.   

The combination of all these requests led to the following model: 
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Figure 2 - The GA4GH Beacon v2 Model. Source: Rambla et al. 2022 - Figure 2  

 
The model includes the following entry types: 

 Cohorts: describe a formal or ad hoc cohort. 



 

71 

 Datasets: is a collection of other entry types, like genomic variations. 

 Individuals: include details about sample donors of and their pedigrees. 

 Biosamples: details information about samples taken from donors. 

 Genomic variations: includes information about the genomic variations, both 

knowledge base level and case level. 

 Runs: describes at high-level the procedures used to process the samples in the wet 

lab. 

 Analysis: describes at high-level the procedures used to process sequencing data in 

the dry lab to determine the variations on them. 

c) Beacon v2 allows for other models and for additional schemas 

The Beacon v2 specification has been designed to make the query and response protocol 

independent from the model that is implemented. It is possible, then, to improve the 

current version 2 model without changing the protocol specification. It is also possible to 

create new models for other domains, like imaging or viral genomics, or even biobanks 

who keep catalogues of their samples. These communities can leverage a protocol that is 

already very popular without the need to create a new one, and stack their model on top of 

it. 

Additionally, although by default Beacon’s responses are formatted using the model 

described above, the specification allows for other models or schemas for returning the 

information. As an example: a laboratory prefers to get variation data formatted using the 

ClinVar schema, as most of their processes understand that schema; if the queried Beacons 

have implemented that schema in their instances, the Beacon client in the lab could request 

that schema instead of the Beacon v2 default one. 

These two features allow for an easier on boarding of new communities and avoid 

unnecessary transformations to the Beacon default model in cases where another model is 

already standard but a discovery protocol is not in place. 
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d) Richer query options 

Genomic variations in Beacons belong to samples obtained from human donors. These 

donors could be part of a cohort planned in advance, like the ones in clinical trials, or 

simply being collected because they suffer a given disease or are part of the patient’s family. 

It is important that Beacon allows for basic queries about the characteristics of donors, 

namely: gender, age range, ancestry, focus disease (when applicable), tagged as being 

affected by the focus disease or not, and some basic phenotypic attributes.  

The requirement is for basic, simple queries, like “return only variants belonging to tumour 

samples from men above 30 years old diagnosed for melanoma”. In contrast, complex 

queries will include aspects like querying for combined events happening at different 

moments or dependencies between attributes, like “genomic variations from men older 

than 50 years having melanoma or colorectal cancer, but not present in women having 

melanoma”. 

This requirement was refined by indicating that, preferably, all query terms should be 

expressed by ontology terms, not plain text. Including ontology terms in the Beacon 

specification has been embraced as a contribution to doctoral goal 2c.  

A further refinement was to allow for “fuzzy” queries. “Fuzzy” queries are those that 

include a similarity option. By default, all queries imply an exact match, hence a search for 

“NCIT:C3510 Cutaneous Melanoma” must only return samples or donors tagged with 

such exact term and its descendants, like “NCIT:C54662 Nevoid Melanoma”. However, if 

similarity is set to “high” could return also the ascendant or siblings of the queried term, 

like ”NCIT:C2920 Malignant Skin Neoplasm” (parent term) or “NCIT:C171101 Cutaneous 

Lymphoma” (sibling term). The capacity of looking for similar terms allows disparate but 

related annotations to be considered synonyms for the query purpose and, thus, they 

contribute to harmonisation (goal 2c) by alleviating the need of converting the hosted data 

to include the same exact terms 

In summary, Beacon v2 allows for querying not only about the genomic variations but also 

about the samples or the donors that carry such variations. Additionally, Beacon v2 allows 

for querying about the cohort or cohorts hosted by a Beacon, which is another way that the 

requirement has been expressed. These features contribute to goal 2a. 
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e) Querying on genomic features or attributes 

Beacon v1 only allows for queries on genomic positions, e.g., searching for “an A in 

chromosome X position 1,123,101 in reference genome GRCh37”. Many clinically oriented 

users are more familiar with amino acid substitutions, irrespectively of the nucleotide 

change that is the cause of such substitution. For example, queries like “V600E in BRAF”, 

meaning looking for a glutamic acid (E) instead of a valine (V) in the position 600 of the 

BRAF protein, is common in clinically oriented environments. Other popular queries are 

genomic variations that are homozygous in a given sample or that produce a truncation of 

the protein or that has been reported as causative for a given condition. Including support 

for additional ways to query the hosted data contributes to goal 2a, as they facilitate the 

discovery of data from the user point of view. 

The Beacon v2 specification addresses these requests by including sections in the genomic 

variation model for annotations about genomic features like HGVS gene name, amino acid 

substitution, diseases that have been associated with the variation, etc. It also includes a 

section about how that variation is found in individuals, like the zygosity. Additionally, 

information about frequency in populations is possible, allowing for queries that filter by 

minor allele frequencies (MAF) in specific populations. 

f) Keep the simplicity of Beacon queries  

A key value proposition of Beacon was the simplicity of Beacon v1 queries: having just one 

query endpoint and half a dozen parameters, understanding how to perform queries was 

very easy. Beacon v2 has been also designed to keep simplicity as a key value, although 

taking into account that it must cover a much broader set of queries and concepts. 

Beacon v2 relies in two principles for keeping the simplicity: 

1) Using the REST API (REpresentational State Transfer Application Programming Interface) 

approach instead of an ad hoc API, as REST brings consistency when querying 

diverse endpoints 

2) Maintaining the complexity of the expressions to a minimum by avoiding to define 

a syntax for them. 
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g) Maintaining the complexity of the expressions to a minimum 

Query languages, like SQL, are very powerful because they provide a rich set of commands 

(or clauses) and because they support advanced expressions, with different boolean 

operators, a set of functions to handle strings, dates, numbers, etc. 

While gathering requirements for Beacon v2, it was clear that the needs of Beacon users for 

querying were simple. The queries they described were like: “show me all the men, older than 50 

years, diagnosed with psoriasis”  or “give me all individuals that have the V600E variant in BRAF and 

have African ancestry”. Analysing these queries, we observed that the vast majority of 

conditions could be combined just using the AND boolean operator.  

By limiting the available boolean operators in Beacon v2 to AND, however, it would not 

be possible to directly perform queries like “show me all the men, older than 50 years, or the women 

younger than 35 years, diagnosed with psoriasis”. Note that for solving expressions like this one, it 

must be clear if “diagnosed with psoriasis” refers to both men and women or only to 

women. 

h) Keep the simplicity of Beacon responses 

Beacon v1 response was very easy to build and understand: simply a “Yes” or “No”, This is 

also one of Beacon v1 weaknesses: the lack of context to the response… “How many times 

has the variant been observed?”, “in somatic cells only or also in germline cells?”.  Beacon 

v2 tries to solve the context issue by allowing richer queries, and by providing a much 

richer response. 

However, sharing more details in the response introduces two concerns: 1) some Beacon 

instances are not allowed or prefer not to share more details and keep the “Yes/No” 

response, and 2) a richer response implies more software development effort to implement 

such a response. 

As many interviewed projects declared that they are fine also with sharing a count in 

addition to the boolean response, we end up with the scenario of supporting three different 

levels of response in Beacon v2: boolean, count and details. For such purpose, Beacon v2 

specification includes an attribute in the requests and in the responses: “granularity”. 
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A Beacon instance can support all three levels of granularity and apply one or another to 

every received request, depending on the sensitivity of the endpoint (e.g., cohorts vs 

individuals) and/or on the user being authenticated and/or authorised. 

Every Beacon instance declares the default level of granularity, the one to be applied if no 

specific granularity is requested, in their /configuration endpoint. Every Beacon 

request includes the requested granularity and every Beacon response includes the returned 

granularity. Everything being allowed, the granularity response would match the granularity 

requested. However, if a Beacon instance receives a request for details (details granularity) 

and that request is not allowed because the user is not authenticated or authorised or that 

Beacon only supports boolean answers, the response would be boolean. The returned 

granularity would be stated in the response header; thus the Beacon client can check if the 

received granularity matches the requested one or if it has been adjusted by the queried 

Beacon. 

i) Security aspects 

Beacons can host data that is publicly and anonymously accessible, but also data that is 

considered sensitive by the data controllers. Some Beacons are allowed only to answer 

“Yes/no” queries, others are able to share summary or aggregated data, e.g., counts of the 

results of a query, while others host anonymous data that could be shared openly. This 

difference of granularity in the response was added as a new requirement for Beacon v2. 

Data controllers usually request that the people accessing the data identify themselves or, 

indeed, that they are explicitly authorised to access it. Beacon v2 must keep the security 

attributes in Beacon v1, including the identification (authentication) and authorization of 

users.  

Some interviewed institutions said that they plan to use Beacon to share data among 

internal services. Users having access to their Beacon would have been identified and 

authorised previously elsewhere and, therefore, users reaching that Beacon should be 

considered fully trusted. 

The Beacon v2 configuration declares which security access levels are supported. The 

options are public, registered and controlled (see Dyke et al. 2018 for further details), and a 

Beacon can support all or some of them.  



 

76 

The Beacon concept has been challenged by several authors (Ayoz et al., 2021; Shringarpure 

& Bustamante 2015; von Thenen et al., 2018) because, having the genome of a given person at 

hand, it would be possible with a systematic set of queries to a Beacon to determine if the 

person is part of that dataset. These privacy attack approaches are based on querying for 

alleles with a very low frequency and estimating the probability that such a combination of 

alleles is present in another person. In summary, the approach is similar to the 

microsatellite technique used in forensics to identify individuals with a very high 

probability. 

Some authors (Raisaro et al. 2017; Wan et al., 2017) have suggested different mechanisms to 

alleviate that issue, for instance masking low frequency alleles or granting a number of 

queries to each user or removing a donor from the queryable set once a given number of 

positive hits for that donor has been reached.  

Most of these techniques are complex to implement and only offer relative safety as there 

are mechanisms to “avoid” such countermeasures, e.g., like querying from different 

computers to multiply the available budget. Additionally, the sensitivity of every allele is 

relative to the population it is compared with, so to say, the frequency in Europeans could 

be 0.1%, while the frequency in Icelandic population could be very different (higher or 

lower). In domains like rare diseases, the sensitivity of the information is very high but also 

the requirements of having as much details as possible about a case. On the contrary, in 

oncology there are many passenger variations and, many times, the ones of interest are the 

ones that are common enough to enable available treatments. 

The Beacon v2 specification doesn’t need to include any of the suggested countermeasures, 

as the approaches that have been used in real world Beacons are simple: Public Beacons 

tend to have only aggregated data or knowledge base information (e.g., annotations on 

variations) and Beacons with sensitive information require that the user identifies itself and 

to sign a declaration of fair behaviour. The assumption is that the features provided in the 

specification should allow Beacon implementers to adjust the security to their specific 

audience and sensitivity of data.  

j) Data use conditions 
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Once a dataset is discovered, the next question is “Is my project, institution or myself 

entitled to access the source dataset?”  Including details about the conditions for data 

access by using a common set of terms is also a common request. GA4GH Data Use 

Ontology (Lawson et al. 2021) could fulfil this request. Beacon v1 included a previous 

solution named Consent Codes (Dyke et al. 2016), which has been superseded by DUO. 

Beacon v2 focuses on DUO for describing the data use conditions of hosted datasets. 

Lawson et al. (2021) describe the DUO standard and a further discussion could be found in 

the corresponding section below. 

k) Integration in networks 

If Beacon v1 success was based on its simplicity, another crucial element was the existence 

of Beacon networks that allow querying many Beacons at once from a single point. Many 

users implicitly include the idea of Beacon networks when they show interest in hosting a 

Beacon (to be part of one or more networks) or when they show interest in using Beacons 

(by efficiently querying them through a network). Hence, any new version of the Beacon 

protocol must include the network aspect as part of the requirements. 

 
The Beacon v2 specification includes many features that are conceived to make it easy for 

version 2 Beacons to integrate in networks, while allowing for the flexibility described in 

the previous sections. Examples of such features are the endpoints /configuration 

that describes aspects like the entry types (entities) implemented in a given Beacon 

instance, /map that describes the relationship between these entry types and the URLs to 

use for querying them, and /filtering_terms that list the terms supported for 

filtering the results to provide.  

These endpoints are designed to provide details about a Beacon instance to any client, 

which could be a web or a command line or, also, a Beacon Network service. That Beacon 

Network service could use the information provided by these endpoints to understand 

each Beacon and react accordingly to that.  

As an example, let’s imagine a Beacon Network exists that is linked to 3 different Beacons: 

 Beacon A only supports boolean queries about genomic variations, like a Beacon 

v1 
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 Beacon B supports detailed information about individuals, samples and genomic 

variations 

 Beacon C accepts count requests about individuals but doesn’t includes data about 

genomic variations 

Let’s suppose that a user is interested in individuals having macular degeneration and posts 

the following query to the Beacon network: “Tell me how many individuals have been diagnosed 

with macular degeneration”. 

As the Beacon Network knows that only Beacon B and C support individual information, 

and that both accept count requests, it could send that query just to them, avoiding Beacon 

A. 

This simple example could be extended for authentication, support for a given ontology, 

etc. The Beacon service in the example could also know if a Beacon instance requires user 

authentication, and avoid sending them requests from anonymous users. Also the Beacon 

Network service can check if a term like “macular degeneration” is among the ones 

understood by Beacon B and C and skip those Beacons that will not understand that term. 

Intelligence in Beacon Network services could go further and they could act as on-the-fly 

harmonisation services. Let’s assume that both Beacon B and Beacon C understand the 

term “age-related macular degeneration”, but Beacon B uses the MONDO Ontology 

(MONDO:000515020) while Beacon C implements the NCIT ontology (NCIT:C8439121). 

Given that Beacon v2 specification recommends using ontology terms for querying, using 

MONDO:0005150 or NCIT:C84391 as query would only return results from Beacon B or 

C, respectively. However, as the Beacon Network service can harvest supported ontology 

terms from each Beacon instance on the network, it could leverage a service like EBI’s 

Ontology Lookup Service22 (OLS) to find synonyms among the lists (hence discovering 

                                                 

 
20 

https://www.ebi.ac.uk/ols/ontologies/mondo/terms?iri=http%3A%2F%2Fpurl.obolibrary.org%2Fo
bo%2FMONDO_0005150&lang=en&viewMode=PreferredRoots&siblings=false  
21 

https://www.ebi.ac.uk/ols/ontologies/ncit/terms?iri=http%3A%2F%2Fpurl.obolibrary.org%2Fobo
%2FNCIT_C84391 
22 Ontology Lookup Service < EMBL-EBI  

https://www.ebi.ac.uk/ols/ontologies/mondo/terms?iri=http%3A%2F%2Fpurl.obolibrary.org%2Fobo%2FMONDO_0005150&lang=en&viewMode=PreferredRoots&siblings=false
https://www.ebi.ac.uk/ols/ontologies/mondo/terms?iri=http%3A%2F%2Fpurl.obolibrary.org%2Fobo%2FMONDO_0005150&lang=en&viewMode=PreferredRoots&siblings=false
https://www.ebi.ac.uk/ols/ontologies/ncit/terms?iri=http%3A%2F%2Fpurl.obolibrary.org%2Fobo%2FNCIT_C84391
https://www.ebi.ac.uk/ols/ontologies/ncit/terms?iri=http%3A%2F%2Fpurl.obolibrary.org%2Fobo%2FNCIT_C84391
https://www.ebi.ac.uk/ols/index
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that both ontology terms above are considered exact matches) and using this list to send 

the appropriate query to the corresponding Beacon without asking the user to provide all 

synonyms itself. In the example, the Beacon Network service, upon receiving a request on 

MONDO:0005150, will send that to Beacon B, but it will use the synonym (NCIT:C84391) 

for requesting data to Beacon C. 

l) The Beacon version 2 Reference Implementation 

Rueda et al (2022) describe the Beacon version 2 Reference Implementation (B2RI) 

features, explaining how the B2RI contributes to goals 2a, 2b, 2c and 3. The main 

contribution of Beacon to this doctoral thesis goals is the specification approved by the 

GA4GH. However, the success of Beacon depends on actual Beacon deployments 

happening, and, for that, having software solutions readily available, easy to deploy and to 

configure is key. The Beacon version 2 Reference Implementation aims to be the first of 

such solutions. 

The B2RI contributes to goal 2a (discovering donors and cohorts) by implementing the 

/cohorts and the /individuals endpoints described in the Bv2 specification. The 

discovery of donors and cohorts could also start from the /biosamples and the 

/genomic_variations endpoints, and then looking for the individuals related to 

such biosamples or variations. Both of them are also implemented in the B2RI. 

The contribution to goal 2b (centralised or distributed discovery) is inherent to the 

implementation itself. For centralised discovery, several data providers could share their 

data through a common Beacon and keep the data separated by leveraging the cohorts or 

the datasets elements in Beacon.  

Distributed discovery is based on independent Beacons being part of a network of Beacons 

that dispatches the request to all of them. B2RI implements all the endpoints that could be 

leveraged in a network: /info, /service-info, /configuration, /map, 

/entry_types  and /filtering_terms. 

The first version of the B2RI implements the whole Beacon v2 Model, hence contributing 

to harmonisation, but is limited in its contribution to harmonising by using several 

ontologies for filtering terms. This feature would be part of a future release. 
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4.3 Data Sharing 

a) The Global Alliance for Genomics and Health 

Rehm et al. (2021) introduce the Global Alliance for Genomics and Health (GA4GH) as an 

organisation that was created in 2013 to bring the benefits of genomics in health to all of 

humanity. It states that without the GA4GH or a similar initiative these benefits could 

eventually reach most people, but in a slower, more expensive and fragmented 

way.  GA4GH would catalyse the process by harmonised data aggregation and federated 

approaches.  

Rehm et al. (2021) also describe the GA4GH organisation in Workstreams and Driver 

Projects and the technical standards process until their approval. This is relevant for the 

Beacon v1 and Beacon v2 topics discussed in this doctoral thesis. GA4GH aims to be 

aligned with other standard organisations, in particular with those focused on the 

biomedical and healthcare domains, like HL7, and the aim to support and be interoperable 

with popular ontologies, like OMOP or the Human Phenotype Ontology (HPO), in order 

to avoid increasing unnecessarily the number of options for the community. Rehm et al. 

(2021) remind us that an excess of very similar standards does not help the community but, 

on the contrary, makes interoperability (or harmonisation) harder by increasing the 

fragmentation.  

The lack of standardised and rich phenoclinical (phenotype and clinical course) data in 

“research genomes'' is a clear limitation for reusing such data for genomic medicine. 

Hence, there is an increased need to make genomic data generated in healthcare available 

to trusted partners and the community. This limitation has been one of the motivations for 

moving from Beacon v1 to Beacon v2 as described in another section of this doctoral 

thesis. 

Rehm et al. (2021) detail the challenges for the four typical disease areas (rare diseases, 

oncology, common or chronic diseases and infectious diseases) in genomic healthcare and 

how GA4GH products (like Beacon v2 and DUO) could help. While describing it, the 

importance of data sharing for each area is highlighted. By citing some products like 

Beacon in all the areas, Rehm is implicitly saying that these products are transversal and not 

limited to some of the areas. 
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Other challenges exist in the healthcare practice to make data generated in healthcare to be 

analysed, shared and returned back as practice improvements. Many data are not properly 

structured, are hosted in disparate systems, are written in multiple languages, etc. Ethical, 

Legal and Societal Issues (ELSI) must be included in the process as the data sharing 

process starts by getting the approval of data owners or donors for bringing such data in 

secondary use. The contributions of this doctoral thesis to the secure sharing of genomic 

human data for precision medicine does not address these later aspects, but focuses on 

posterior steps of the data sharing process. 

b) The Data Sharing process 

Data Sharing is the set of processes and tools by which actual access to the data is provided 

and, when applicable, the intermediate steps to request and receive granted access are 

cleared.  

Data sharing of human sensitive data is, in most cases, a long and paperwork-based 

process, which can become a very complex issue for many researchers. Typically, 

researchers must apply to get access to the data. They must provide details about 

themselves and their hosting institution, a description of the project, and must abide by 

some conditions on authorship sharing, data destruction after approval expiry, limitations 

in sharing with team members, and potential embargoes. Many of these requirements are 

due to the clauses included in the consent form signed by data donors. 

The success or failure of these data access applications depends on the purpose and 

context of the project being among the ones permitted by the data owner and accepted by 

the data donors. In many cases, the conditions are not met and the application is denied. 

For researchers, getting and understanding the application documentation, compiling all 

the required information and signed documents (like the IRB approval or institutional 

endorsement) and following all the required steps could be very frustrating if the 

application is denied because a simple condition is not met. Having in advance a clear 

understanding of the data use conditions for a given dataset could avoid engaging in 

probably unsuccessful applications. An example of clear conditions is the Creative 

Commons approach23 which has a limited set of options, identified by acronyms and logos; 

                                                 

 
23 https://creativecommons.org/licenses/  

https://creativecommons.org/licenses/
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once the users are familiar with them, it is very easy to understand the terms of usage for 

assets like images, sounds, etc. 

c) Data Use Ontology 

Lawson et al. (2018) describe the context under which Data Use Ontology (DUO) was 

conceived (summarised in the previous paragraphs), the design, the places and counts of 

datasets where it is implemented and use cases. According to Lawson et al. (2018), the 

DUO is applied in three use cases:  

1) In repositories, as metadata associated to the datasets to describe the data use 

conditions 

2) To partially automate the data access request review process. By describing the 

application in DUO terms, they could be more easily compared with the DUO 

terms that should be honoured. That approach implies that the applicant 

describes their context in DUO terms or that a user interface guides the 

applicant through the process. 

3) Including the DUO terms from the beginning of the process; in the consent 

form signed by the donors. This solution avoids a posterior translation of the 

textual consent form clauses to the DUO terms, bringing consistency to the 

whole process. 

DUO is machine readable but less comprehensive than other approaches like Automatable 

Discovery and Access Matrix (ADA-M). This is an acceptable trade-off that brings 

simplicity at the cost of comprehensiveness or expressivity. 

d) Registered access level 

Another characteristic of human sensitive data sharing is that many projects share some 

summary information (like allele frequencies in broad populations) but require a complete 

application to get access to any further detail. Dyke et al. (2018) describe that scenario: open 

access (public) and controlled (restricted) access as the main options, and introduces a third level 

– registered access– which, similarly to DUO, has the virtue of broadening the options while 

keeping it simple. 
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Most human sensitive data require a tight control on to whom that sensitive data is shared, 

in particular if details about the individual donors would be disclosed. Most projects, 

however, could share very useful information for the community (like allele frequencies in 

specific populations or cohorts) without the need to disclose details at individual level. 

Registered access aims to define a model where, in addition to anonymous or identified and 

specifically authorised users, there is a third homogenous level: identified users without specific 

authorization. Instead of opening the scenario to many different combinations of 

requirements to get access to some additional information, registered access reduces the 

problem for the data controllers to determine which data could be shared to this simply 

identified user. 

4.5 Summary 

As mentioned in the Objectives section, the goal of this thesis is to contribute to secure 

sharing of sensitive human genomic data for precision medicine. Given the nature of this 

work, it requires the participation of a broad international community that eventually 

demonstrates that our contributions are effective, and so the involvement in organisations 

that drive the design of the solutions has been a key component of this work. 

To facilitate data management, our contribution is in the context of EGA, ELIXIR and 

GA4GH. EGA has evolved into the Federated EGA, with the support of ELIXIR and 

many of their members (the ELIXIR Nodes) and by adopting GA4GH products, which we 

have helped to design and adopt. 

To facilitate data discovery and harmonisation, we proposed the Beacon specification, that 

is network aware, and also provided the Beacon Reference Implementation to facilitate a 

quick start. 

To facilitate data sharing, in the initial steps of this doctoral thesis we have contributed to 

refine the three layered access level model (i.e., public, registered and controlled access) and 

the Data Use Ontology (DUO) both of which help the data consumers to understand the 

context for obtaining access to the data. 



 

84 

The concepts, specifications and software developed for this thesis are open, and they now 

belong to the international scientific community, which, hopefully, will make them evolve 

so they keep being useful in the future 
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6. ANNEX 1 

6.1 Details on the GA4GH Beacon version 2 specification 

This annex is an extended alternative version of the section GA4GH Beacon version 2 

specification, therefore some paragraphs between the additional details are almost identical to 

the ones that are part of that section.  

a) Keep the simplicity of Beacon queries  

The Beacon v1 specification describes an HTTP API, which is an API (Application 

Programming Interface) that relies on the HTTP (HyperText Transfer Protocol) protocol for 

sending the requests and returning the responses. An HTTP API offers a set of URLs (like 

/search or /query), or endpoints, that returns an HTTP document encoded in XML, 

JSON, or plain text as indicated in the HTTP request header. In Beacon v1, the response 

was encoded in JSON (JavaScript Object Notation). 

HTTP requests accept parameters in the URL, like 

/search?term=parokeet&language=catalan, which include conditions to 

consider when the server resolves the request (e.g., the language for the returning results). 

A key value proposition of Beacon was the simplicity of Beacon v1 queries: having just two 

API endpoints and half a dozen of parameters, understanding how to perform queries was 

very easy. Beacon v2 has been also designed to keep simplicity as a key value, although 

taking into account that it must cover a much broader set of queries and concepts. 

Beacon v2 relies in two principles for keeping the simplicity: 

1) Using the REST API (REpresentational State Transfer Application Programming Interface) 

approach instead of an ad hoc API, as REST brings consistency between queries 

2) Maintaining the complexity of the expressions to a minimum by avoiding to define 

a syntax for them. 

b) REST API 
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The REST approach is based on building the APIs endpoints according to the entities 

represented by a given solution. As an example, an API for a library could include the 

following endpoints:  /books, /users or /shelves 

The endpoint /books will return a list of all books in that library. 

To get the list of books from a given author, parameters like author could be defined, 

e.g., 

/books?author=James Joyce  

 
Getting the details of a given book, is as simple of adding the id of the book in the URL 

path, e.g., 

/books/1234  

 
Similarly, related entities could be requested by using endpoints like, 

/books/1234/users 

 
That will return the list of users that have borrowed that book. 

The previous examples show consistency in the mechanics, which allows users to infer 

which would be the way to query a given service. 

Applying the principle to Beacon, getting the list of people in a Beacon would be possible 

by using the /individuals endpoint. 

To get details on an specific individual (the one with id-123) we can use 

/individuals/123 and to get its samples /individuals/123/biosamples 

As it is not mandatory that every Beacon v2 compatible instance implements every single 

endpoint defined in the Beacon v2 model, the Beacon includes an specific endpoint 

(/entry_types) that informs the clients about which ones are available in that 

particular instance. 

c) Maintaining the complexity of the expressions to a minimum 
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Query languages, like SQL, are very powerful because they provide a rich set of commands 

(or clauses) and because they support advanced expressions, with different boolean 

operators, a set of functions to handle strings, dates, numbers, etc. 

While gathering requirements for Beacon v2, it was clear that Beacon users’ needs for 

querying were simple. The queries they describe are like: “show me all the men, older than 50 

years, diagnosed with psoriasis” or “give me all individuals that have the V600E variant in BRAF and 

have African ancestry”. 

Analysing the queries above, we observed that the vast majority of conditions could be 

combined just using the AND boolean operator. For instance, for the first example written 

in SQL against an imaginary database: 

SELECT * FROM INDIVIDUALS WHERE 
gender=”male” AND 
age > 50 AND 
diagnose = “psoriasis” 

 
This simplification allows for leveraging the URL query parameters like: 

/individuals?gender=male&age=>50&diagnose=psoriasis 

 
By limiting the available boolean operators in Beacon v2 to AND, it would not be possible 

to directly perform queries like “show me all the men, older than 50 years, or the women younger than 

35 years, diagnosed with psoriasis”. Note that for solving expressions like this one, it must be 

clear if “diagnosed with psoriasis” refers to both men and women or only to women. This 

is usually solved by using parentheses in the expression like:  

SELECT * FROM INDIVIDUALS WHERE 
((gender=”male” AND 
age > 50)OR (gender=”female” AND 
age < 35)) 
AND diagnose = “psoriasis” 

 
Learning how to combine boolean operators and parentheses is not easy for many users, 

which leads to repeated queries until the result is the desired one. Many users, indeed, tend 

to translate spoken language into boolean expressions, which confuses them notably. For 

instance, “return all individuals diagnosed with psoriasis and arthritis” should be expressed with an 

OR operator: 
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SELECT * FROM INDIVIDUAL_DISEASES WHERE 
diagnose = “psoriasis” OR diagnose = “arthritis”  

 
For Beacon v2, we considered that including non-basic queries could seriously tamper the 

“keep Beacon simple” goal, hence, another approach was preferred for non-basic queries, 

that rely on the user sending more than one query, if necessary, and combining the results 

on her/his own. 

Beacon v2 is a discovery protocol, not an analysis tool, therefore it should not be used to get 

counts and compare the counts or distributions using statistical tests but to look carefully at 

the results and refine or extend the query accordingly. Using that consideration, we expect 

users looking for cases like the above example to perform two queries, one for males and 

one for females, which could be seen as more queries but also as an easier way to clearly 

disambiguate doubts such as if psoriasis applies only to women or both men and women. 

In the former case, the two queries would be:  

/individuals?gender=male&age=>50&diagnose=psoriasis 
/individuals?gender=female&age=<35&diagnose=psoriasis 

 
While in the latter they would be: 

/individuals?gender=male&age=>50 
/individuals?gender=female&age=<35&diagnose=psoriasis 

 
Of course, this approach is not optimal for all the use cases, in particular when the 

expressions could still be simple, such as “return all individuals diagnosed with psoriasis and 

arthritis”. In cases like that, we could leverage the flexibility of URL parameters that allow 

queries like  

/individuals?diagnose=psoriasis,arthritis 

 
The Beacon v2 specification itself is not detailing options like that, but it could be 

leveraged by implementations without breaking compatibility with the specification. 

Queries like “show me the genomic variations from men older than 50 years having 

melanoma or colorectal cancer, but not present in women having melanoma” constitute 

another level of complexity. Indeed, in languages like SQL, a query like that is too difficult 

for any user that is not very experienced in the language. 
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d) Keep the simplicity of Beacon responses 

Beacon v1 response was very easy to build and understand: simply a “Yes” or “No”, This is 

also one of Beacon v1 weaknesses: the lack of context to the response… “How many times 

has the variant been observed?”, “in somatic cells only or also in germline cells?”.  Beacon 

v2 tries to solve the context issue by allowing richer queries, and by providing a much 

richer response. 

However, sharing more details in the response introduces two concerns: 1) some Beacon 

instances are not allowed or prefer not to share more details and keep the “Yes/No” 

response, and 2) a richer response implies more software development effort to implement 

such a response. 

As many interviewed projects declare that they are fine also with sharing a count in 

addition to the boolean response, we end up with the scenario of supporting three different 

levels of response in Beacon v2: boolean, count and details. For such purpose, Beacon v2 

specification includes an attribute in the requests and in the responses: “granularity”. 

A Beacon instance can support all three levels of granularity and apply one or another to 

every received request, depending on the sensitivity of the endpoint (e.g., cohorts vs 

individuals) and/or on the user being authenticated and/or authorised. 

Every Beacon instance declares the default level of granularity, the one to be applied if no 

specific granularity is requested, in their /configuration endpoint. Every Beacon 

request includes the requested granularity and every Beacon response includes the returned 

granularity. Everything being allowed, the granularity response would match the granularity 

requested. However, if a Beacon instance receives a request for details (details granularity) 

and that request is not allowed because the user is not authenticated or authorised or that 

Beacon only supports boolean answers, the response would be boolean. Returned 

granularity would be stated in the response header, thus the Beacon client can check if the 

received granularity matches the requested one or if it has been adjusted by the queried 

Beacon. 
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