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ABSTRACT

Network Function Virtualization (NFV) provides the possibility of migrating Network Functions
(NFs) such as Firewalls and Proxies, among others, from dedicated hardware appliances to general
purpose hardware. In this way, network services can be run as Network Slice Instances (NSIs),
materialized in the form of customized Service Function Chains (SFCs) consisting of an ordered set
of Virtual Network Functions (VNFs). However, in practice, the limited footprint of Infrastructure
Providers (InPs) and the location dependencies of certain NFs may necessitate a given service chain
to transcend a multi-InP network Infrastructure. In this way, by leasing resources from multiple
InPs, the end-to-end service is realized as a concatenation of VNFs hosted by different InPs, thus
eliminating the need for deploying new network infrastructure. However, given the limited network
resources and the stringent requirements of 5G and future services, the success of such a business
model will largely rely on how the diverse set of network and cloud resources under the control
of the different InPs, will be coordinated and orchestrated. Moreover, this is complicated by the
need to preserve the privacy of InPs and the differing internal polices (such as billing and QoS
guarantee, among others) of the different InPs. Therefore, how to orchestrate network services across
a multi-domain infrastructure in a seamless, reliable, cost-effective and resource efficient manner
is non-trivial. This thesis contributes to the above challenge by breaking the multi-domain service
orchestration problem into two interlinked sub-problems that are solved in a coordinated manner: (1)
The request splitting/partitioning sub-problem which involves obtaining a subset of cooperating or
competing InPs and the corresponding inter-domain links on which to provision the different VNFs
and virtual links of the service request respectively; (2) Intra-domain VNF orchestration sub-problem
which involves obtaining the intra-domain nodes and links to provision the VNFs and virtual links of

the sub-SFC associated with each InP at the request partitioning sub-problem.

The request splitting sub-problem is NP-hard. Therefore, in order to simplify the problem, many
existing works adopt heuristic approaches targeting to realize mapping solutions in acceptable run
time. Nevertheless, the considerations (such as full information disclosure from the participating
InPs, or assuming failure free networks, among others) adopted by many of these works may not
be suited for practical 5G and future services. Aware of the stringent reliability requirements of
mission critical applications, and the fact that networks may experience failures in practice, this thesis
proposes a reliability-aware Reinforcement Learning (RL) based algorithm for splitting of service
requests across multiple InPs. The algorithm targets to minimize the operational costs incurred by a
Service Provider (SP) considering both the QoS-violation costs (due to service failure) and resource
consumption cost. Moreover, this is achieved under limited information disclosure by participating
InPs, thanks to the ability of the RL technique to infer the undisclosed information based on historical
data.

In addition, previous solutions rely on a centralized entity for making request splitting decisions.
However such an approach may not be scalable with an increase in the number of InPs. Aside from

that, the level of information exposure required by the centralized entity to make optimal placement



decisions may violate the privacy requirements of the participating InPs. This thesis proposes a
multi-stage graph aided distributed algorithm for request partitioning, in which the message exchange
occurs only among a pre-computed subset of InPs, with each participating InP forwarding only a
single message based on all the received messages, to a subset of InPs. In this way, the average number
of InPs participating in the solution computation, the number of messages exchanged between InPs,
and the total time for making a mapping decision are greatly reduced in comparison with conventional

distributed algorithms, while preserving the privacy of participating InPs.

Similar to the request splitting sub-problem, the intra-domain VNF orchestration problem is
Np-hard. Most of approaches that have previously been proposed to address this problem are not
suited for practical scenarios due to the fact that they either: perform mapping of the VNFs and
virtual links in uncoordinated manner which may result in a high resource consumption; or are not
cognizant of the reliability requirements of mission critical applications or do so from the perspective
of stateless VNFs. However, in practice, a number of VNFs such as Network Address Translators,
among others, are stateful, which necessitates tight coordination in provisioning the active and
stand-by instances, in order to minimize the state-update costs. In this regard, this thesis proposes a
set of Metaheuristic algorithms based on Genetic and Harmony search algorithms for fault-tolerant
orchestration of stateful VNFs. The algorithms target to jointly minimize the service deployment cost

due to the primary and stand-by VNF instances, and state-update.

Moreover, given that the backup resources assigned to a service request may stay unused
throughout the time the request doesn’t experience failure, this thesis proposes a set of survivable
intra-domain VNF orchestration algorithms that permit the non-critical applications to share the
idle resources reserved for the critical applications. First, the thesis proposes a generic multi-stage
graph based algorithm as an alternative intra-domain VNF orchestration algorithm targeting to
achieve better resource utilisation by coordinating the mapping of the VNFs and virtual links of a
service request. Then, based on the mentioned algorithm, the thesis proposes a new migration-aware
algorithm for the mapping of non-critical services, enabling the non-critical services to borrow the
unused backup resources from the critical services while minimizing the probability of preemption
they could experience. Additionally, whenever low priority users are preempted from their borrowed
resources, thesis proposes a new QoS-aware global-rerouting algorithm for remapping those users,
reducing the impact of the service interruption thanks to avoiding the migration of surviving VNFs

and virtual links when feasible.

Finally, whereas multiple applications may have common VNFs in their service chains, in the
majority of previous works, each instance of a VNF only processes the input traffic coming from a
single service request. However, dedicated VNF assignments may result in a low resource utilization,
excessive resource fragmentation, and higher overall service deployment costs. This thesis proposes a
RL based algorithm for cost-effective and resource efficient orchestration of online services from the
perspective of sharing their VNF instances. The RL algorithm targets to make intelligent placement
decisions while considering multiple conflicting costs including: transmission, VNF instantiation,

resource fragmentation or energy consumption costs, among others.
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CHAPTER

Introduction

This chapter presents a high level introduction to the thesis, including: the background and the
motivation behind the work in the thesis, the problem statement and the thesis objectives. In addition,
the chapter presents a list of scientific publications that resulted from the content of the thesis and the
thesis positioning with respect to the State-of-the-art (SoA). The chapter ends with a summary of the

SoA with respect to the thesis contribution and an outline of the thesis structure.

1.1 Background and Motivation

Future applications and services such as Tactile Internet, remote surgery and autonomous driving,
among others, impose strict requirements in terms of throughput, latency, and reliability, among other
requirements, that cannot be met with the traditional “one size fits all” monolithic architecture [1,2].
As such, network operators are expected to leverage the flexibility introduced by the Network Function
Virtualization (NFV) paradigm in order to cope with the stringent requirements of these services. The
main target behind NFV comes from decoupling complex network functions (e.g., Firewalls, Proxies
or Load Balancers) from dedicated hardware appliances, implementing those services in the form of
chained Virtual Network Functions (VNFs), also called Service Function Chains (SFCs) [3]. In this
way, network services and applications will be instantiated as Network Slice Instances (NSIs), that
will be realized in the form of customized logical and self-contained networks, consisting of a mixture
of both shared and dedicated resources, including VNFs [4, 5]. If well implemented, the above
approach has high prospects of reducing its network deployment footprint, as well as its associated
operational cost. This is premised on the ease with which such softwarized functions can be activated,

scaled, migrated or shutdown, allowing a more efficient use of the network resources [6].

In practice, the limited footprint of InPs and the location dependencies of certain network
functions (e.g, requiring packet filters to be placed close to traffic sources in order to conserve
bandwidth resources at the event of DoS attacks) [7] may require the different service chains to
transcend network Infrastructure belonging to multiple providers. Under the NFV paradigm, such
applications are envisaged to be supported by leasing resources from different infrastructure providers
without the need of deploying new network infrastructure. Therefore, the end-to-end NSI will
be realized as a concatenation of slice parts or VNFs hosted by different InPs [8], resulting in a

significant reduction in both cost and time for orchestrating a service request. In fact, the European



2 1.1. Background and Motivation

Telecommunications Standards Institute (ETSI) has already defined NFV Infrastructure as a service
(NFVIaaS) use case in [9], and the Network Services provided using multiple administrative domains
use case in [10], both of them applicable to scenarios where a given SP relies on resources of multiple

InPs to meet its resource needs.

1.1.1 Overview of the multi-domain service Orchestration problem

In the general case, the grand multi-domain service orchestration problem can be viewed to consist
of two interlinked sub-problems executed at two levels [7, 11, 12]: at the higher level, given a set of
cooperating or competing InPs comprising the substrate network, the problem is to determine an
optimal subset of InPs and the associated inter-domain links to provision the different VNF instances
of a service request. This problem, which is denoted as sub-problem 1 in this thesis document is
commonly referred to as the service request partitioning/splitting problem in literature [11, 13], and
has been shown to be NP-hard [13, 14]. This is usually modeled and solved as an ILP [7,11,12], with a
goal of obtaining optimal solutions, albeit, at a cost of high run time; at the lower level, the problem is
that of intra-domain service orchestration in which each individual InP makes a decision regarding the
specific intra-domain nodes (e.g., servers, Data centers, etc.) and links to provision its assigned VNF
instances, based on its intra-domain policies. Such a problem, which we denote as sub-problem 2 in
this thesis document, has also been shown to be NP-hard and computationally intractable since it can
be reduced to the multi-way separator problem which is known to be NP-hard itself [15]. Moreover,
even for a small number of nodes, the problem of optimally allocating a set of virtual links to single
physical paths reduces to the un-splittable flow problem, which is also NP-hard [16, 17]. In this
regard, it is not practical to achieve optimal solutions for the grand multi-domain service orchestration
problem in polynomial time for a network of practical size. Moreover, the provisioning policies
and decisions taken at the lower level directly impact the quality of the global provisioning solution,

hence, necessitating the two sub-problems to be solved in a coordinated manner.

Given the diverse number of competing or cooperating InPs, obtaining an optimal set of InPs for
orchestrating service requests in a cost-effective and resource-efficient manner, while meeting the
associated constraints, is a challenging and complex problem [18]. This is due to the fact that the
different InPs may be characterized by different internal policies regarding aspects such as billing and
QoS guarantees, among others. Moreover, due to reasons related to security and business competition,
there is a general reluctance among InPs to disclose their intra-domain information regarding topology
and resource availability [19], requiring SPs to provision service requests without having control or
even knowledge of any aspect of the physical infrastructure in the different domains. This may have
serious implications regarding resource utilization, efficiency and QoS satisfaction [20]. Moreover,
this inhibits the direct replication of single domain orchestration algorithms such as [21-25] to
the multi-domain orchestration problem, since these rely on a full visibility of the intra-domain
attributes. In light of the above, research regarding novel and innovative techniques for coordinating
and orchestrating the diverse set of network and cloud resources under the control of the different

InPs is not only relevant, but also urgent.



3 1.1. Background and Motivation

1.1.2 Problem Statement

Even though the benefits of NFV Infrastructure as a service and Network Services provided using
multiple administrative domains use cases are evident and intuitive, in terms of reducing service
deployment cost and network roll-out time, the practical realization of these benefits will largely
rely on how the diverse set of virtualized and non-virtualized resources under the control of the
different InPs will be coordinated and orchestrated and how the challenges brought about by network
softwarization will be managed. First, in addition to the hardware failure experienced in the traditional
Physical Network Functions (PNFs), the softwarized environment introduces an extra component of
failure at software level due to software faults (e.g., OS errors), misconfigurations (e.g., configuration
conflicts, wrong rule insertion) and malfunctions, among others [26], which poses critical concerns
given the mission-critical applications envisaged to be supported by 5G and future network [27-29].
This is even more pertinent in a multi-domain service provisioning scenario, since a failure or
malfunction of an instance provisioned within a single InP affects the entire end-to-end service,
potentially resulting in penalties for SLA violations. Secondly, it is anticipated that these networks
will support a myriad of applications with extreme resource requirements [30]. Therefore, how to
effectively orchestrate these services in a resource efficient and cost effective manner remains a
critical hurdle to be overcome by SPs. Moreover, aside from the resource consumption, the operation
cost under the softwarisation environment is influenced by multiple attributes including energy
consumption cost, VNF activation cost, and SLA violation costs (e.g., due to service failures and
interruptions), some of which may be conflicting among themselves, further complicating the service

deployment decisions.

Previously, the works in [7,11-13] adopted an exact approach for splitting service requests across
multiple domains. However, such approaches are not suited for delay sensitive applications due to
their high run time. In this regard, most of the recent works adopt heuristic approaches [19,31-37],
targeting to realize provisioning solutions in feasible run time. However, despite the criticality of
service reliability in future networks, to the best of our knowledge, there is no previous work that
incorporates service reliability in the cross-domain service orchestration problem. Moreover, even
the single domain approaches that consider service survivability either do so from the perspective
of stateless VNFs in the service chaining [29,38-45] or impose that the entire SFC instance should
be provisioned on a single node e.g., server or Data center [26—28]. However, in practice, a number
of VINFs are stateful, with typical examples of such VNFs being network address translators that
store mappings between ports and hosts, and intrusion detection systems, that keeps track of pattern
matching to detect attacks [46]. This aspect renders such algorithms not well suited for the fault-
tolerant service orchestration which requires tight coordination in provisioning the active and stand-
by instances, in order to minimize the state-update signaling overhead. Aside from this, most of
the existing solutions make unrealistic considerations while provisioning service requests such as
assuming full information exposure [47-50], or they donot fully coordinate the Intra-domain and

cross-domain mapping steps of the algorithm.
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1.2 Thesis objectives

The main objective of this thesis is to facilitate the realization of end-to-end network slicing across
a multi-domain network infrastructure by proposing algorithms for service orchestration across
multiple domains that jointly target to: (7) realize efficient resource utilization through provisioning
of the service request VNFs and virtual links in a coordinated and resource-efficient manner; (i)
minimize operational costs and penalties resulting from SLA violations due to failure of the physical
nodes, virtual network functions and virtual links; (ii7) preserve the privacy requirements of the
participating InPs; (iv) achieve all the above in practical run time for delay sensitive applications. In

order to achieve the above targets, the thesis undertakes the following specific tasks:

* Develop a cross-domain service orchestration framework to guide the implementation and
execution of the service orchestration algorithms while adhering to the privacy requirements
of the InPs. The proposed framework is aligned with the ETSI NFV-MANO architectural
framework described in [51] and the ETSI’s architecture options introduced in [10] in which
there is a single NFV Orchestrator (NFVO) per administrative domain, with the different
orchestrators able to communicate through the Orchestrator-to-Orchestrator (Or-Or) interface

proposed in [10].

* Define the models of the substrate network and service requests, and mathematically formulate
the multi-domain service orchestration problem as an ILP including the underlying network

and service request constraints.

* Develop and evaluate algorithms for the service request splitting/partitioning sub-problem of the
grand cross-domain service orchestration problem that are aligned with the four aforementioned

targets of the thesis main objective.

* Develop and evaluate intra-domain service orchestration algorithms that are aligned with the

four aforementioned targets of the thesis main objective.

* Evaluate the performance of the proposed algorithms considering relevant metrics related to
resource consumption, cost , execution time and acceptance ratio, among others, against related

state-of-art algorithms.

1.3 State of the art

With the success of 5G and future networks tightly tied on how the diverse set of resources belonging
to multiple InPs will be coordinated and orchestrated [52], research regarding the cross-domain
service orchestration/federation problem has gained traction. In literature, this problem is largely

tackled from two perspectives, thus [53]:
* The problem of distributing the different parts of the service request among multiple InPs.

* The problem of developing procedures and interfaces to effect this distribution.
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Standards Development Organisations (SDOs) have been at the forefront of addressing the latter
aspect of the problem, with proposals coming from: the Open Networking Foundation (ONF) [54]
in which a peer-to-peer SDN controller based architecture is proposed; the Metro Ethernet Forum
(MEF) [55] in which a Lifecycle service orchestration reference architecture is proposed; and the
ETSI [10] where different architecture options for cross-domain service orchestration are proposed.
In addition, there are a number of cross-domain orchestration architectures proposed by the research
community in [52,53,56—-61]. However, the mature proposal is the ETSI report at [10], in which
a new “Or-Or" (orchestrator-to-orchestrator) interface for establishing connectivity between the
orchestrators of the different domains is introduced for the various architecture options. In light of

this, the thesis proposals are aligned with the architectural frameworks in [10].

In literature, the first aspect, which is the focus of this thesis is addressed either in a centralized
or distributed manner: centralized approaches rely on a third party entity that uses the exposed global
information to make decisions regarding the different InPs to which to distribute the different parts
of a given service request. Such a decision is usually executed using exact approaches based on
Integer Linear Program (ILP) models as adopted in [7, 11-13,62]. However, ILP based approaches
yield optimal solutions at a cost of high run time, making them not well suited for practical delay
sensitive services and applications. As a result, recent proposals in [19,36,37,47-50,63] are based on
heuristic approaches with a view of realising near-optimal solutions with practical run time. However,
a key challenge with centralised schemes is that they may require a level of information exposure
which violates the privacy requirements of the participating InPs, which renders them unsuited for
practical scenarios in which the InP privacy has to be enforced. Moreover, it is not possible for
multiple entities to compute the partitioning solution in parallel, which affects the scalability and
run time of the centralised approaches; On the other hand, the request partitioning in distributed
approaches involves the joint participation of multiple InPs [33, 64—66], making them well suited for
dynamic network environments. However, conventional distributed approaches are penalized by an
increasing processing delay and signaling overhead when making request provisioning decisions as
the number of participating InPs increases, hence, compromising their scalability. This is attributed

to the overhead in terms of message exchange between neighboring entities.

In the sub-sections below, the thesis introduces a high-level summary of the state-of-the-art with
respects to the different aspects addressed by the thesis, while highlighting the major differences
between the SoA and the thesis proposals in terms of the adopted solution techniques and other

considerations.

1.3.1 Distributed approaches for service orchestration

The need for parallel processing, the desire to realise autonomous network components, and the
limited visibility of the global context of the network infrastructure are some of the key driving forces
behind the growing attraction of distributed approaches especially in the domain of network and
service management. A distributed protocol and framework for cross-domain service embedding was

proposed in [64], although no service provisioning algorithm is proposed in that work. Algorithms
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for distributed service orchestration were proposed in [19, 35, 66]. For instance, in [35], upon the
arrival of a SFC request, the centralized orchestrator forwards the request to the different participating
InPs with each selecting a sub-SFC it can map following its internal policies. The different intra-
domain mappings are then forwarded to the central orchestrator which selects the optimal InPs for
provisioning the service request with the goal of minimizing the overall provisioning cost. In [66], a
distributed embedding algorithm is proposed for the single VNE problem, in which each substrate
node acts as an autonomous agent, with the solution computation being obtained through message
exchange between the neighboring nodes. However, the messages exchange overhead is unavoidable
as the number of substrate nodes increases, since, even the unfeasible nodes participate in the solution
computation. In [19], a semi-distributed approach is proposed which relies on abstracting the intra-
domain topologies of the InPs, and then computing possible paths between the ingress and egress
nodes from which the path with the least mapping cost is selected for provisioning the request.

However, such an approach has high time complexity as the substrate network size increases.

Different from the previously proposed works, the distributed multi-domain service orchestration
algorithm introduced in Chapter 4 incorporates the following innovative aspects: first, in contrast to
conventional distributed algorithms such as [35,66] , where a messages exchange occurs between
any node and all its neighbors, the messages exchange in the thesis proposal involves only a pre-
computed set of candidate nodes, thanks to the use of a candidate extraction step. In this way,
the average number of nodes participating in the solution computation and the average number of
messages processed by each node is shown to be significantly reduced; secondly, the thesis proposal
incorporates a message processing technique in which, upon receiving message blocks from other
InPs, each candidate InP processes the received messages and forwards only a single message, based
on all the received messages, to a given subset of InPs. These two techniques, result in a significant
reduction in the message overhead on the network links and time for making a service provisioning
decision. Moreover, with the adopted approach, it is possible to detect unfeasible requests in early
stages of the algorithm execution, further enhancing the algorithm time performance, hence, rendering
a well suited approach for delay sensitive applications. In addition, the thesis proposal incorporates
multiple realistic intra-domain performance parameters, such as processing costs, intra-domain delays,
VNF activation costs or energy costs, among others, an aspect which is not considered in the SoA

multi-domain orchestration algorithms.

1.3.2 Fault tolerant Orchestration of Virtual Network Functions

Cognizant of the extreme reliability requirements of mission-critical applications such as auto-motives
and online-surgery, among others, that are envisaged to be supported by 5G and future networks,
service survivability has emerged as a relevant research topic. In the literature, service survivability

is addressed through two main approaches:

* Pro-actively provisioning and reserving backup resources for each VNF and virtual link of the

service request at the mapping stage [40,43,67].

* Adopting an intermediate approach such as: reactively provisioning restoration resources
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upon failure [42, 68,69]; provisioning back-up resources for only critical VNFs of the SFC
[38, 39, 70-72]; selecting the most reliable nodes and links for hosting the SFC [73]; or

transforming the request topology into a form that enhances its survivability [6].

However, the thesis proposals differ from these and other works in the following aspects: With
respect to the fault-tolerant VNF orchestration approach proposed in Chapter 6, these works address
this problem from the perspective of stateless VNFs. However, stateful VNF orchestration requires
full coordination while provisioning both the active and stand-by instances of the service request.
This is due to the continous state update between the active and stand-by instances which would
result in a high consumption of bandwidth resources, potentially resulting in network congestion,
rendering the above approaches unsuited for a practical scenario in which a number of VNFs are
stateful. While considering stateful VNFs, the works in [74—77], deal with the problem of how to
manage and transfer states from one VNF instance to a new VNF instance while considering elastic
control events such as scale-in/-out and load balancing. Under such events, the states can be stored
in the local state memory of the current VNF instance, then transferred to the new VNF instance
only when an elastic control event is triggered. Therefore, these works deal with the problem of how
efficiently such states can be transferred to a new VNF instance in order to facilitate fast and seamless
traffic rerouting to the new VNF instance. However, such an approach is not feasible in a scenario
characterised by server/VNF failure, since in practice, the stored state will be lost as well upon
failure of the associated server/VNF. Moreover, these works only focus on the state transfer problem,
without regard to the placement of the SFCs under fault-tolerance requirements. In [27] and [26]
, a ranking approach is adopted in which the DC with the highest rank, in terms of computational
and bandwidth resources, is favored to host the active instance, while the DC that results in the least
resource cost to the above DC is chosen to host the stand-by instance, with the aim of minimizing the
state update cost. In general, although such node ranking approaches are time efficient and easy to
implement, they are not well suited for cases in which the placement decision is jointly influenced by
multiple attributes(e.g., processing resource, VNF activation cost, and energy consumption, among
others), since determining the influence/weight of each attribute towards the placement objective is

nontrivial. The work in [28] adopts a reinforcement learning approach for the online fault-tolerant
Npc!

(Npc —2)!
is the number of DCs. This greatly impacts the algorithm convergence, hence, its performance for a

placement of VNF chains. However, the action space in that work grows as where Npco

manageable number of training episodes. Similar to our approach in [78], these works restrict an
entire SFC instance to be mapped on a single Data Center. However, although such an approach
simplifies the mapping problem, in practice, the different VNFs of an SFC instance may need to be
deployed across different DCs due to coverage and resource constraints, further complicating the

placement problem due to the additional degrees of freedom introduced into the problem. The thesis

proposal presented in Chapter 6 differs from the above existing works from the perspective of:

* The adopted solution techniques, by use of genetic and harmony search algorithms as an
enhancement to the RL proposal we presented in [78]. Moreover, different from [28], our RL

proposal in [78] tames the action space size by sequentially selecting the host for the active and
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stand-by instances, but with the two selection steps being coordinated. Moreover, the proposed

approach uses a convolutional neural network architecture due to its fast training speed.

* Adopting a flexible deployment scheme that does not constrain the entire service chain instance

to be placed on a single DC

* Adopting a fully coordinated approach for placement of both active and stand-by instances,

thanks to the proposed request transformation technique.

1.3.3 Service survivability with failure recovery:

Even with the service reliability enhancements proposed in the above works, the primary resources
of a service request will always have a non-zero probability of failure. In this regard, techniques
and algorithms for recovering the service from the failed nodes and links become critical. In light
of the above, the works in [42, 68,69, 73] incorporate a failure recovery component in addressing
the service continuity problem. In [42, 68, 69], a local rerouting strategy for service restoration
is adopted in which the service restoration solution is obtained by detouring the failed nodes and
links, then returning to the surviving path components. Similar to the thesis proposal in Chapter 5
, [42] considers a scenario comprised of critical and non-critical services, pro-actively provisioning
backup resources for the critical services, and reactively provisioning backup resources, upon failure,
for the non-critical services. The service restoration path is computed in two steps; with the first
solution that is computed using the K-shortest path serving as the initial solution for the Tabu search
algorithm used to compute the final solution. However, such a two-step approach may introduce an
unacceptable service disruption in case the first step does not result in a feasible mapping solution.
The thesis proposal regarding service survivability as proposed in Chapter 5 differs from existing

works in the following aspects:

* Permitting the non-critical applications to borrow the unused resources reserved for the high
priority requests when feasible, in a manner that minimizes the probability of such users being
preempted from the borrowed resources, thereby minimizing the level of service disruption

experienced by such requests.

* Proposal of a service restoration strategy that targets to minimize the level of service disruption
by minimizing the number of surviving VNFs and virtual links of the failed service request
that are migrated to new resources. Moreover, the service restoration procedure is executed in

a single step, further minimizing the level of service disruption.

1.3.4 Application of machine learning techniques to the service orchestration prob-
lem

Machine Learning (ML) has emerged as a promising technique in the domain of network management
due to its ability to make intelligent decisions in dynamic and fuzzy environments. The works
in [28,79-82], adopted ML techniques to the problem of SFC provisioning in single domain networks.

For instance, [28] focusses on solving the fault-tolerant placement problem of stateful VNFs with
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the goal of reducing the state update overhead. In [79] the target is to exploit the inter-relation
between different SFCs by aggregating multiple requests and admitting them jointly as a bunch.
In [80] the authors target the problem of large network state spaces, considering a real-time online
SFC orchestration under dynamic network conditions. In [81] the work focuses on an accelerated
approach for learning proper VNF sizing and placement considering various network conditions.
Different from these and other previous works, the service orchestration decisions performed by the
RL in this thesis is influenced by multiple conflicting cost components such as costs of transmission,
VNF instantiation or energy consumption, and fragmentation costs as adopted in Chapter 6 and QoS
violation and resource consumption costs as adopted in Chapter 3. This complicates the decisison
problem requiring careful modeling of the state space and reward signal in order to realize learning
convergence in feasible run time. Moreover, different from the above works, the neural network
architecture of the policy in charge of making decisions in our work includes a convolutional layer,
allowing a faster training stage and providing a higher convergence, since it uses a smaller number of
trainable parameters compared to conventional feed forward neural networks. In addition, the thesis
designs the policy neural network in such a way that it can be used even for substrate networks that
are inferior to that used at the training stage, thanks to the innovative technique of adopting dummy

features.

1.3.5 Application of Graph-based approaches to Service Orchestration

In [63, 83-85] different multi-stage based approaches are proposed for solving the service embedding
problem. The embedding solution in these works is obtained by either applying the Viterbi-algorithm
[83,85], or a flow based algorithm [63, 84], directly on the graph. However, all these approaches
require a centralized entity which has a global view of the weights of the nodes and links constituting
the graph, something that is not feasible under a scenario of partial information disclosure regarding
those node and link weights. Moreover, different from these approaches, the multi-stage graph tool
adopted in Chapter 4 is only used to establish neighborhood relationships between the different

candidates, and it is not used for directly computing the mapping solution.

1.3.6 Summary

The preceding subsections underpin the need for algorithms for orchestrating and accommodating
a multitude of service requests on a shared underlying infrastructure belonging to multiple InPs in
a flexible, agile and cost-effective manner while conforming to the required QoS. Algorithms that
jointly target to minimize SLA violations, enforce efficient resource utilization, and preserve the
privacy requirements of users while performing under stochastic environments will be key in realizing
the vision of 5G and future networks. However, as noted, the previously proposed algorithms either
make unrealistic assumptions regarding the nature of service requests such as stateless VNFs, or do
not take into account the different components that affect the operation cost such as SLA violation

penalties, energy, and VNF activation costs, among others.
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1.4 Thesis Contributions

In light of the above , this thesis contributes to the problem of multi-domain network slicing by
proposing a set of novel intra-domain and cross-domain service orchestration algorithms supporting
multiple service constraints including end-to-end delay while preserving the privacy requirements of
the different InPs. In summary, the key thesis contributions regarding the two sub-problems are as
follows:

In addressing sub-problem 1 that involves partitioning/splitting of a service request across multiple

domains, the thesis proposes:

* A resource and cost efficient reliability-aware reinforcement learning based algorithm that
incorporates both resource and QoS-violation costs while selecting the different InPs and their

associated inter-domain links for provisioning the different service requests.

* A multistage-graph aided algorithm for distributed orchestration of service requests, that targets
to minimize both the number of InPs involved in the computation of the service orchestration
solution, and the number of messages processed by the participating InPs in search of the

mapping solution.

In addressing sub-problem 2 that involves orchestration of VNFs within a given domain, the thesis

proposes:

* A set of survivable and Quality-of-service oriented multi-stage graph based algorithms targeting
efficient resource utilization and a reduction in SLA violations due to service disruption. The

specific underlying algorithms are:

— A migration-aware VNF orchestration algorithm which allows low priority requests to
borrow the unused backup resources of high priority requests, with a goal of increasing
the resource utilization efficiency, while minimizing the level of service interruption due

to preemption of these users from the borrowed resources.

— A quality-of-service-aware (QoS-aware) service restoration algorithm for remapping the
low priority users subject to preempted resources. The algorithm results in a reduction in
the number of surviving VNFs that are migrated to new nodes, which not only reduces
the migration delay and cost, but also the cost related to new VNF instantiations, as in

practice, such migrations may involve activating new virtual machines and servers.

* A set of algorithms based on Genetic algorithm and Harmony search meta-heuristics for
fault-tolerant orchestration of stateful VNFs with support for provisioning the different VNF
instances of a service request across different nodes. To the best of our knowledge, this is the
first work adopting these solution techniques to the problem of stateful VNF orchestration and

also permitting flexibility in the service deployment.

* A Reinforcement learning algorithm for VNF orchestration with support for VNF instance
sharing that jointly incorporates multiple cost components including; energy, VNF activation,

processing, forwarding, and fragmentation costs.
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Other contributions
In addition to the above contributions that are captured in this thesis document, the PhD work resulted

in other contributions including the following:

* A generic algorithm for intra-domain service embedding proposed in [84]. The main idea
behind the contributed algorithm consists of a request decomposition technique which involves
transforming an otherwise complex request graph into a set of simple edge disjoint path
segments whose embedding solutions are computationally tractable. Moreover, performing
such a transformation makes the algorithm suitable for mapping requests of any topology; then,
a multi-stage graph based technique is adopted for embedding the different path segments,

yielding near-optimal solutions in practical run time.

* A genetic algorithm for cross-domain service embedding proposed in [86]. The proposed
algorithm eliminates cross-over operation between identical parents which would otherwise
result in off-springs that are identical to parents, thus reducing the population diversity. More-
over, instead of taking the best half of the parents into the next generation during the natural
selection stage as it is the case in traditional GA algorithms, the selection of parents to enter

the next generation in the proposal is based on a probability distribution.

1.5 Thesis Context

Considering that the mature proposals regarding an architectural framework and interfaces for cross-
domain service orchestration have been proposed by ETSI, the multi-domain service orchestration
framework and algorithms proposed by the thesis are aligned with the ETSI’s NFV Infrastructure as
a service (NFVlaaS) use case as described in [9], and the Network Services provided using multiple
administrative domains use case described in [10], both of them applicable to scenarios where a
single service provider is unable to meet the requirements of its consumers. In this context, a SP can
meet the requirements of service requests that span beyond its foot print by leasing resources from
multiple resource providers. As articulated in [10], under the NFVIaaS use case, the tasks of: VNF
placement decision, management of software images for the deployed VNFs, SLA supervision or
management of the intra-domain VNF infrastructure, among others, are delegated to the NFVIaaS
provider, with whom the NFVIaaS consumer establishes an "a priori" commercial agreement. This
underpins the necessity to consider a limited level of information exposure as adopted in this thesis,
since in practice, a given InP will have limited control and visibility of the network operations

happening in another InP domain.

The different architecture options, through which the logical interconnection and service or-
chestration in a multi-provider scenario can be supported, are already proposed and described in the
ETSI report [10]. The ETSI NFV-MANO architectural framework described in [51], serves as the
basis for the aforementioned multi-domain architecture options, with additional enhancements of
the interfaces and reference points where necessary, depending on the specific architecture option.
In particular, the ETSI NFV-MANO architectural framework is constituted of a set of functional
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blocks, data repositories used by these blocks, and the respective interfaces and reference points
through which the different blocks can exchange information in order to effectively manage the virtu-
alized infrastructure and the corresponding services within a given administrative domain. The key
building blocks of the architecture are: the NFV Orchestrator (NFVO), the Virtualized Infrastructure
Managers (VIMs) and the VNF Manager (VNFM). The NFVO is responsible for the orchestration
of NFVI resources across multiple VIMs and the life-cycle management of the deployed network
services. The VNFM is responsible for the life-cycle management of VNF instances, including VNF
instantiation, modification, healing and termination, among others. On the other hand, the VIM is
in charge of controlling and managing the NFVI compute, storage and network resources within a
given domain. In order to achieve a multi-domain connectivity, the architecture options permit the
exchange of information among different domains, including IP addresses of the distinct functional
blocks to be interconnected, such as the NFVO, the unique identifiers of the administrative domains
to be interconnected, and the administrative organization they pertain to, among others. Moreover,
the proposed architecture options may allow for auto-discovery mechanisms in which the different
NFV-MANO functional blocks of the different domains can advertise their own information which

can be exploited by the discovery mechanisms to establish a connectivity relation [10].

An architecture option for the Network Services provided using multiple administrative domains
use case is shown in Fig. 1.1 [10], which considers a case where there is a single NFVO per
administrative domain. In this case, a new reference point Or — Or is proposed to be added to the
NFV-MANO architecture to facilitate the communication between the different NFVOs in order to
enable a life-cycle management of the deployed composite service. In the shown architecture example,
domain A is the originating domain of the service request, with NFVO-1 (which is considered as
the master orchestrator in this thesis) being in charge of the life-cycle management of the composite
service, including initiation of scaling operations when necessary, while NFVO-2 and NFVO-3
are responsible for the life-cycle management of the nested services (NSs) running inside their
respective administrative domains. However, NFVO-1 is unaware of the virtualized resources in
the host domains of both NFVO-2 and NFVO-3, with the interaction between the VNFM of each
domain being limited to the respective NFVO of that domain. In this regard, algorithms that are
cognizant of the limited information exposure as those proposed by this thesis are well suited for
service orchestration under this scenario. Moreover, abstracting the internal topology of the different
domains from the master orchestrator has been found to result in a significant reduction in the solution
computation time with a tenable cost increment [11,12,63]. The authors in [63] and [11, 12] analyzed
the time reduction gain and provisioning cost performance, respectively, resulting from abstracting

the internal topologies of the different domains in the multi-provider service deployment problem.

1.6 Scientific Product

The thesis work has yielded a number of scientific publications in international Journals and confer-
ences. These contributions are listed below.
List of Journal papers published
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Figure 1.1: ETSI proposed architecture option for Network Services provided using multiple
administrative domains use case.
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1.7 Thesis Outline

This section outlines the organizational structure of the thesis document. Specifically, the document

is structured in four parts with the specific chapters of the different thesis parts elaborated below:

Part 1 of the thesis gives a high-level introduction to the thesis and the multi-domain orchestra-
tion problem and is constituted of two chapters. Chapter 1 has introduced the thesis background
and motivation, the problem addressed in the thesis, the thesis Objectives, the thesis positioning with
respect to SDOs, state-of-art with respect to the thesis contribution and a list of scientific contribu-

tions. Chapter 2 introduces a description and mathematical formulation of the multi-domain service
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orchestration problem, and an architectural framework for the multi-domain service orchestration
problem. The chapter also introduces a review of the solution techniques adopted by thesis while
highlighting the reasons behind the chosen approaches. In addition, the chapter introduces the metrics

and simulation environment used.

Part II of the thesis is devoted to the algorithms for solving sub-problem 1 of the thesis
involving the partitioning of the different service request components across different InPs, and is
constituted of two chapters. Chapter 3 of the thesis introduces a reliability-aware reinforcement
learning based algorithm for cross-domain service orchestration. Chapter 4 introduces the multi-

stage graph based distributed algorithm for service orchestration.

Part III of the thesis introduces the algorithms for solving sub-problem 2 of the thesis which
involves orchestrating the assigned sub-SFC or an entire SFC within a single InP infrastructure.
This part is constituted of three chapters. Chapter 5 introduces and exploits a multi-stage graph
algorithm to propose a set of survivable service orchestration and failure recovery algorithms with
backup resource sharing. Owing to the strict reliability requirements of mission-critical applications
envisaged in future networks, Chapter 6 introduces a set of Metaheuristic algorithms, namely Genetic
and Harmony Search algorithms, for fault-tolerant placement of stateful VNFs. Finally, Chapter 7
introduces a reinforcement learning based algorithm for service orchestration with support for sharing
of deployed VNFs among different applications, with a target of minimizing the operational cost

incurred by a SP.

Finally, Part IV of the thesis Concludes the thesis with Chapter 8 introducing a summary of
thesis results, future work and the thesis conclusion.



CHAPTER

Multi-domain service orchestration problem background

2.1 Introduction

This chapter introduces the multi-domain service orchestration problem with focus on its general
formulation as an ILP including the underlying constraints that govern the relation between the
substrate network attributes (e.g., residual resources and delay) and the corresponding request
attributes. Given the NP-hard nature of the problem, the chapter introduces the solution techniques
adopted by the thesis while highlighting the motivation behind the chosen approaches. In addition,
the general evaluation environment for assessing the performance of the algorithms proposed in the

thesis is introduced including the performance metrics and the simulation environments.

The rest of this chapter is organized as follows: Section 2.2 introduces the multi-domain service
orchestration problem including the models adopted for service requests and substrate networks, and
a description and mathematical formulation of the problem. The key solution approaches adopted by
the thesis are introduced in Section 2.3. Finally, the general performance evaluation environment

including the performance metrics and the simulation settings are introduced in Section 2.4.

2.2 Multi-domain Service Orchestration Problem

Under the NFV paradigm, the different segments of a service chain may require to be orchestrated
across different InPs, a process commonly referred to as multi-domain/ cross-domain service orches-
tration. In this section, a detailed description of the multi-domain service orchestration problem is
introduced. First, the section introduces the model adopted for the service requests and the substrate
network on which these are to be provisioned. Then, a description and mathematical formulation of
the multi-domain service orchestration problem including the underlying constraints is introduced in

the subsequent subsections.

2.2.1 Service request model

The thesis denotes by R as a set of all service requests contending for the resources in the network.
Each request 7 € R is modeled as a chain of VNFs through which the traffic has to traverse, and
specified as a tuple U= < p", G7, Cy.,,,, del?, 75, 75, 7 >. The parameter p" denotes the specified

user traffic in terms of packet rate (i.e., packets per second ) from the ingress node 7. to the egress

16



17 2.2. Multi-domain Service Orchestration Problem

node 7. The parameter G, denotes the SFC connectivity graph modeled as a directed graph denoted
by G), = (N,, E,), where N,, and E,, denote the set of VNFs to be traversed by the traffic packets
and the interconnecting virtual links of the SFC respectively. We refer to each of such required VNFs
as a request virtual node or simply virtual node for convenience, denoted by n} € N,, where N,
denotes the set of all such nodes and p € P denotes the function type of this node (e.g., firewall or
NAT, among others). Each n}, € N, is considered to be characterized by: i) required amount of type
q resource (e.g., CPU, memory, etc.) denoted by deml}g where () denotes a set of all resource types
(e.g., CPU, storage, and memory, among others). In general, we consider the amount of resources

of a given type ¢ required by a node n} to be proportional to the packet rate to be processed by this

P p
Ny, Ny,

node, i.e., demg”" = p;g x Cf, where demy”"" is the amount of type g resource required by nf), with
p,» and CY denoting the packet rate traversing n}, and the amount of type g resources required to
process each unit of packet rate by a given node, respectively; i7) function type denoted by p € P;
ii1) acceptable location region denoted by loc™ . Cl., 18 a set indicating the amount of resource

required at the different request virtual nodes of r € R.

@L Vi 20 V3 15 Ve 15 Vs 15 @ SFC 1

50 40 40 50

<:>_;g1__ Vo a0 [y, |30 [y, ]30 [y, |30 <£> SFC 2

60 70 60 60

Figure 2.1: An illustration of two SFC service requests

Similarly, l,,, € E, denotes the request virtual link between VNFs « and v, with the bandwidth

luv,

requirement of such a link being denoted by dem,

". We denote by del” and 74 as the end-to-end

delay requirement and life-time of the request respectively.

Figure 2.1 shows an example of two SFC requests each with a given source s and destination
t. The resource requirement of each virtual node in terms of CPU is shown below the box, while
the bandwidth requirement of each virtual link is shown on top of the link. Note that the bandwidth
requirement may vary across different links since the packet rates may be altered by the traversed
VNFs, for instance, as a result of filtering or splitting of packets due to applying some kind of

networking functionality.

2.2.2 Substrate network model

The underlying substrate network on which the service requests are to be provisioned is considered
to consist of a set K = {1,2,3,..., K} of InPs and it is modeled as a weighted undirected graph
Gs = (Ns, E5) where N, E denote the set of all physical nodes (e.g., servers) and physical
links, respectively. The substrate network of a given InP/ domain £ € K is modeled as a weighted
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undirected graph G¥ = (N¥, E¥), where N¥ and E¥ denote the set of substrate nodes and intra-
domain substrate links within that domain, where G¥ € G, N¥ € N, and E¥ € E;. Each physical
node n* € N¥ within domain k is characterized by: 4) a location specification loc™ , modeled as

a point p(z,x, Y,k ), Where 1 and y,, are the x and y Cartesian coordinates of n¥; ii) a set of

k
function types that can be deployed onto this node, denoted as IF,)* ; ii7) amount of residual resources
k
nS .
qres K

of type ¢ at a given time, denoted by iv) type q resource capacity denoted by ;ﬁ{m; v) a cost
for each unit of consumed resource of type ¢ denoted by QZI; and finally, a power consumption £*s.
In a similar way, e* € E¥ denotes a single hop edge within domain & € K and e;,; € Ej,¢ denotes
an inter-domain link, where E;,,; C E; denotes the set of all inter-domain links. Each link e* € Ef

¢ or Bnt: ii) a residual bandwidth

max max?

or €t € Finy is characterized by: ¢) a bandwidth capacity B

€.s OF Bwint: 4i7) a propagation delay 6¢ or 6°~t, and iv) a cost per

at a given time, denoted by Bw¢,, it

unit of consumed bandwidth resource, gek or ¢%nt, Or equivalently, a cost for transmitting each unit

of packet rate C°.

In this way, the substrate network parameters can be expressed as:

Gs=GLUG*U..UGE U E;,, (2.1)
N, = N!UN?UN3..UNK, (2.2)
E,=E'UF?U..UEX UFE;,. (2.3)

2.2.3 Problem description and Formulation

Given a service request to be provisioned, and an underlying substrate network owned by multiple
InPs whose internal network topology and pricing information is considered confidential, the problem
of service orchestration across such a multi-domain infrastructure can be defined as a mapping M
from the service request graph G, to a subset of the substrate graph G, in such a way that all the
constraints associated with G, are satisfied. Given the NP-hard nature of this problem [15-17], it
cannot be solved in polynomial time. In literature, this problem is usually modeled as an ILP with a
goal of optimizing a given objective such as mapping cost [7,19,47,87] or energy [37,88], and solved
using exact solution approaches [7,11-13,62] or heuristics [19,35-37,47-50,63,87,88]. In a general
sense, this problem can be decomposed into three main tasks. The first task involves exploiting the
request requirement specifications and the public information exposed by the different InPs to identify
a set of InPs that can potentially serve that request, either partially or in full. In executing this task, it
is possible that a given virtual node of a request is associated with more than one possible candidate
InP. Therefore, the second task involves splitting the request among a subset of feasible InPs, among
all possible candidates, in order to optimize a given mapping objective, such as provisioning cost,
energy consumption, and service reliability, among others. Obtaining an optimal splitting result has
been proved to be NP-hard [14]. Once, the optimal InPs for embedding the request are identified as a
solution to the second task, then, the third task involves reservation and allocation of intra-domain

resources within the selected InPs and along the inter-domain paths linking these InPs, in order to
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Figure 2.2: An illustration of an SFC orchestration instance

instantiate the end-to-end service, which task has also been shown to be NP-hard [16, 17].

An illustration of a multi-domain SFC orchestration instance is shown in Fig. 2.2 where a set of
users place SFC requests to the SP with each request being constrained in terms of node, link and
end-to-end delay requirements. Note that the SP could be an InP as well or a third party entity who
leases resources from InPs. The different InPs advertise their global information which is used by
the matching algorithm to identify a set of candidate InPs who meet the requirements of the service
request as per the advertised information. This then serves as input into the request splitting algorithm
which makes a decision regarding the final InPs for provisioning the service request based on the
provisioning objective, the request constraints and the results from the intra-domain evaluation by the
candidate InPs. In this simple scenario, the entire substrate network consists of three autonomous
domains and their interconnections. The green ellipses inside each InP correspond to the intra-domain
nodes such as servers or DCs while the maroon heptagons correspond to the boundary/peering nodes
between the different InPs. The red lines connecting the heptagons correspond to the inter-domain

links between the corresponding InPs.

In practice, the goal of the orchestration algorithm is to optimize a given objective such as
revenue of the infrastructure provider [15, 36, 89], total energy consumption in the substrate network

[37,88-90] or QoS [91,92], among others. Therefore, the general service orchestration problem can
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be mathematically formulated as:
Optimise Obj 2.4)

where the provisioning objective, Obj in Eqn. 2.4 could relate to aspects such as energy consumption,
latency, reliability, and acceptance ratio, among others, or a weighted sum of these. In this thesis, the
orchestration is performed by the Master Orchestrator (MO) with the objective of minimizing the
average implementation cost of each request, since in practice, minimizing this results in minimizing

the operation cost incurred by a SP. Therefore, the problem target is formulated as follows:

Minimise —— > C;(Gv) (2.5)

where Cy (Gw) is the provisioning cost for a request » € R 4, and R4 denotes the set of all admitted
requests, with | R 4| being the cardinality of that set. C'(G,,)" can incorporate multiple cost compo-
nents including packet forwarding costs along the substrate edges, processing costs at the different
nodes, energy cost, QoS violation cost, and VNF activation costs, among others. The specific details
regarding the components influencing Eqn. 2.5 are discussed in the individual chapters of the thesis.
Moreover, in order to increase competitiveness, the thesis considers that the mapping inside each
domain is done with the objective of minimizing the provisioning cost for the sub-SFC that is bid for

by the corresponding domain, although these are permitted to follow their own intra-domain policies.

Constraint formulation

Complementary, the optimization criterion expressed in Eqns. 2.4 and 2.5 should adhere to a number
of constraints including resource constraints, location constraints, integrity constraints and domain
constraints, among others. In this section, the constraints that hold for all the proposed contributions
of the thesis are presented. Additional constraints that may be specific to a given proposal are
presented in the respective chapters of the thesis. The underlying constraints to the above objective
function are as follows:

e The resource consumption at a given substrate node should not exceed the node resource capacity

for any resource type.

ST 3Tyt xdemptr < vk e NF keK,qeQ 2.6)
reR ngENU °

k

<, zero otherwise.

h TL?UJ 1 j ..
where y' € {0, 1} =1 if ny, is provisioned on n
o The bandwidth consumption on a given edge ke E f or e;nt € F;pnt should not exceed the resource

capacity of that edge.

k k
Z Z op,, X deméﬁ;”r < Bj oz Vek e ESK 2.7
TGR luveLv
> > ot x demyi” < Biint, Veint € Eint 2.8)

TER lyy €Ly
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where of € {0, 1}=1 if virtual link [, is provisioned on intra-domain substrate edge ek, zero
otherwise. Likewise, afi:t € {0, 1} =1 if [, is provisioned on inter-domain substrate edge €;y,;, zero
otherwise.

e The end-to-end delay should not exceed the acceptable delay of the request.

PO BI D DD DI AU

luv €Ly kEK GICEE'LIGC luv€Ly €intEFint (2 9)
nh P r )
+ E Ykt X 5vnf < Dely; VreR
nhEN,

where 5571 f denotes the processing delay experienced by a packet at a VNF of type p. The first and
second terms of equation 2.9 correspond to the propagation delay of the intra-domain and inter-
domain edges, respectively, and the third term corresponds to the processing delay at the different
VNFs traversed by the user traffic.

e Each request virtual node must be mapped onto a single substrate node.

o> yi=1vekeN, (2.10)

keK nkeNk

eEach request virtual node should be provisioned on a substrate node that is within its acceptable
geographical location.
loc™ € loc™ ¥ nP € N, 2.11)

where loc™ denotes the location coordinates of node n¥ and loc™ denotes the acceptable location
region of virtual node n}.
e Each VNF of type p should be provisioned on a substrate node capable of supporting that type of
VNF:

Y =1iff peF" Vnl e Ny,peP (2.12)

nk

k
where IF,,* denotes a set of function types that can be provisioned on nk.
e Similarly, a request virtual node n}) is provisioned by substrate node ni? only if there is a VNF of

type p already provisioned on that node.
P . P k
Yy = man{ypi, v, } (2.13)

k
where v,° € {0, 1} is equal to 1 if a VNF of type p € P is already provisioned on substrate node nk,

zero otherwise.

The problem as formulated above becomes an NP-hard problem. As such, solving it using
conventional solvers like CPLEX or Gurobi is not feasible in terms of execution time, especially
when dealing with large scale networks. In this regard, exact approaches proposed in [7,11-13,62] are
not suited for scenarios involving practical delay sensitive online arrival of requests. This motivates

the adoption of heuristics and meta-heuristic approaches introduced in this thesis and those we
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proposed in [86, 93] that have a capability to realize near-optimal solutions in feasible run-times,
while preserving the privacy of the participating InPs. The different solution techniques adopted by

the thesis are introduced in Section 2.3.

2.3 Solution techniques adopted by the thesis

The problem being addressed by the thesis is NP-hard, making it not practical to realize optimal
solutions in practical run time especially when considering large problem instances. This is further
exacerbated by the dynamic attributes of the substrate network and service requests, and a large
number of components that may affect the global orchestration objective. Therefore, given the

complexity of the problem, the thesis targeted to propose solution approaches that are:

* robust and less problem specific, hence can be tailored to different optimization objectives,

network topologies and service request scenarios and constraints.

* able to incorporate information learned in the previous solutions search space and historical
orchestration decisions in making the current orchestration decisions, hence resulting in accept-

able performance even in scenarios of limited information exposure and fuzzy environments.
* capable of dealing with an optimization problem that is jointly affected by multiple attributes.
* able to realize near-optimal solutions in practical run-times.

* able to demonstrate good generalization capability by intelligently performing a trade-off

between exploration and exploitation in the search space.

In light of the above, the thesis adopted reinforcement learning based approaches in Chapters
3, 7 and the proposal in [78]. Metaheuristic approaches namely Genetic algorithm and Harmony
search are adopted in the fault tolerant VNF placement problem addressed in Chapter 6 and in
the cross-domain orchestration proposal in [86]. In Chapters 5 and 4, the thesis adopts a heuristic
approach based on a multi-stage graph which can be flexibly tailored to different mapping objectives
while guaranteeing to execute in polynomial time. In the sub-sections below, we give a brief overview
of the key solution techniques adopted by the thesis with focus limited to the thesis scope, while

justifying their choice for the specific sub-problems being addressed.

2.3.1 Reinforcement Learning

Reinforcement learning (RL) agents learn to make optimal decisions through experience obtained by
interacting with the environment, hence, are able to learn even in the absence of a label set provided
by a knowledgeable external supervisor. This is a key strength since in practice, it is not possible to
obtain examples of all behaviors that are representative of all the situations in which the RL agent is
expected to act. By exploiting the experience from previous actions and rewards, such an agent is
able to learn good policies that improve the future reward, hence, by aligning the reward signal with
the orchestration objective specified in Eqn. 2.5, the agent is able to make orchestration decisions that

result in low operational costs being incurred by a given SP. Moreover, in the resource management
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domain, attributes such as, traffic load characterizing the environment, are usually repetitive, with
certain predictable temporal correlations, which enables the RL agent to be trained either offline or

online as the environment executes.

Besides the agent and the environment with which it interacts, RL relies on four key elements
[94]:

* A policy which defines the behavior of the RL agent at a given time, and can be viewed as a
mapping from perceived states of the environment to actions to be taken when in those states.
The policy is the core of a reinforcement learning agent in the sense that it alone is sufficient to

determine the agent’s behavior.

* A reward signal which defines the goal in a reinforcement learning problem whose numerical
value the RL agent targets to maximize over the long run while choosing the actions to execute
under the different states it encounters. The reward is the primary basis for altering the policy,
in that, if an action selected by the policy is followed by low reward, then the policy may be

changed to select some other action if a similar or close state is encountered in the future.

* Value functions which can be thought of as a measure of the goodness given the current state
of the environment and the policy 7 to be followed by the agent. Whereas the reward signal
indicates what is good in an immediate sense, a value function specifies what is good in the
long run with the value of a given state being related to the total amount of reward an agent
can expect to accumulate over the future, starting from that state. Thus the value computation
of a given state takes into account the states that are likely to follow, and the rewards available

in those states.

¢ A model which allows inferences to be made about the behavior of the environment, for
instance predicting the next state and reward given the current state and action to be taken
in that state. However, given the dynamic nature of the environment, it may not be possible
to obtain accurate models in most practical problems. Therefore, in this thesis, model-free

methods are adopted wherein, knowledge of the environment model is not required.

Markov Decision Process

The RL problem considers an existence of a Markov property between state transitions. The Markov
Decision Process (MDP) is modeled as a 4-tuple (S,A,P,R,y) where S and A represent two finite sets
of states and actions respectively while P is a transition model mapping S x A X .S into probabilities
in [0,1] and given as [95]:

P2, = P[S;11 = §'|S; = s, Ay = d] (2.14)

ss’ T

where S; and A; are the states and actions at time ¢ respectively. The term R is a reward function

mapping S x A x S into real-valued rewards and given by:

Rg = E[Rt+1|St = S, At = CL] (215)
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where R denotes the immediate reward when action a is performed when in state s. The parameter
v € [0, 1] is a discount factor for evaluating the total discounted reward G, starting at time ¢. The

total discounted reward (z; can be evaluated as:

k=00
G = Rip1 +YRipo + VP Ry + oo = Z YR ki1 (2.16)
k=0

The algorithms for solving MDPs target to return a policy 7 that maps from .S to A a real valued
function V. (s) on states, or a real valued function Q-function, (Qr(s,a) ON state-action pairs. The
action policy 7 is a distribution of actions at state s, and indicates the probability of taking action

a € A while in state s € S and is expressed as:
n(a|s) = P[A; = a|S; = §] (2.17)

In this regard, the goal of the RL agent is to find an optimal policy 7* or equivalently (V* or Q)
that maximizes the expected total discounted reward of the agent where V* and QQ* are the optimal
state-value and action-value functions respectively [95]. The state-value function V. (s) is related to

the current state s, and can be evaluated as [94]:

k=00

VTF(S) = ETF [Gt|St = 8] = EW

Wth+k+1] (2.18)
k=0

where E[.] is the expected value of a random variable given that the agent follows policy 7. Similarly,
the value of taking action a € A in state s € S under a policy 7 expressed by the action-value
function ¢, (s,a) can be defined as the expected return starting from s, taking the action a, and

thereafter following policy 7. This is evaluated as [96].

k=00

Gr(s,a) =B [G¢|S; = s] = E,

k=0

For any policy 7 and any state s, the following consistency condition holds between the value of s

and the value of its possible successor states:

Vi(s) =Er [Riq1 + YRiv2 + YRy +...|St = ] (2.20)
=E; [Rit1 +v(Riy2 + YRiy3 + ...|St = 5] (2.21)
=E; [Rit1 +7G41|S; = 5] (2.22)

Accordingly, there is a recursive relation between the state S; and Sy 1 which can be expressed as:

=E, [Rt+1 + VSt + 1|St = S] (2.23)
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The above successive relation expressed in Eqn.2.22 is commonly reffered to as the Bellman equation
for V; and it expresses a relationship between the value of a state and the values of its successor
states. By a similar approach, the Bellman equation for the action-value function ¢, (s, a) can be

expressed by [96]:
qr(s,a) = Ex [ Riy1 + 7qn(Sty1, Aty1)|Se = 5, Ay = a] (2.24)

Moreover, a translation relationship between V;(s) and ¢ (s, a) can be established as:

Va(s) =) m(als)gr(s|a) (2.25)
acA
Gr(5,0) = RE +7 Y PagaVa(s) (2.26)
s'eS

In this thesis, we consider that a decision making agent receives a service request with a set IV,, of
VNFs for provisioning across different substrate nodes within or across different domains. In this
regard, the agent has to make | N, | independent decisions in order to provision all the VNFs of the
request. In case we are to use value-based approaches such as Q-learning algorithm for provisioning
the service request in such a problem, we need to calculate the reward obtained by executing different
actions under each state and choose the action with the largest reward. Given that the the state
space of our problem is made up of continuous values and we cannot get the transition probability
distribution between different states, value-based RL is not well suited for the thesis problem. In this
way, the thesis adopts a policy-based RL approach which targets to optimize the policy of actions
directly as discussed in the subsection below.

Policy Gradient

Policy gradient algorithm is a reinforcement learning algorithm which optimizes the policy of actions
directly. In this way, the algorithm instead learns a parameterized policy that can select actions
without consulting a value function. Although a value function may still be used to learn the policy
weights, in principle, it is not required while making the action selection decisions. At the beginning,
the policy 7 can be described as a function containing the parameter ¢, denoting the policy weight
vector as:

mo(s,a) = P(als,0) = m(als) Z Py V(s (2.27)

s'esS

After the policy function is represented as a continuous function, we can use continuous function
optimization methods such as gradient descent algorithm to optimize the strategy. The optimization

function can be expressed by:

J() =Y d™(s)> my(s,a)RS (2.28)

s
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where 6 denotes the parameters of policy gradient algorithm while d” () is the probability distribu-

tion of states. By invoking the likelihood ratio:

B Apmg(s,a)
Agmg(s,a) = ma(s, G)W (2.29)
= mp(s, a)Aglogmy(s, a) (2.30)
Then, the gradient of the objective function J(#) can be evaluated as:
ApJ(0) = Z d(s) Z mo(s, s)Aplogmy(s,a)RS (2.31)
seS acA
=E,, [Aglogmy(s,a)r] (2.32)

where r is the total reward over the entire process. Furthermore, according to the policy gradient

theorem [94], under the multi-step MDP, we have:
AgJ(0) = Er, [ Aglogmg(s,a)Q™ (s, a)] (2.33)

where Q™ (s, a) is the sum of the multi-step reward. During the actual optimization process, unbiased

sampling is performed on Q™ (s, a), with the weight parameters being updated as:

0 = 0 4+ aAglogmg(st, ar)vy (2.34)

2.3.2 Genetic Algorithm

The genetic algorithm (GA) is an optimization Metaheuristic inspired by the evolution theory.
Although GA does not guarantee to find the optimal solution of the optimization problem, it is able
to obtain acceptable solutions, in a competitive time with the rest of the combinatorial optimization
algorithms such as simulated annealing and sequential search methods, among others [97]. The
algorithm has previously been applied to solve a number of problems in the network and service
management domain including VNE [98], multi-domain service orchestration [99], service function
chaining [100-103], resource prediction [104] and load balancing [105], among others. The general

execution procedures of a GA involves the following steps [97, 106, 107]:

1. Generate an initial population: This involves generating an initial set of random values called
chromosomes where each chrome is composed of a string of values called genes. Each chrome

is a probable solution to the optimisation problem under consideration.

2. Evaluate the fitness of each individual in the population: Each individual in the population is
evaluated for its fitness value using a fitness function. Usually, the fitness value corresponds to

degree to which the solution optimizes the objective function under consideration.

3. Select individuals from the population to be parents: This involves using the selection operator
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to select chromosomes for later recombination. Solutions that performed best in terms of
fitness value are usually preferred, since these are more likely to result in better off-springs.
However, it is important not to completely discard weaker chromes since doing this may result
in premature convergence. The most commonly used selection algorithms are tournament
selection and roulette wheel. In the Tournament selection, k random chromosomes are selected
from the population, then, the chromosome having the highest fitness value is used as a parent
for crossover. When k (also known as the selection pressure) is chosen to be too small, small
chromosomes have more probability of being selected, and the probability of selecting the
best chromosomes increase with increase in the value of k, though with a low diversity in the
population. In the roulette wheel selection, each chromosome ¢ is associated with a probability

p; of being chosen which is directly related to its relative fitness value, and computed as:

fitness;

=+ 7 2.35
Y p_q fitnessy, 2.35)

Di

Where fitness; is the fitness value for chromosome ¢, and n is the total number of chromo-

somes in the population.

. Produce children from the selected parents: Upon selection of parents for replication, then the

crossover operator is applied to generate new children. The idea behind the crossover operator
is that useful segments (i.e., partial solutions) of the selected parents should be combined in
order to yield new individuals which will lead to better solutions over time. The commonly
adopted crossover operators are one-point, multi-point, and uniform crossover. In one-point
crossover, a crossover point is randomly generated and then segments of the two parents strings
are swapped to produce one or two child strings. A multi-point crossover involves generating
multiple crossover points, followed by exchanging every second segment between subsequent
crossover points. In a uniform crossover, each gene in the child solution is created by copying
the corresponding gene from one or other parent, chosen according to a binary random number
generator U(0,1). If the random number is a 0, the gene is copied from the first parent; if
it is a 1, the gene is copied from the second parent. However, in order to avoid premature
convergence, a mutation operator is usually employed on the child population with a purpose
of providing a small amount of random search. It also serves the purpose of reintroducing
"lost" information into the population due to premature convergence. The mutation operator
works by inverting each bit (in binary representation) in the child solution with some small

probability.

. Evaluate the fitness of the children and update the population: The fitness of the generated

child solutions is evaluated as these are used to replace a number of members in the population
so as to keep the population size constant. Two techniques are commonly adopted to ensure a
constant population size, thus a generational approach and steady-state or incremental approach.
In the generational approach, the number of child solutions generated is equal to the size of

the parent population, therefore, the entire parent population is replaced in one generation.



28 2.3. Solution techniques adopted by the thesis

However, this does not guarantee that the best solution obtained from the optimization so far
will survive into the next generation. The steady-state approach generates and replaces only a
few members of the parent population during each generations, usually the ones whose fitness
values is below the average fitness of the population. Such an approach ensures that the best
solutions found so far are able to survive through the next generation, albeit at an increased
computation complexity since the selection probabilities have to be re-calculated every time a

new child enters the population.
6. Repeat steps 3-5 until a solution with satisfied fitness is found or termination criterion is met.

The execution procedure of a general GA is shown in Fig. 2.3.

Initial population

|

Evaluation

Crossover —

Selection

Mutation

Figure 2.3: Execution procedure of the Genetic Algorithm

2.3.3 Harmony Search

The Harmony search [HS] algorithm is a recent random search Metaheuristic proposed in [108] which
is inspired by the underlying principles of the musicians improvisation of the harmony by trying out
different combinations of music pitches stored in their memory [109]. Although the algorithm is
recent, it has already shown promising performances to the VNE problem in [110]. The strength of
the HS algorithm stems from the fact that it does not require prior domain knowledge such as gradient
information of objective functions. Moreover, it uses a single search memory to evolve, giving it a
distinguishing feature of a higher level of computational simplicity and search efficiency compared to

other population based approaches [109]. The algorithm execution involves 4 major steps [109, 111]:

* Step 1. Initialization of the HS Memory (HM): This involves populating the HM with initial
solutions to the optimization problem being addressed. Considering an n dimension problem,
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an HM with size HMS can be represented as follows:

1 1 1 1

T x5 Tz . Ty

2 2 2 2

M — 1 2 3 n
gHMS  pHMS  HMS = pHMS

where 2 = [z}, 2%, 2%, ..xMS](i = 1,2,3,..., HMS) is a possible solution to the opti-

mization problem. The 5" component of the i*" solution :c; could for-example represent a
possible node (e.g., server, InP, Virtual machine, etc.) for hosting the j** VNF of a given SFC

considering the SFC embedding problem.

Although the initial solutions of HM are randomly generated during this step, in order to enable
the HS to obtain better solutions quickly, it may be advantageous to start from a feasible or
refined set of initial solutions that could be obtained from another heuristic technique or by
applying some filtering technique based on for instance location or residual resource constraints.
Note that choosing a big value of HMS increases the number, hence diversity of the initial
solutions, albeit at a cost of slow convergence. On the other hand, a small value of HMS results
in faster algorithm convergence but most likely with a sub-optimal solution, due to the reduced

diversity of the initial solutions.

Step 2. Improvisation of a new solution. This involves generation of a new solution based on
the initial HM solutions generated in step 1. The 5" component of the new solution is chosen
as the j*" component of a solution chosen from HM with a probability /3 given by the Harmony
Memory Considering/accept Rate (HMCR), or generated randomly with a probability (1-5).
In principle, HMCR defines the probability of selecting a solution component from the HM
members. This parameter directly relates to the chances of the best solutions/harmonies in
the HM being carried to the new memory. If HMCR is chosen to be too low, then few of
the best solutions in the current HM are passed to the next HM, which may lead to a slow
convergence of the algorithm. On the-other hand, if the value is chosen to be too high, then
most of the components of the new solution are chosen from the current HM, which increases
the chances of best solutions being reflected in the new HM in the next iteration, but reducing
the exploration rate of new possible solutions potentially resulting in local optima or wrong
solutions. If the solution component is selected from the HM members, then such a component
is mutated to a new value with a probability « called the Pitching Adjust Rate (PAR), which is
the probability with which a solution component selected from a member of HM is mutated. A
low PAR value can slow down the convergence of HS due to the limitation of exploring only a
small subspace of the the whole search space. On the other hand, a very high PAR may cause

the solution to scatter around some potential optima as in a random search [111].

Step 3. Updating of the HM: This involves evaluating the fitness of the new solution generated
in step 2, and if it yields a better fitness value than the worst member in HM, then the worst

solution is replaced by the new solution, otherwise, the new solution is rejected.
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» Step 4. Repeat Steps 2-3 until a preset termination condition is satisfied such as maximum
number of iterations or when there is no improvement in the solution for a given number of

consecutive iterations.

The pseudo-code for the general HS execution procedure is given in Algorithm 1.

Algorithm 1 Pseudo-code of the Harmony Search Algorithm
Input: Substrate network graph G5, Request tuple W", fitness function, PAR, HMCR, HMS
Output: Best solutions, Spest
step 1: Initialize the HS memory
for i=1 to HMS do

for j=1to N do

randomly initialize xf in HM
end

end

<0

while 1< maximum iterations do

step 2: Improvise a new solution x

for j=1to N do

if rand(0,1)<HMCR then
Select x; be the 4% dimension of randomly selected member from HM

if rand(0,1)<PAR then
| Mutate z;

end

“+1 and compute its fitness

end

else
Randomly assign x; from the feasible values

end

end
step 3: Update HM:

if fitness of x is better than worst solution in HM then
| Replace worst solution in HM by x

end

else
|  Discard x

end
t<—t+1

end
Return Spegst

2.4 General performance evaluation environment

This section describes the general environment used for evaluating the performance of the algorithms
proposed by the thesis. Specifically, the section introduces the performance metrics, and the general
simulation settings regarding the physical substrate network and service request. However, the specific

values of the simulation parameters are tabulated in the specific chapters, since these might have
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slight variations across the different experiments in the different chapters depending on the intention
of each experiment. Moreover, all experiments were conducted using a simulator implemented in
python and executed on a desktop computer running a Windows Operating System with the following
features: Intel(R) Core(TM) 17-8700K CPU @ 3.70GHZ and 64GB of RAM.

2.4.1 Performance metrics

The performance of the thesis proposals is evaluated against chosen benchmark algorithms considering
a number of performance metrics, including: acceptance ratio , revenue to cost ratio, average cost per
accepted SFC request, and the request processing time, among others. These are commonly used
metrics in the literature for assessing the performance of service embedding algorithms [7,36, 82, 89].

The various metrics are discussed below:

Average acceptance ratio, AR

This is computed as the ratio of the number of successfully accepted requests to the total number of
arriving requests, i.e., the sum of both accepted and rejected. The AR metric is a direct indicator of
the algorithm efficiency in using the resources of the substrate network. Therefore, an orchestration
algorithm should target a high AR performance in order to maximize the revenue returned to the
Service Provider, with a constraint that there is no violation or degradation of the QoS of the admitted

users. This is computed as follows:

AR — No. of successfuly provisioned requests (2.36)

Total number of requests

Average provisioning cost, APC

Within the scope of this work, the APC relates to the total cost incurred by a SP while provisioning a
given service request. This cost may be related to consumption of both node and link resources, QoS
violation penalties, resource fragmentation, VNF instantiation, and energy costs, among others. The

average provisioning cost per admitted service request is computed as:

APC = > P (2.37)

where P is the cost incurred by a SP while provisioning request » € R 4, where R4 denotes the set
of all accepted service requests and |R 4| is the cardinality of that set. In order to realize a high value

of net revenue, the provisioning algorithm should result in a low APC value.

Average revenue-to-cost ratio, R2C

In practice, the infrastructure provider is interested in maximizing the net revenue from mapping a
given request, which can be expressed as the difference between the obtained revenue and the total

cost incurred in provisioning a service request. The commonly used performance metric for this
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purpose in literature is the revenue-to-cost ratio. The average revenue-to-cost ratio per admitted
request is expressed as:
1
R2C = —— Y r2c (2.38)
[Ral
reERA

where r2¢" is the revenue-to-cost ratio of request r € R 4 where R 4 is the set of all admitted request.

Average revenue, Rev

This metric is used to express the average revenue over time obtained by the SP. This is computed as
the monetary return from the use of the demanded CPU and bandwidth resources. If we denote by
rev” (GV) as the revenue received by a service provider from provisioning a request r € R4 with R4
denoting the set of all admitted request, then, the total revenue from all admitted requests is defined

as:

Reviprar = Z rev’ (GY) (2.39)
reERA

Then, the average revenue obtained from each admitted request can be evaluated as:

Rev = % > rev’(GY) (2.40)

Average request provisioning time, Avg_T

This is the average time it takes for the service deployment algorithm to compute a provisioning
solution for any admitted request. Aware that future services will have stringent latency start-up
requirements, a useful service deployment algorithm must work with a low Avg_T'. This is computed

as:

1 .
Avg T = ’?\ > tim,,, (2.41)
A reRA

r

where R4 € R denotes the set of all admitted requests, and tim,,.,,, denotes the time taken by the

algorithm to obtain a deployment solution for request r € R.

Average Virtual to Substrate Link Ratio, VSLR

This metric quantifies the average number of substrate links/edges that are allocated for each virtual
link of the request, and it is a direct measure of the efficiency of the algorithm relative to the link
resource utilization. If we denote by yleuz € {0,1} a binary variable, equal to 1 if resources on
substrate edge e € FE are assigned to the virtual link [, of the SFC r € R, zero otherwise; the
virtual to substrate link ratio, for a given SFC request € R, can be computed as the total number of
virtual links in the request divided by the total number of substrate links assigned to this request, and

expressed as follows:
2

Zz‘jeEV ZeeEs ?JZLZ

(2.42)

vslr™ =
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where |E,| is the total number of virtual links in the SFC request. The average virtual to substrate

link ratio per request can then be computed as:

1 '
VSLR = Tl Z vslr (2.43)
reRp

where RP is the set of all admitted requests. A desirable orchestration algorithm should result in low

values of VSLR in order to result in a low bandwidth consumption.

Load Balancing, LB

This parameter gives an indicator of the ability of an algorithm to use the substrate resources in a
uniform manner. Load balancing has the inherent advantage of minimizing resource bottlenecks
which guarantees an improved long term performance in terms of acceptance ratio. Moreover, it
is also one way of ensuring resilience within the network since the traffic is uniformly distributed
across the different resources. The thesis adopts the variance of the node and the link resource
consumption as the measure of the load balancing in the network. The average node load balancing

can be computed as follow:

Pneen, (U(%) — p)®

(2.44)

where Nj is the set of all substrate nodes in the network and | N,/ is the cardinality of this set. U (ns)
is the average cpu utilization at the substrate node ns; € N, and p is the mean value of the cpu
resource utilization across the substrate network for each time unit. In this work, U (n) is computed

as follows:
1 Ci(ng)

T vteT C(ns)

U(ns) =

(2.45)

where C}*(ns) is the consumed cpu resource at node ng; € N at time ¢ € T and C(n,) is the

maximum available cpu at this node.

Similarly, the load balancing performance, LB(L;) across the links of the substrate network is

computed as follows:

_ leeLs(U(ls) - M)Z

(2.46)

where L is the set of all substrate edges in the network and | L] is the cardinality of this set. U (ly)
is the average bandwidth consumption on the substrate link [; € L and p is the mean value of this

parameter across the substrate network. The bandwidth consumption U (l;) is computed as follows:

1 Bwy(ls)
U(ls) = theT Bulls) (2.47)

where Bwj'(ls) is the consumed bandwidth resource on the link [5 € L at time ¢t € T and Bw(ls)

is the maximum available bandwidth on this link. From equations 2.44 and 2.46, the lower the value
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of LB(Ns) and LB(Ljs), the better the load balancing performance.

Number of failures

This parameter is used to evaluate the performance of the migration-aware algorithm. It gives a
measure of the number of VNFs and virtual links of the low priority users that are preempted from the
allocated resources throughout the request life-time. The average number of node failures/preemptions

per admitted request is computed as :

ZTeRnc ZtET ZnUGNv y;rllfx:"’

A N_F =
B B RTLC

Vns € Ny (2.48)

where yns’r € {0,1} equal to 1 if VNF n,, € N, is preempted from substrate node ns; € N; at time
t. Similarly, the average number of link failures per admitted request is evaluated as:

qm
D e Rne 2oteT 2oijeN, Jijr

A_L_F =
o Rnc

Vg, m € Ng (2.49)

pd™ ot
©7,T

substrate path pZ™ € P4™ at time t, zero otherwise, with VNF 4 and j respectively provisioned on

where € {0,1} is equal to 1 if virtual link 7j of SFC request r € R, is preempted from

substrate nodes ¢ and m.

Average number of Service Restoration Failures, SRF

This is defined as the ratio of the number of failed/unsuccessful service restoration attempts to the
total number of service restoration attempts, averaged across all time windows. This is computed as
follows:

1 1
SRF = — Z (=— X No. of unsucessful remapping attempts) (2.50)
T VteT Na

where N, denotes the number of service restoration attempts within a given time window t € 7.

Average number of node and link migrations

This metric quantifies the fraction of surviving VNFs/virtual links that are migrated to new substrate
nodes/paths during the service restoration phase. If we denote by xng " € {0, 1} a binary variable,
equal to 1 if a surviving VNF n,, is migrated to another substrate node during the time window ¢ € T,

zero otherwise, then, the average number of node migrations is calculated as:

Nodemiy = Z Z NT > apiet (2.51)

teT reRP. YV nyeN,

where RL. denotes the set of all low priority requests that are successfully remapped to new resources

and N/ denotes the number of surviving VNFs of the request 7 € R},.. Similarly, if we denote by
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:c?j”g te {0,1} a binary variable, equal to 1 if a surviving virtual link e, is migrated to another
substrate path during time window ¢ € T, zero otherwise, then, the average number of virtual link

migrations is computed as:

Linkmig = T Z |Rp Z Z ngt (2.52)

teT U ey €,

Average service restoration time, Avg_T

This is the average time taken to obtain a service restoration solution for each preempted low priority

request:
Avg T = > timy, (2.53)
’ reRn.
where tim!”, denotes the total time used to obtain a restoration solution for request r € R}

Average number of edges per admitted request,F,

This relates to the average number of substrate edges used to provision each request on average. This

— Z > ot (2.54)

TGR ecFE,

is computed as follows:

where o] € {0, 1} is a binary variable equal to 1 if substrate edge e € Ej is used to provision request

r € R, zero otherwise.

2.4.2 Simulation environment and settings

This section introduces the simulation environment regarding the physical substrate network topology

and the service request models adopted by the thesis.

Network Topology

The thesis considers a substrate network composed of K InPs, where K = 1 for the single substrate
intradomain proposals and K > 1 for the multi-domain proposals. For the internal topologies of the
different InPs, the thesis considers both: real network topologies, and synthetic network topologies,
generated using the Waxman algorithm with & = 0.5 and 5 = 0.3 . The real topologies include
ChinaNet [22] with 55 nodes, Abilene [112] with 10 nodes and BIC [112] with 33 nodes. For the
synthetic topology, the number of physical substrate nodes inside each InP is chosen according
to the scenario under consideration with the connection probability between the different nodes
fixed at 0.5. For both topologies, the resource capacity of the substrate links and nodes,and the
propagation delay on each substrate edge, are chosen to follow a uniform distribution. The cost
of processing and transmitting 1GB of data at each node and link follows a uniform distribution
U($0.15,$0.22) and U($0.05,$0.12) respectively. This is aligned with common charging prices
like those applied by Amazon EC2. The processing delay of a packet at each NF follows a uniform
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distribution U (0.045ms, 0.3ms), with the processing delay of a service chain being the sum of the

processing delays of the constituent NFs.

SFC requests

The thesis considers two kinds of request behavior scenarios i.e., offline and online scenarios. In
the offline case, all the requests to be served, including their attributes, are known in advance, and
these, once admitted, do not leave the system for the entire simulation window time. Therefore, the
resources allocated to these requests cannot be reused by other demands. Such a consideration gives
a clearer insight into the algorithm’s ability to deal with permanent loading stress. In the online
case, the demands continuously arrive to the system with a given arrival distribution and with a finite
life-time. In this case, the resources assigned to an admitted request are reclaimed upon expiry of this
demand. We consider the arrival of such requests to follow a Poisson distribution with a mean value
chosen according to the scenario and experiment under consideration. In addition, the life-time of
each online request is exponentially distributed with a mean value chosen according to the experiment

under consideration.

Each request r € R is generated with a random source 7¢ and a random destination 7 from
G, with 77 # 77. The resource demand in terms CPU and bandwidth, the acceptable end-to-end
delay, and the required packet rate of each request, are chosen to follow a uniform distribution with
the specific values chosen according to the scenario under consideration. The thesis considers 5
categories of network functions: Firewalls, Proxies, NATs, DPIs and Load Balancers, with their
computing resource demands adopted from [113]. The number of VNFs constituting each SFC

instance is set different depending on the scenario under consideration.
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PART II: Cross-domain Service Orchestration Algorithms



CHAPTER

Reliability-Aware Deep Reinforcement Learning-Based

Algorithm for Multi-domain Service Orchestration

3.1 Introduction

As the Standardization Development Organizations (SDOs) perceive NFV as an integral component of
5G and future networks, innovative approaches for ensuring service reliability are pertinent especially
in a multi-domain setting. Considering that the different InPs comprising the substrate network
may be characterized by differing levels of service reliability guarantee, this chapter enhances our
contribution in [86, 93] by incorporating service reliability in the cross-domain service orchestration
problem while ensuring efficient utilization of network resources. While considering single domain
service orchestration, the service survivability problem has been addressed in [29,38-45] wherein the
different service requests are pro-actively provisioned with stand-by instances as a way of enhancing
their reliability. However, such approaches may result in resource under-utilization since the stand-by
instances remain unused whenever there is no failure [6]. Aside from the fact that the approach
adopted in this chapter is tailored to multi-domain service orchestration, it differs from the above
and other existing works in that it directly incorporates the penalties resulting from service reliability
violations into the service provisioning decision. This is achieved by intelligently making a trade-off
between the cost resulting from the consumption of the network resources and the penalties resulting
from the violation of the reliability requirements when selecting the InPs and the corresponding
inter-domain links for provisioning the service, thanks to the intelligence inherent in the Deep

Reinforcement Learning (DRL) approach that is adopted to make the placement decisions.

In light of the above, the key contributions of this chapter to the overall thesis is summarized
as follows: first, a multi-domain service orchestration sequence diagram is proposed highlighting
the service orchestration procedures and entities in a centralized service orchestration framework.
The sequence diagram is aligned with the orchestration framework proposed in Chapter 2 and is
compatible with the ETSI management and orchestration architecture proposed in [51], in which, each
domain has an NFV orchestrator for intra-domain resource orchestration; then, aware of the stringent
reliability requirements of mission-critical applications envisaged in future networks, and the fact that
the scarce underlying resources are to be shared by a myriad of service requests, a resource efficient,

DRL based service reliability-aware algorithm for multi-domain service orchestration is proposed. As

38
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opposed to conventional heuristic approaches, DRL approaches are well suited for scenarios in which
the service deployment decision jointly considers multiple network attributes including cost, delay
and reliability, among others. This is due to the inherent ability of such approaches to effectively infer
the influence of each attribute towards the service provisioning objective [24, 114, 115]. Moreover,
with the need to preserve the privacy requirements of the different InPs, by adopting a DRL based
approach, it is possible to exploit historical data based on previous service deployments to infer
attributes that may not have been disclosed by the different InPs, thanks to the predictive intelligence

of RL techniques.

The rest of this chapter is organized as follows: Section 3.3 introduces the proposed multi-
domain orchestration sequence diagram. A description of the reliability-aware multi-domain service
orchestration problem is introduced in Section 3.4. The proposed DRL based reliability-aware
multi-domain service orchestration algorithm is presented in Section 3.5. The performance evaluation
of the proposed multi-domain service deployment algorithm is presented in Section 3.6 and the

chapter is concluded in Section 3.7.

3.2 Proposed architectural Framework

The multi-domain SFC orchestration framework considered in this thesis consists of three main
players, as shown in Fig. 3.1: a tenant; a master orchestrator (MO); and a number of domain specific
orchestrators (DSOs). The tenant is the initiator of a service request, with given specifications and
constraints. This could be a service provider, a mobile virtual network operator or a vertical user,
among others. The tenant specifies the request in terms of the topology, required resources (e.g.:
computation, storage, memory, bandwidth) for the different VNFs and the corresponding intercon-
necting links, providing any other complementary constraints as well. The MO is the orchestrator
corresponding to the domain from which the request is initiated. The proposed framework is based on
the ETSI architecture option in [10] in which there is a single NFV Orchestrator (NFVO) per admin-
istrative domain, with the orchestrators of the different domains able to communication through the
Or — Or interface. In this way, the MO has access to the public information advertised by the DSOs.
However, in order to adhere to the privacy requirements of the different domains, the information
disclosed by each domain is considered to be limited to only the type of resources/functions that can
be provisioned within that domain [37, 88]. The information regarding the amount, location, and
topology of those resources is presumed to be private, hence, undisclosed. Consequently, with respect
to a given InP k, the MO observes a tuple of global information denoted by < Q*,T";,, GV > where
QF is a set denoting the type of resources that can be provisioned within domain k, T';, denotes the
span or the geographical bounds in which the Inp k operates, and GV is the inter-domain connectivity
graph comprised of the peering nodes and inter-domain links, including their respective attributes.
The MO is responsible for, among other functions: 7) mapping the specifications of the request to the
global information provided by the different administrative domains, with the goal of identifying the
potential domains for hosting the SFC request. ii) invoking the orchestration algorithms proposed by

the thesis to split the request among the different feasible domains with the goal of optimizing the
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Figure 3.1: Architectural framework for the excution of the proposed algorithms

service orchestration objective specified in Eqn. 2.4; i) guiding the DSOs regarding the specific
peering nodes on which to terminate the resource reservations during their respective intra-domain
mapping stages; iv) communicating the allocation results to the tenant, and the management of the
life-cycle of the request in case of a successful provisioning. In case of a centralised approach, the

MO can adopt the role of a Federation Manager as proposed in the frameworks of [59, 60].

In this thesis, the Domain Specific Orchestrators (DSOs) refers to all the orchestrators different
from the one from which the request was initiated. Each DSO is envisaged to have a complete view
of its internal domain, including; the internal network topology, amount and type of resources in
the Virtualized Resource Pool (VRP), and QoS guarantees from the different resources through the
different monitoring modules. The Optimization and learning Engine of the different domains is used
for executing intra-domain orchestration of both intra-domain requests and the assigned sub-SFCs
from external requests, and for updating policies regarding the interaction with other external entities.

On the other hand, the Auction pool within each domain is composed of the resources that a given
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Figure 3.2: Sequence diagram of the multi-domain SFC orchestration framework

DSO is willing to allocate to service requests that are initiated from external domains.

3.3 Proposed multi-domain orchestration sequence diagram

In conformity with the orchestration framework proposed in Chapter 2 as shown in Fig. 3.1, the
sequence diagram considers three main players engaged in the multi-domain service orchestration
procedure, as shown in Fig. 3.2, thus; tenant; a master orchestrator (MO); and a number of domain
specific orchestrators (DSOs). The tenant is the initiator of the service request towards the master
Orchestrator. In the event that the MO is not capable of meeting the requirements of the request, then

it engages the DSOs which are the orchestrators of the interconnected domains.
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The proposed sequence diagram is shown in Fig. 3.2, with blocks A-D indicating the key
phases of the framework. Block A corresponds to a continuous phase, in which the different DSOs
periodically advertise their public information, that is stored in an information repository (IR) for
each domain. In order to adhere to the privacy requirements of the different domains, the information
disclosed by each domain is considered to be limited to only the type of resources/functions that can
be provisioned within that domain [37,88]. However, information regarding the amount, location, and
topology of those resources is presumed to be private, hence, undisclosed. Consequently, with respect
to a given InP k, the MO observes a tuple of global information denoted by < @Q*,T';,, GV > where
QF is a set denoting the type of resources that can be provisioned within domain k, T';, denotes the
span or the geographical bounds in which the Inp k operates, and GV is the inter-domain connectivity

graph comprised of the peering nodes and inter-domain links, including their respective attributes.

Block B corresponds to the candidate extraction phase. The phase is executed upon the arrival
of a request from the tenant (event 2). A request r € R is specified as a tuple < G7, 7f,¢" >
where R is a set of all requests. The parameters G, is a graph specifying the topology of the request
and capturing the attributes and constraints of the VNFs and inter-connecting links, including the
amount and type of resources to be provisioned over these. The parameter 7" captures the life-time
of the request. The parameter ¢" captures any other tenant-specific constraints such as maximum
available budget, domain preferences and QoS, among others. On receiving the request, the MO
must identify potential domains that may serve the request, since in practice, such a request can only
be served by a subset of all available domains due to the associated constraints. Moreover, even
the potential domains may be able to serve only a portion of the request (i.e., sub-SFC). Therefore,
the MO exploits the resource discovery and matching algorithm (event 3) to associate to each
potential InP a sub-SFC of the request that it can serve. In the event that any segment/VNF of the
request has no potential candidate, then the request is rejected with a mapping failure message sent
to the tenant (event 4), otherwise, the MO sends to each DSO the associated sub-SFC (event 5).
Then, each DSO performs the intra-domain evaluation of the assigned sub-SFC, and sends back the
intra-domain mapping results to the MO, specifying computed values of each parameter specified
by the MO, such as: total cost, average delay, bottleneck bandwidth and guaranteed reliability
within this domain. To increase competitiveness and provisioning efficiency, we propose a flexible
bidding scheme, in which each DSO can return a quotation of all the possible sub-strings of the
assigned sub-SFC it can provision internally. For example, instead of a given DSO returning a
single aggregated quotation for a sub-SFC as < v2,v3,v4, X >, where X denotes the cost and other
attributes, such as guaranteed reliability or delay to the different peering nodes for mapping a sub-SFC
with VNFs v2, v3, and v4; it instead returns the quotation for the sub-SFC components in the form:
{<v2, X > <03, X ><vd X > < 02,03, X > < 03,04, X > < v2,03,v4, X >}. This
is because, even if an InP can serve a sub-SFC (or even the entire SFC), the MO should have the
flexibility to assign any number of the feasible VNFs to be served by that InP, as long as taking such
an action is more beneficial to the MO. Moreover, since the DSO will not disclose details regarding
the location where the VNFs are to be embedded, the information regarding the unit cost per resource

is kept private to the DSO, since it returns just the total quotation, without revealing the amount of
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resources to be incurred for mapping the request segment.

In the proposed framework, the MO is considered to have enough information in order to identify
the potential candidate InPs for mapping each VNF, primarily due to location constraints. As a result,
we benefit from that information to guide the different InPs about the most likely peering nodes to be
used for the inter-domain connectivity (i.e.: the peering nodes connected to the candidate InPs of the
preceding or subsequent VNFs). This way, the DSO always tries to map the assigned sub-SFC as
close as possible to these peering nodes, not only to minimize the intra-domain resource consumption,
but also to minimize the delay towards the exit or entry peering nodes. To understand the insight
behind this guided mapping, let us consider a SFC consisting of 3 VNFs, as shown in Fig. 3.3. The
request virtual link constraints are indicated as x/y where x and y denote the maximum delay and
minimum bandwidth respectively. In the same way, the values on each substrate link indicate the
delay and residual bandwidth associated with that link. As shown in the figure, for the mapping
solution 1, InP A maps the sub-SFC composed of VNFs 1 and 2 close to peering node g, while for
the mapping solution 2, these are mapped close to peering node c. Observe that mapping solution 1
results in a mapping failure due to the violation of the delay constraint on virtual link VNF 2 - VNF
3. As the internal topology of the domain is undisclosed, the DSO has no information regarding
where the subsequent parts of the request will be embedded; consequently, the DSO may embed its
allocated SFC segments in a location that is far from the peering nodes that connect to the candidate
InP of the subsequent segment, resulting in rejection of a request that would otherwise be accepted.
In this regard, we propose that the MO discloses the preferred peering nodes, as it sends the sub-SFC

segments to the respective candidate InPs.

In the SFC partitioning phase shown in block C, the MO uses the results of the candidate
extraction phase to identify the final domains to host each VNF of the request (event 6). If the
partitioning phase is unsuccessful, then, the MO sends a mapping failure message to the tenant (event
7), otherwise, the MO instructs the selected InPs to reserve and bind the resources (event 8), including
those connecting to the outgoing peering node selected by the partitioning algorithm. Observe that
the partitioning algorithm jointly selects the intra-domain links to be used (by specifying the peering
nodes to be used), the intra-domain nodes, and the inter-domain links. This coordinated approach
guarantees a good mapping solution. Upon completing the binding step, the MO issues a request
acceptance message to the tenant (event 9). This may be followed by the service deployment and the
management of the life-cycle, including a periodic scaling of the allocated resources, depending on

the real time utilization.

3.4 Description of the reliability-aware multi-domain orchestration prob-
lem
In this chapter, the reliability-aware service orchestration problem is formulated as an ILP with the

objective of minimizing the service provisioning cost associated with both, the resource consumption

and the penalties resulting from QoS violations due to service interruptions. The resource consump-
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Figure 3.3: Illustration of guided mapping

tion cost is related to the cost of physical links and nodes resources used to provision the service

request.

As highlighted in the service orchestration procedure described in Section 3.3, the orchestration
process involves participation of both the master orchestrator and the domain specific orchestrators.
Therefore, in the subsequent subsections, the provisioning objectives and constraints that need to be

adhered to by both entities are introduced.

Master Orchestrator objective

By exploiting the information from the resource matching step, the master orchestrator aims to select
a subset of domains and their corresponding peering nodes on which to map the request, with a goal
of incurring the least mapping cost, given that the physical network and service request constraints are

not violated. Mathematically, for each admitted request, the problem for the M O can be formulated
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as a cost minimization problem:

1
Minimise : ®Z C(Gy)* (3.1
reR

where C(G?,) denotes the implementation cost of request r € R, and it incorporates the resource

consumption cost C7,

cons due to the use of links and nodes resources and QoS violation cost, Cy,q. In

order to compute the resource consumption cost C7,, .,

we let the binary variables: o7 € {0, 1}=1
if the request virtual link I, is provisioned by the intra-domain edge e¢* € E* of domain k € K,
zero otherwise; azj:‘ € {0,1} =1 if the request virtual link [,,,, is provisioned by the inter-domain
edge ejn: € Einy, zero otherwise; yzg € {0, 1}=1 if the request virtual node nb is provisioned onto
substrate node n*, zero otherwise. In this way, the cost for provisioning request » € R can be

evaluated as :
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where the first, second and third terms of Eqn. 3.2 relate to the utilization of intra-domain links,

inter-domain links, and node resources respectively.

On the other hand, the QoS violation cost CZ;OS is related to the penalties incurred by the MO

due to QoS violations as a result of service interruption. In general, such a cost is evaluated as:

Coos = Ba-fa(Rel") (3.3)

where f;(Rel”) denotes the mapping from the end-to-end reliability Rel”, of a given SFC request
r € R to the Quality-of-Service degradation. In other-words, how a given value of service reliability
translates to a given level of QoS violation. The parameter 3; denotes the penalty factor for each unit

level of QoS violation. In this work, for simplicity, Cgo g for a given request is evaluated as:
2t
fos =D _ —pHren” (3.4)
teT

where 2% € {0, 1} is a binary variable equal to 1 if a request r € R4 experiences a QoS violation
at time t, zero otherwise, and rev” denotes the revenue associated with the request throughout its

lifetime which is computed as below:

rev” = ( Z Z N, x demgg + Z deméﬁj’r X Npyy) X TJ’Z. 3.5
nbeN, q€Q luv€Ly

where X, denotes the price the MO charges the tenant for each unit of type g € () resource allocated
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to the different VNFs of the request, and N;,, denotes the price charged for each unit of allocated
bandwidth resource.

From equation 3.4, the M O forfeits revenue from the tenant for all the time instants for which
there is a violation of QoS of the admitted request. Therefore, in case the service experiences QoS
violation throughout its life-time, the M O receives zero revenue from the tenant but pays the different
InPs for the resources used to map the request, corresponding to the worst case net revenue. Therefore,
in order to maximize the received net revenue/profit, the M O needs to minimize both the resource

consumption cost and QoS violation cost.

Domain Specific Orchestrator objective

Once the DSO has received the sub-SFC (or the entire SFC) from the M O, it exploits the intra-
domain topology information at its disposal to perform the intra-domain mapping evaluation with the

goal of minimizing the intra-domain mapping cost. Mathematically, this can be formulated as:
Minimise ¢(gv) 3.6)

where gv € G, is a sub-SFC of the request and ¢(gv) is the intra-domain cost for mapping the
sub-SFC. If we denote 275, € {0,1} as a binary variable equal to 1 if VNF ¢ is mapped on physical
node n inside domain m, and denote by pe " and p," as the cost per unit of node and link resources

on physical node n and physical edge e respectively, then, ¢(gv) in equation 3.6 can be expressed as:

c(gv) = Z demép?’mm% + Z Z demi{;p?’e i 3.7

i€N, ijEE, ecE™

where [/, € {0, 1} is a binary variable equal to 1 if virtual link 75 is mapped onto substrate edge

e € B", where ET" is the set of all edges in domain m.

The optimization of Eqns. 3.1 and 3.6 is performed while adhering to the resource, location, delay,
integrity and domain constraints specified introduced in Chapter 2 in Eqns. 2.6-2.13. The above
formulation is a typical ILP problem which is NP-hard in nature. Therefore, solving such a problem
following an exact solution approach as in [7,11-13,62] is not feasible for delay sensitive applications
due to the high run time of such approaches. This motivates the adoption of heuristic/meta-heuristic
approaches such as that proposed in this chapter, with the ability to realize near-optimal solutions in
practical run time. The proposed RL based algorithm for solving the above formulation is described

in Section 3.5 below.

3.5 Proposed RL-Based Orchestration algorithm

Given that each VNF of a service request may be potentially hosted by more than one domain,

obtaining an optimal domain set for hosting the request is computationally intractable due to the large
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number of possible mapping combinations even for a small-scale network. Therefore, this chapter

proposes an algorithm that is able to obtain near-optimal deployment solutions in feasible time.

The proposed algorithm consists of three main tasks: Candidate extraction; Request splitting;
and Binding. The candidate extraction task involves identifying the segment of the request that each
InP can potentially host, including the associated cost and terms for hosting that segment. From this
step, it is possible that more than one InP bids for the same request segment/VNF. Therefore, the
request splitting/partitioning step is used to decide on the winner for the contested segment with the
goal of optimizing the mapping objective introduced in Egn. 3.1. In this work, this step is executed
by an intelligent agent implemented in form of a policy neural network. Based on the results of the
splitting step, the binding task reserves both node and link resources for serving the SFC from the
ingress to egress node. The execution steps of the proposed algorithm are shown in the flowchart in
Fig. 3.4 wherein, on receiving a service request, the MO performs resource discovery and matching
to identify the possible InPs for hosting the different VNFs of the request. In-case any VNF has no
potential candidate, then the request is rejected, otherwise, each possible candidate is allocated a
sub-SFC of the request it can potentially host, based on the disclosed public information. Next, each
candidate domain tries to internally bid for the assigned sub-SFC considering its internal policies and
available resources and sends the results of this operation to the MO. Since it is possible that multiple
InPs bid for the same VNF, the MO invokes the RL-based algorithm to partition the request among

the contending InPs. A detailed description of the algorithm tasks is given below:

3.5.1 Candidate Extraction Procedure

This task corresponds to block B of the sequence diagram introduced in Fig. 3.2, and it is aimed at

extracting feasible InPs for provisioning the request. This consists of the following steps:

Resource discovery and matching

The different VNFs and the interconnecting links constituting the SFC request are constrained in
terms of type and amount of required resources (processing, memory, storage, bandwidth, etc.),
location and delay, among others, implying that these can be served by only a subset of available
InPs. Based on the global information available at its information repository, the A/ O invokes the
resource discovery and matching step to identify those InPs that can potentially host the request,
partially or as a whole. This is done by matching the VNFs location and resource type constraints to
the disclosed information of each InP, and matching the virtual links constraints to the inter-domain
links’ attributes. The idea behind this matching is that a VNF can only be served by an InP whose
disclosed resource type set includes the required resource type of that VNF, and whose coverage
satisfies the VNF location constraints. Similarly, for two successive VNFs u and v to be hosted by
InP A and InP B, where A— B, there should exist an inter-domain path between InP A and InP B
that satisfies the constraints on virtual link [,,,,. By eliminating all unfeasible InPs, the candidates
set for the subsequent intra-domain enumeration is significantly reduced, resulting in a substantial

decrease of the execution time of the algorithm. Specifically, the discovery and resource matching
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Figure 3.4: Flowchart of the multi-domain service embedding algorithm

algorithm associates each VNF u of SFC k with a candidate set cand® comprised of all InPs that
can potentially serve this VNF. We incorporate location constraints to address cases, for example, in
which the service provider may want to deploy cloud services to a set of end-users in which there

could be many potential locations for a given cloud service.

Intra-domain evaluation

The resource discovery and matching step associates each InP with a sub-SFC (or SFC) that it can
potentially host, based on the available global information. These sub-SFCs are then forwarded to the
respective DSOs, to evaluate if and where these can be mapped, based on the intra-domain topology
and policies. During this stage, each DSO will run its intra-domain mapping algorithm to evaluate
the possible mapping that minimizes the mapping cost and guarantees the minimum bandwidth to

the disclosed peering nodes. Once the intra-domain evaluation is completed, the DSO forwards
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a message to the M O, indicating the portion of the assigned sub-SFC it is able to provision, the
quotation (in terms of monetary cost), reliability guarantees and delay to each of the guiding peering
nodes. Note that the location where the respective VNFs can be mapped, and the number of links
to the peering nodes, is not disclosed. This attribute safeguards both, the topology and the pricing

privacy of the InP, since the cost is returned as a single value for each sub-SFC sub-component.

Note that the intra-domain evaluation step is performed by the DSO of each InP independently
and following its own policies. Therefore, any of the single domain orchestration algorithms proposed
in Part III of the thesis can be used for this purpose. In this work, we adopted the single domain

provisioning algorithm proposed in Chapter 5.

3.5.2 Markov Decision Process Model for the DRL problem

The DRL agent is used to decide on the final InPs for provisioning the service request among all
the possible candidates obtained from the resource matching step, in such a way that minimizes the
operational cost incurred by a SP. Obtaining an optimal solution for such a task involves enumerating
multiple combinations of possible mapping assignments, making it computationally intractable to
solve. Moreover, the SFC provisioning objective may be jointly influenced by multiple attributes,
such as resource consumption and QoS as in our case, which makes the state of the art heuristics not
well suited for this problem. The request partitioning task in this work is delegated to a reinforcement
learning agent implemented in the form of a policy neural network. In the subsections that follow, a
description of the proposed DRL approach for request splitting is given including its formulation as a

MDP, the policy neural network architecture and the training of the policy neural network.

MDP model

The RL algorithm adopts a Markovian Decision Process (MDP) where A is the set of discrete actions,
S is the set of discrete states, P is the transition probability distribution, R is the return function and
v € [0, 1] is the discount factor of future rewards. Considering a working scenario in which the state
of a given system is fully observable by an RL agent, we model the system as a Markovian Decision
Process (MDP) defined by the tuple (S, A, P, R), where: S denotes the set of possible states of the
system; A denotes the set of possible discrete actions to be taken, actions for the selection of an InP
to provision a given VNF of the request; P = P(s;+1]|s¢, a;) denotes the transition probabilities from
state s; to state sy after taking action a;. In this work, we adopt a model-free method, hence, we
are not interested in learning the transition probability; and R = R(s;, s1+1, a;) denotes the reward
obtained after taking action a; from state s; and transiting to state s;1. Considering an entire episode
as a sequence of visited states due to the corresponding sequence of actions, the return of an episode
is defined as the discounted sum of all the rewards received by the agent during that episode. It is
expressed as:

T
Return = Z *yi_tR(si, Sit1, @) (3.8)

1=t
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where R(s;, si+1,a;) is the reward received by the agent after taking action a; in state s; at step 7. In
this problem domain, the goal of the RL agent is to learn a policy 7 : S — A which maximizes the
expected return, E[ Return], over all episodes.

The state space, action space and reward of the adopted DRL-based framework is defined as below:

State space: The state captures an abstraction of the environment, and it is the basis upon
which the agent decides which action to take. Therefore, taking a similar action in the same state
should result in a similar reward and should transition the environment to a close next state. In
this work, the state captures the features of the substrate network in relation to the requirements of
the request to be partitioned. The policy neural network architecture adopted in this chapter uses a
convolutional neural network, which is well suited for processing information represented in form of
an image [24]. Therefore, in order to conform to this requirement, the environment state is formulated
as an image-like input using an K x F}, feature matrix, where K is the number of InPs and F}, is the
number of relevant features associated with each InP £ € K, whenever the policy neural network
needs to choose an action. The features constituting such a state matrix are discussed in Section 3.5.3.
A key challenge with neural-network based architectures is that they are trained with a fixed state
dimension, which makes it impractical to use the same neural-network for a different number of InPs
from those used at training stage. But in fact, such a policy network should be able to work with any
number of InPs. To overcome this challenge, we introduce the concept of dummy InPs with dummy
feature vectors, which permits the trained policy network to be reusable even for scenarios where
the number of InPs is inferior to the one used for training; therefore, avoiding the need to retrain the
neural-network. In order to achieve this, the policy neural-network was trained using the maximum
possible number of InPs. Then, for the testing phase, when the number of InPs is less than the one
used for training, we match the input matrix by appending dummy InPs with dummy feature vectors
to reach the expected state size. The dummy features are obtained by providing the worst values
of each feature, in order to make such dummy InPs less likely to be selected by the policy network.
Moreover, in the worst event that a dummy InP is assigned a high probability of being selected to
host a given VNF, the filtering layer that we adopt at the output end of the architecture will be able to

sieve out such an InP.

Action space: For each request received by the M O, the number of decision epochs is equal to
the number of VNFs in the request. Therefore, for each VNF of the request, the policy neural-network
has to decide on which InP to assign the VNF to. Therefore, the action space for each decision epoch
is equal to the number of InPs in the system, including dummy InPs in the event that the number of
available InPs is less than the training size. Since we have a discrete number of InPs, the action space

is discrete as well, hence, well suited for the proposed RL agent.

Reward: The reward signal is aligned with the SFC deployment objective, which in this work is
to maximize the long term revenue by minimizing both: the SFC mapping cost C7,,,.; and the QoS
degradation cost C@ o5+ The SFC mapping cost captures the cost of resources used for embedding the
SFC across the different InPs, as shown in Eqn. 3.2. The QoS degradation cost captures the penalties

resulting from the negative effects of QoS degradation due to service interruption as expressed in
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Eqgn. 3.4. In order to encourage the agent to take actions that result in low mapping cost and high
service availability, we formulate the reward signal obtained after embedding a given request as the

revenue-to-cost ratio:

revenue
R d= ——— 39
cwar Cost (39

where Cost is evaluated as the sum of the resource cost C7, .

cost ng o5+ The revenue considers the sum of the revnue resulting from the assigned node and link

and the QoS degradation penalty
resources as expressed in Eqn. 3.5 [116].

3.5.3 Feature extraction procedure

For the policy network to maximize the reward signal as introduced in E'gn. 3.9, there is need to jointly
minimize both the cost of resource consumption and the penalties resulting from QoS violations,
while accepting requests associated with high revenue. However, it is possible that provisioning paths
that result in the least resource consumption and cost are associated with low service reliability values,
which decreases the total reward received by the agent. Moreover, greedily minimizing the total cost
in the short term may impact negatively on the long term received reward. This therefore requires
the RL agent to intelligent trade-off the two cost components in a way that maximizes the long term
reward, a requirement that cannot be met using classical heuristic approaches. The reward signal as
indicated in Eqn. 3.9 is directly affected by the resource consumption cost, service reliability, and
the received revenue which is directly reflected in the ability to admit requests with high resource
requirements. Therefore, the features that form the environment state for the policy neural network
are selected in a manner that reflects those attributes. Moreover, these features take into consideration

the current state of both the substrate network and the pending service request.

For each request r € R to be mapped, the algorithm uses the policy neural network to make a
decision for each VNF of the request, one at a time, regarding the InP onto which this will be placed,
starting with the VNF closest to the ingress node. Therefore, the number of decision epochs (hence
the actions taken) for each request is equal to the number of VNFs of the request. For each VNF
nk € N, from request r € R to be scheduled for placement, the following are the features associated

with each InP node k£ € K of the substrate network to form the state matrix:

» Average cost per VNF, Costﬁn ¢+ For a given InP k, when mapping the ith VNF, Costffn ¥
denotes the bidding price for InP &k for mapping each VNF on average. This is computed
as the cost that the InP quotes for mapping the largest sub-SFC divided by the number of
VNFs within that sub-SFC. The idea behind choosing the largest Sub-SFC is to avoid greedily

selecting an InP based on only the cost of mapping the current VNF. If InP £ is not a candidate
k

unf?

hence, discouraging the policy neural network from selecting that InP as a host for the current
VNEF. Note that the cost for the sub-SFC is part of the quotation returned to the MO after

for the current VNF under consideration, such an InP is assigned an infinite value of C'ost

the intra-domain evaluation stage as discussed in the orchestration framework introduced in
Section 3.3. The feature C ostﬁn f directly affects the cost component of the reward value as

expressed in Fgn. 3.9. Therefore, this parameter guides the agent in choosing InPs whose
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Costﬁn ¢ values result in maximization of the long term reward.

Average cost of the path to the ingress and egress node, C’ost’;ath: For a given InP k € K,
when mapping the i*" VNF, this feature is computed as the cost of the inter-domain path from

this InP to the ingress and egress node and computed as:

Dist(k, Ing) + Dist(k, egr)
2

Costyy, = (3.10)

where Dist(k, Ing) and Dist(k, egr) denote the cost of the inter-domain path between InP
k and the ingress and egress node respectively. This feature serves two purposes: first, InPs
that are not reachable from the egress or ingress nodes are unfeasible for mapping a given
VNF, hence, associated with infinite C' ost’;at ;, values. Therefore, the probability of the policy
neural network to select such InPs drastically decreases; secondly, this feature biases the policy
network towards selecting InPs with low Cost’; .., values, hence, translating in low mapping
cost in terms of inter-domain paths from ingress to egress node, whenever such a decision
results in a higher long term reward.

Average reliability of InP k, Reliabﬁn ¢- For a given InP k, when mapping the ith VNF of

k
onf

the sub-SFC containing this VNF. This value is disclosed along with the price quotation for

the request, Reliab; . relates to the reliability guarantee disclosed by the InP in mapping
the sub-SFC. In the event that it is not disclosed by the InP, this can be easily inferred from
the previous failures and preemptions experienced from the previous mappings, to give the
likelihood of the current VNF experiencing failure if hosted by InP &, thanks to the predictive
capabilities of ML approaches. The goal of the policy neural network is to select InPs with
high Reliab’;’n 7 values for each VNF whenever possible with the target that eventually, all the
VNFs of the SFC are placed on domains that can guarantee service survivability. This reduces

the QoS violation cost, resulting in a high reward value, according to Eqn. 3.9.

Success probability S ucﬁn - Fora given InP, when mapping the i*"* VNF of a request, S uc’;n ¥
captures the fraction of the ¢ — 1 previously mapped VNFs of the same request that have been
mapped onto this InP. The purpose of this parameter is to encourage mapping as many VNFs as
possible to the same InP as long as such an InP has low mapping cost and high reliability values.
This results in a reduced number of inter-domain connections, hence the less the embedding
costs, since in practice, higher costs are linked to inter-domain links. On the contrary, however,
this feature may also be used to encourage the mapping of VNFs along different InPs for

objectives related to load balancing or fault resilience, among others.

Once the above values have been computed for each InP, then each InP k € K is associated with a

feature vector ff as:

fik = (Costfmf, Cost’;ath, Reliabfmf, Sucfnf)T (3.11)

Then, the feature vectors of the different InPs are concatenated into a feature matrix, M lf which
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Figure 3.5: Training Performance results

serves as the state input for the policy neural network when making a placement decision for the i*"
VNF of the request: Each row of M, Zf corresponds to the feature vector of a given InP, including the

dummy InPs where applicable, and is expressed as

Cost! C’ostzlmth Reliab! Suck

onf unf onf
uf - Cost?mf C’ostfmth Reliabfmf Suc?mf

7

C’ostf}%f C’ostﬁlth Reliabfnf SucUan

where K denotes the total number of possible InPs for provisioning VNF .

3.5.4 Policy neural network training procedure

In most service and resource management problems, attributes such as, traffic load characterizing the
environment, are usually repetitive, with certain predictable temporal correlations. This enable the
agent to learn online, as the system executes, or offline by exploiting historical information. In this
thesis, the latter option was adopted. The policy network was trained using a set of 1000 demands
generated offline for each training epoch, for a total of 400 epochs. The training phase considered 12
InPs as the maximum possible number of InPs in the system. For each training epoch and for each
request in the demand set, the candidate evaluation step is used to generate the candidate InPs for
mapping the request. Then, for one VNF of the request at a time, the corresponding feature matrix is

generated which is then fed into the policy neural network.

The policy network then associates a probability to each InP for embedding this VNF, inline with
the mapping objective. Note, however, that since the neural network parameters are initially randomly
assigned, the InP with the highest probability may not necessarily be the best InP for embedding
this VNF, since the neural network accuracy is low at this stage especially at the initial epochs. This

necessitates to perform a trade off between exploration and exploitation during the training phase.
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For each selection made for a given VNF by the policy network, we use the cross-entropy as the
loss function for running the back-propagation algorithm to obtain the gradients of the neural network
parameters; and stack the resulting gradients. If the entire request is embedded successfully, we
compute the resulting reward signal, otherwise the stacked gradients are deleted. The final gradient

of the entire request is then computed as:
g = a.r.gs (3.12)

where « is the learning rate parameter, which directly influences the learning speed and training
convergence, r is the reward and g are the stacked gradients. The resulting gradients from the
different requests are stacked into a buffer. When the number of virtual requests reaches the batch
size, all the gradients previously stacked are jointly applied to the model and the stack buffer is
emptied. Note that whereas it is possible to perform a gradient update for each successful request
individually, adopting batch processing guarantees a faster and more stable training process.

The performance of the neural network during the training phase is shown in Fig. 3.5 for training

duration of 400 epochs.

3.5.5 Architecture of the Neural Network for Policy Evaluation

The SFC request partitioning is performed by the MO which runs a policy neural network with the
ability to learn new policies based on its environment and past decisions. The policy neural network
takes as input a feature matrix which is extracted from: 7) the results of the resource discovery step
(e.g.: the average cost for mapping each VNF within each InP); i7) the global information available
in the information repository (e.g.: connectivity to the ingress and egress node); iii) the results of the
previous actions taken by this agent (e.g., number of successful VNF mappings inside this InP). In
order to make the input compatible with the convolutional network adopted in our architecture, the
extracted features are converted into an image-like input, in the form of an K x Fj, feature matrix,
where K is the number of InPs and Fj. is the number of features extracted from each InP, as shown in
Fig. 3.6. The final output of the policy is a probability distribution indicating the feasibility of each

InP to host the corresponding VNF, according to the desired reward function.

As shown in Figure 3.6 the policy neural network adopted consists of 4 layers, which are: input
layer, convolutional layer, softmax layer and filtering layer. The core part of the architecture is the
convolutional layer, which takes as input the feature matrix from the input layer and performs a
convolution between this matrix and the learnable weight values of the filter. This operation can be
seen as a dot product of each InP feature vector and the filter weights. The output of the convolutional
layer is a K-dimensional vector where K is the number of considered InPs. Thus, the convolutional
layer associates a single score value to each InP depending on the values of the extracted features.
The score vy, corresponding to the k" InP is directly related to the suitability of that InP to host the
VNF under consideration. The motivation for using the convolutional layer is its ability to easily
learn the influence of each input feature towards the desired objective. Moreover, this is achieved

with minimal memory overhead compared to conventional neural network architectures.
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Figure 3.6: DRL Policy Neural Network Architecture

The output from the convolutional layer is fed as input to the softmax layer, which transforms the
K-dimensional vector of InP score values into a K -dimensional vector of probability distributions.
The probability attached to each value vy, relates to the probability of the corresponding InP being

selected for provisioning the VNF under consideration, and this is evaluated as:

evk

S (3.13)
ZjeK ety

P(k) =

The k" value in the vector of probabilities indicates the degree to which the k" InP fits to host the

current virtual node under consideration.

The filtering layer is adopted at the output end of the architecture to prune those InPs that are

not able to meet the request constraints. Once such InPs are filtered out, then the final candidate InP
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for the virtual node under consideration is chosen as the one with the highest probability value. In
case of a tie between InPs for the highest probability, the candidate InP is chosen randomly from the
contending InPs. Once such unfeasible nodes are pruned, then, the substrate node with the highest
probability is selected for hosting the corresponding VNF of the request. The processing of a request

can be summarized as follows:

Upon arrival of a request to the admission control block asking for service, each virtual node
of the request is processed at a time with the policy neural network deciding the InP on which
such a node is provisioned. This way, for each arriving request, all its virtual nodes are processed
sequentially, one after another, starting with the virtual node next to the ingress node. This ordering
ensures that the VNF order in the service chain is preserved, and also enables an early detection
of infeasible virtual link mappings on executing the algorithm. The feature extraction block takes
as inputs the current state of the substrate network and the requirements of the request. With all
that information, the system state is composed in the form of a K x F}, feature matrix. Then, the
feature matrix is used as input to the neural network, which produces an action in the form of an InP
identifier for hosting the virtual node under consideration. After mapping all virtual nodes, and based

on the obtained mapping solution, the resultant reward is calculated using Eqn. 3.9.

3.6 Performance Evaluation

This section describes the performance evaluation of the proposed algorithm, including the benchmark

algorithms, simulation scenario, simulation environment, and discussion of obtained results.

3.6.1 Benchmark algorithms and Simulation Scenarios

The performance of the proposed multi-domain service orchestration algorithm is evaluated consid-
ering both offline and online scenarios. For both simulation scenarios, the proposed algorithm is

compared with the following algorithms:

Distributed Network Service Embedding (DistNSE) algorithm

This is an algorithm for distributed multi-domain service orchestration proposed in [19]. The choice
of this work for comparison is justified for a number of reasons: First, just like our work, DistNSE
considers limited information disclosure and was found to be optimized in terms of mapping cost
performance. Secondly, DistNSE can be easily customized to perform service deployment with the
objective of enhancing service reliability. Moreover, for the fairness sake, we considered the best
performance scenario of the algorithm in which all feasible paths from the ingress to the egress node

are evaluated.

Reliab-DistNSE

This algorithm is implemented as the above DistNSE algorithm , but with a difference that for
Reliab — Dist NSE, the final path for embedding the service request is selected as the one which
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results in the highest service reliability from the ingress to egress nodes.

The enhanced DistNSE ( E-DistNSE)

This algorithm enhances the DistNSE algorithm by incorporating our proposed enhancements. To
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Figure 3.7: An illustration of DistNSE service provisioning

give an insight into the enhancements made to the DistNSE algorithm, first, a brief description of
the operation of the DistNSE algorithm is given. Consider Fig. 3.7 in which figures 3.7(a), and
3.7(c) respectively show a SFC request with 7 VNFs and an illustration of the provisioning steps of
the DistNSE algorithm to provision such a request. By exploiting the exposed global information
such as residual bandwidth on the inter-domain links and the exposed boarder nodes of the different
InPs, the algorithm starts by obtaining all feasible paths from the ingress node to the egress node.
An example of such a path is shown in Fig. 3.7(b) consisting of 4 InPs . Then, for each of these
paths, the algorithm execution starts by each first InP along the path (InP A in this case) receiving
the SFC request to be provisioned. Then, based on its internal policies, this InP selects a sub-SFC
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of the request to bid for (i.e., scl with VNFs 1,2). Next, InP A forwards the selected sub-SFC and
the original SFC request to the next InP along the path (InP B), which in turn, selects a sub-SFC
(sc2) from the the VNFs that have not been selected. This InP also tries to compete for the sub-SFC
selected by the preceding InP i.e., sc1. Next, InP B forwards the selected sub-SFC and the original
chain to the proceeding InP on the path where the same steps are performed. This procedure is
repeated till the last InP has been reached. An example of the mapping solution from the path in
Fig.3.7(b) is shown in Fig.3.7(d) in which the different VNFs of the request are mapped by InPs A,
B and D. Next, the mapping results for the different paths are collected, and the path with the least
mapping cost is selected as the host for the SFC request.

From the execution of this algorithm, the authors allow the InPs to compete only for the last
selected sub-SFC in order to avoid violations in the service chain order. As an example, if InP C bids
for sc1 and sc2 and wins scl, whereas InP B bids for and wins sc2, the service chain order will be

violated. The E-DistNSE incorporates two enhancements to the DistNSE algorithm as follows:

Firstly, E-DistNSE permits each InP irrespective of its position along a given path to compete
for and be assigned any number of previously selected sub-SFCs as long as those sub-SFCs are con-
secutive and include the most recently selected sub-SFC along the path. As an example, considering
Fig. 3.7(c), InP D can compete for sub-SFC set {scl, sc2, sc3} or {sc2, sc3} or {sc3}. If InP D wins
the first set, then the entire SFC request is mapped inside this InP. However, InP D cannot compete for
{scl, sc3} or {scl, sc2} since the sub-SFCs in the first set are not consecutive and the second set does
not include sc3, the most recent selected sub-SFC, hence, allocating such sub-SFCs to InP D would
lead to violation of the order of the SFC. Note that this enhancement respects both the order of the
SFC and enhances the performance of the algorithm by not restricting the number of VNFs that an
InP can compete for. This makes it possible for even the last InP along the path to host the first VNFs
in the request. Secondly, as an enhancement towards the execution time of the algorithm, starting
with the first path from source to destination, the minimum value of the cost observed so far is stored.
Then, for the subsequent paths, whenever the mapping cost seen so far along this path is equal to or
exceeds the stored minimum cost value, the computation along this path is aborted, and the algorithm
execution goes to the next path. This enhancement realizes time saving from two aspects: First, the
time that would be spent on enumerating the remaining InPs along the path; Secondly, the time that
would be spent on analyzing the results from all the returned paths by the central orchestrator in
order to select the best path. Such an analysis would involve for-example sorting the returned paths

according to cost, which tends to be time consuming as the number of returned paths grows.

3.6.2 Simulation environment and settings

The performance evaluation of the proposed algorithms is based on substrate networks in which the
number of InPs is varied from 4 to 12. The values of the diferent parameters of the substrate network

and the service request are shown in Table. 3.1.
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Table 3.1: Simulation Parameters

Substrate Network:

parameter Value

Number of InPs 4-12

Number of nodes per InP 40

Inter-provider link bandwidth capacity unif distrib.[400,600]

Inter-provider link delay
Inter-provider link reliab
Inter-provider link cost

Intra-provider link bandwidth capacity
Intra-provider link cost

Intra-provider link delay

Inp connectivity probability

unif distrib.[1,100]
unif distrib.[0.88,1]
unif distrib.[10,50]
unif distrib.[200,300]
unif distrib.[1,50]
unif distrib.[1,6]

0.5

Node CPU capacity unif distrib.[200,300]
Substrate node connection probability 0.5

Slice Request:

parameter Value

No.of VNFs per request uni.distrib.[3,15]
Arrival distrubution poison

Node cpu uni.distrib.[1,20]
Bandwidth demand uni.distrib.[1,50]
Bandwidth delay uni.distrib.[50,200]
Mean arrival rate 2-14 requests per 100 time units
Life-time 1000 (mean)

3.6.3 Result Analysis

In this section, we analyze the performance of the proposed RL-based algorithm against the bench-
mark algorithms discussed in Section 3.6.1 considering both offline and online scenarios, in terms
of acceptance ratio, revenue to cost ratio, average cost per accepted SFC request, and the request
processing time. These performance metrics were explained in Section 2.4.1. The obtained results

for the different scenarios are discussed in the following sub-sections

Offline scenario

In this section, we discuss the results obtained from the scenario considering offline demands. The
results in Fig. 3.8 correspond to experiment 1 of this scenario in which the impact of substrate network
size is analysed by varying the number of InPs from 4 to 12 considering an offline demand size of
3000 requests. From the results in Fig. 3.8a, as the number of InPs increases, the AR performance of
all approaches increases. This is expected due to the increased amount of resources in the network.
The proposed RL algorithm results in the highest value of AR with an average value of 47.63%
while the rest of the approaches resulted in an average value of 41.66%, averaged across the different
number of InPs. This is due to the fact that the RL approach jointly considers both cost minimization
and reliability enhancement when mapping the request which leads to load balancing in the network,
hence, avoiding link bottlenecks especially for a small number of InPs as reflected from the results.
From Fig. 3.8b, DistNSE results in the best performance in terms of mapping cost with low InP

numbers, but this performance degrades as the number of InPs increases. This is due to the fact
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Figure 3.8: Scenario 1-Experiment 1: Impact of substrate network size for offline scenario

that DistNSE allows each InP along a given path to compete for only the sub-SFC selected by the
immediate preceding InP along the path. This degrades the performance of this algorithm especially
as the number of InPs along the path from source to destination increases, since the InPs at the far
end of the path cannot compete for the VNFs selected by earlier InPs in the path. Overall, the RL
approach results in the best performance in terms of mapping cost with an average cost of 4382.91
followed by E-DistNSE with an average cost of 4399.72 for each admitted request averaged across
all substrate size. From these results, the E-DistNSE results in 5% improvement in terms of cost
performance with no additional execution time compared to DistNSE whose average cost value per
admitted request is 4632.69, further justifying the proposed enhancements to the DistNSE algorithm.
The results in Fig. 3.8c show that the proposed RL based algorithm results in the best performance in
terms of service reliability with an average value of 0.163, implying that on average, each request
has a 16.3% chance of not experiencing a QoS violation during its life-time. This is followed by
Reliab-DistNSE, DistNSE, and E-DistNSE with average values of 0.129, 0.03 and 0.03 respectively.
The good performance of the RL and Reliab-DistNSE in terms of service reliability is expected since
these incorporate this parameter while mapping the request as opposed to DistNSE and E-DistNSE.
The processing time of the RL algorithm is relatively constant for the different network size with an

average value of 5 milliseconds for each admitted request. This is expected since the input size of the
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Figure 3.9: Scenario 1- Experiment 2: Impact of the number of offline requests

policy neutral network is constant for all the different network size. However, the time complexity of
the rest of the algorithms exhibit a non-linear growth with the number of InPs. This is due to the fact
that these algorithms involve computing all inter-domain paths from source to destination which is

complex with a big network size.

The results in Fig. 3.9 correspond to experiment 2 of the offline scenario in which the impact
of demand size is analysed by varying the number of offline demands from 200 to 800 demands
considering 12 InPs. From Fig. 3.9a, the RL algorithm results in the highest performance in terms
of acceptance ratio with an average value of 62.09% across the different demand size which a 5%
improvement compared to the rest of the algorithms whose average AR value is 57.0%. The results
in Fig. 3.9b reveal that RL results in up to 20% improvement in terms of mapping cost compared
to DistNSE with an average value of 4542.81 per admitted request across the demand different
sizes. This is followed by E-DistNSE, Reliab-DistNSE and DistNSE with average values of 5127.47,
5179.74 and 5683.47 respectively. These results again demonstrate that the proposed enhancements
to the DistNSE algorithm results in an improvement of up to 10% in terms of mapping cost compared
to the conventional DistNSE algorithm. The results in Fig. 3.9c show that Reliab-DistNSE results in
the highest service reliability with an average value of 15% followed by RL with an average value of

13% across all demand size, further demonstrating the capability of RL to intelligently balance the
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resource consumption cost and the service reliability requirements. E-DistNSE and DistNSE results

in 2% and 1% service reliability respectively.
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Figure 3.10: Experiment 1- Impact of substrate network size for online scenario

Online Scenario

This section discusses the results obtained from the scenario considering online demands. The results
of Fig. 3.10 correspond to experiment 1 of the online scenario in which the impact of the substrate
network is analyzed by varying the number of InPs from 4 to 10 considering arrival rate of 4 users per
100 time units for a total of 40000 time units. From Fig. 3.10a, the AR performance of all algorithms
improves with increase in the number of InPs as expected due to an increased amount of network
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resources, with the RL algorithm resulting in the highest AR performance with a value of 99.74%
averaged across all substrate network size. The average value of the other algorithms is 98.0%. From
Fig. 3.10b, the proposed RL algorithm results in the highest value of revenue-to-cost ratio with
average value of 0.60 and this is followed by DistNSE, E-DistNSE and Reliab-DistNSE with average
values of 0.52, 0.50 and 0.49 respectively averaged across the different InP size. The reason for the
superior performance of the proposed RL algorithm in terms of revenue-to-cost ratio is due to its
ability to admit requests of big size, resulting in higher revenue compared to other algorithms. This is
evident from Fig. 3.10f in which the QoS violation cost for the RL algorithm is the highest with an
average value of 167147.1774 with DistNSE as an example having an average value of 166784.0736
averaged across the different InP size; yet, the average service reliability per request for the RL
algorithm is 0.467 while that of DistNSE is 0.295 as shown in Fig. 3.10c. This means that even with
more counts of service QoS violation, the revenue forfeited by the DistNSE based algorithms is lower
since the requests involved are of small size, hence, less revenue and mostly likely fewer in number
(due to lower AR performance), as compared to those admitted by the RL algorithm due to its inherent
load balancing attribute. From Fig. 3.11c, Reliab-DistNSE and RL result in the best performance
in terms of availability with average values of 0.529 and 0.467 respectively. This is expected since
these incorporate service reliability attribute during the solution computation. These are followed
by E-DistNSE and DistNSE with an average values of 0.30 and 0.295 respectively. As reflected in
Fig. 3.10d, the average execution time for all the algorithms is fraction of seconds for small numbers
of InPs. However, as the number of InPs increases, all the algorithms aside from RL exhibit a drastic
increase in execution time due to the paths computation strategy of these algorithms. The average
execution time of the RL algorithm is 0.3 seconds which is approx. 80% improvement over the other
algorithms. This is followed by E-DistNSE with 2.2 seconds, and DistNSE and Reliab-DistNSE each

with average value of 2.4 seconds, making RL a well suited approach for delay sensitive applications.

In the results shown in Fig. 3.11, the impact of the size of service requests is analyzed by varying
the number of VNFs of each request from 3 to 15 considering arrival rate of 4 users per 100 time
units for a total of 40000 time units and 6 InPs. From the results of Fig. 3.11a, the AR performance
of all the algorithms degrades as the number of VNFs for each request increases. This is due to the
fact that as the number of VNFs increases, the probability of the different VNFs finding candidate
InPs to host them decreases due to the reduced amount of resources in the network, especially along
the inter-domain links, since in this case, the different VNFs are more likely to be mapped across
multiple InPs. The proposed RL algorithm results in the highest AR performance with an average
value of 56.76% (ie 15% improvement) averaged across the different VNF numbers. The rest of
the algorithms result in almost the same AR performance with an average value of 41.0%. The RL
algorithm results in a superior performance, especially with high VNF numbers, due to the load
balancing attribute that is inherent in this algorithm which leads to a reduction in the number of
link bottlenecks in high traffic load. The results of the average provisioning cost (sum of mapping
cost and QoS violation cost) are shown in Fig. 3.11b, the RL algorithm results in the lowest average
provisioning cost per admitted request with an average value of 297,210.28 (5.1% improvement
compared to DistNSE ) followed by Reliab-DistNSE, DistNSE, and E-DistNSE with average values
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of 313,157.52, 313,307.63 and 313,473.73 respectively. The superior performance of RL is attributed
to the fact that it considers both reliability and cost in mapping the request, hence, incurring low
costs in terms of mapping and QoS violation cost. The average processing time per admitted request
of all the algorithms tends to grow with the number of VNFs as reflected in Fig. 3.11d. This is
expected due to the intra-domain mapping overhead. However, for this case, all algorithms process
each request in fractions of a second with the average processing time of the RL algorithm being
40 milliseconds while that of other algorithms is approximately 56 milliseconds. As expected, the
RL and Reliab-DistNSE result in the highest service reliability with an average value of 0.52 and
0.48 respectively as reflected in Fig. 3.11c. The results in Fig. 3.12 correspond to experiment 3 of the
online scenario in which the arrival rates of the requests is varied from 2 to 14 considering 6 InPs.
The results in Fig. 3.12a show that the RL algorithm results in the highest performance in terms of
AR with an average value of 72.722 (26.3% improvement) with the rest of the algorithms having
an average AR performance of 53.3%. The running time of all algorithms tend to increase with the

number of arrivals, with all algorithms executing in a fraction of seconds for this case.

3.7 Conclusion

This chapter has incorporated service reliability consideration to the problem of multi-domain service
orchestration. A request partitioning algorithm relying on a policy neural network has been proposed.
The algorithm is shown to result in up-to 26% improvement in terms of acceptance ratio and up-
to 10% improvement in terms of provisioning cost in some scenarios compared to a state-of-art
benchmark algorithm. Moreover, the proposed algorithm is found to be scalable with change in both
network and request size, executing in polynomial time in both cases. In addition, the Chapter has
proposed an enhancement to a state-of-the-art algorithm resulting in up-to 10% and 5% performance

improvement in terms of acceptance ratio and mapping cost respectively.



CHAPTER

A multi-stage graph aided algorithm for distributed

Service Orchestration

4.1 Introduction

The thesis proposal in chapter 3 adopts a centralized scheme in which a centralized entity relies on
the disclosed global information to make decisions about the different InPs for hosting the requests.
However, such an approach which is also adopted in [7, 11-13,19,35-37,47-50,62,63,93, 117] may
not be scalable when considering large scale networks, due to the excessive overhead imposed on
the central decision entity. Moreover, any malfunction within that entity affects the performance of
the entire system. This motivates the adoption of distributed algorithms in which the orchestration
decision involves participation of different InPs, rendering them more suited for dynamic network
environments and limited information disclosure scenarios. However, conventional distributed
approaches are penalized by an increasing processing delay and signaling overhead as the number of
participating InPs increases, hence, compromising their scalability. In light of the above, this chapter
seeks to address the above challenge by proposing an algorithm for the distributed provisioning of
service requests across multiple infrastructure providers which targets to minimize both, the number
of InPs participating in the service orchestration process, and the average number of messages
processed by each of the participating InPs.

The rest of this chapter is organized as follows: Section 4.2 introduces a description of the
problem addressed in this Chapter. Then, the distributed algorithm proposed for solving the above
problem is discussed in Section 4.3 including its time-complexity analysis. The performance of the

proposed algorithm is evaluated in Section 4.4 and the chapter is concluded in Section 4.5.

4.2 Description of the problem

Similar to the proposal in Chapter 3, the target of the distributed orchestration algorithm introduced
in this chapter is to minimize the average provisioning cost for each admitted service request. In
principle, minimizing the provisioning cost of any request minimizes the operational cost of the
service provider and maximizes the resultant net revenue, which is aligned with the target of NSPs in

practice. Moreover, the thesis considers a practical scenario where the cost for each unit of any node
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or link resource may vary across different InPs. In this chapter, the provisioning cost of any request

is considered to be influenced by the following cost components:

* Energy consumption cost associated with running the different VNFs onto the substrate nodes

of the different domains.

* Transmission cost of transferring the user traffic from the ingress node to the egress node along

all the intermediate links.
* Processing cost incurred for processing the user traffic at the different VNFs traversed.

Note, however, that other cost components, such as VNF instantiation, could be easily integrated into
the adopted cost model of the algorithm. Therefore, the multi-domain service orchestration problem
targets to minimize the average provisioning cost for each admitted request, and mathematically
formulated as:

Minimize —— Z Cr(Gv) 4.1)

where C}(Gw) is the provisioning cost for a request 7 € R4, and R4 denotes the set of all admitted
requests, with | R 4| being the cardinality of that set. In order to evaluate Cy(Gv), the following
binary variables are introduced: o] € {0, 1} =1 if the request virtual link [, is provisioned by the
intra-domain edge e € E¥ of domain k € K, zero otherwise; 06”“5 € {0,1} =1 1f the request virtual
link [,,,, is provisioned by the inter-domain edge e;,; € Fjy:, zero otherwise; y 6 {0,1} =1 if the
request virtual node n} is provisioned onto substrate node n¥, zero otherw1se. Then, the request

provisioning cost can be evaluated as:

CrGuy= Y>3 of % pr
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where the first and second terms of Eqn. 4.2 correspond to the transmission costs due to the use
of the intra-domain and inter-domain substrate edges, respectively, and the third and fourth terms
correspond to the processing costs, due to the use of the selected substrate nodes, and the energy
costs, respectively. The parameter £,,x from the energy cost term denotes the energy consumption at
node n*, and Y., denotes the cost per unit of energy consumption. E, ), is computed using the model
adopted in [89] as follows:

By = cidle [y — cide] s 4.3)

k
s L

zdle

where e* bu.sy denote the idle and peak power consumption of the node n . The term U il refers

to the ut111zat10n level of substrate node n

The optimization of Eqn. 4.1 is performed while adhering to constraints specified in Eqns. 2.6-
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2.13 as introduced in Chapter 2. Given the NP-hard nature of the above problem formulation, this
chapter proposes a multi-stage graph aided heuristic that targets to achieve near-optimal solutions
within feasible run-times, while preserving the privacy of the participating InPs. The proposed

algorithm is introduced and described in the following section.

4.3 Proposed algorithm for distributed service orchestration

This section introduces the proposed multi-stage graph aided algorithm , denoted as ML in the
remainder of the chapter, for distributed orchestration of service requests across multi-domain net-
works. Specifically, the steps involved in the algorithm execution, including their corresponding
pseudo-codes, are described. For the multi-domain service deployment problem, the service em-
bedding algorithm targets to obtain a set of InPs that minimizes the service deployment cost while
satisfying the request requirements. Given the large number of possible combinations for mapping the
different VNFs of the request, this problem is computationally intractable. Hence, looking for exact
solutions becomes unfeasible, especially for large network scenarios. This is further exacerbated by
the reluctance of InPs to disclose information related to their internal topology or policies. This way,
it makes conventional heuristics, based on full information exposure, unfeasible for this problem.
With this motivation, this chapter proposes an approach that obtains the provisioning solution in
three phases that will subsequently be described, with the aim to reduce the problem dimension
successively. The proposal is able to obtain near-optimal solutions in practical run-times while

preserving the privacy of the different InPs.

The algorithm consists of 3 main steps: a Candidate InP identification, a Message exchange and
a Consensus step. The proposed algorithm uses a candidate search technique to identify potential
InPs that can host a fraction or the whole request. Then, these candidate InPs are used to build a
multi-stage graph, where, at each stage, all the candidate InPs of a given VNF are represented as
a different node, and the interconnecting edges between the nodes of consecutive stages are the
available inter-domain substrate paths. Using this multi-stage graph, a message block is constructed
at the leftmost stage (source end) and propagated upstream towards the destination node. Each node,
through which the message block passes, updates the received message block by increasing the
cumulative mapping cost, the total cumulative delay and the list of traversed nodes, before forwarding
this message block to all the nodes of the next stage. At the output end, the message block associated
with the least cost value is chosen as the optimal message block, and the nodes through out which
this message block was transiting are chosen as the optimal nodes/InPs for embedding the request. A

detailed description of these three steps follows below:

4.3.1 Candidate InPs Identification step

This step exploits the fact that each request virtual node of a given SFC is constrained by a func-
tion/resource and location requirement. Similarly, the corresponding virtual links between any two

virtual nodes are considered to be constrained by a delay and a bandwidth requirement. Therefore,
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each request virtual node of a given request may only be served by a subset of the available InPs that
satisfy the associated constraints. The aim of this step is to associate each request virtual node with
a set of InPs that can satisfy its associated constraints. Different to approaches such as in [35], in
which all domains participate in the distributed solution computation, selecting a subset of InPs to
participate in the solution computation minimizes the execution time of the algorithm and the amount

of signaling information exchanged among the involved participants.

Whenever a request arrives, the master Orchestrator (MO) compares the specifications of the
request with the global information disclosed by the orchestrators of the different administrative
domains, with the goal of identifying the potential domains that could host the SFC request. The set
of candidate InPs is obtained by matching the virtual nodes location and resource type constraints
with the disclosed information of each InP, and also by matching the virtual links’ constraints with
the inter-domain links’ attributes. Thus, for an InP to be among the candidate set of InPs for a given
request virtual node 1, the set of offered resource types disclosed by this InP must include the function
type of node i, and the geographical span of that InP must include the acceptable location of this
virtual node. Similarly, for two consecutive request virtual nodes ¢ and j to be hosted by InP A and
InP B, where A— B, there should exist an inter-domain path between InP A and InP B that satisfies
the constraints of virtual link ¢ — j. If we denote by 'y, [ oc™ and nffn 7 as the geographical span of
InP k, the desired location of virtual node n}, and a set of VNF types that can be provisioned inside

InP k respectively, then an InP is considered a potential candidate for virtual node n} if f:
loc™ € Ty, (4.4)

P E Mhns 4.5)

Equation 4.4 requires that the acceptable location of virtual node n} lies within the coverage span
of InP k. From equation 4.5, such an InP should support the resource type required by nf. The
pseudo-code of the candidate InPs Identification step is shown in Algorithm 2. The algorithm starts
by initializing the set of candidate InPs for the request, C'andy, to an empty set. Then, for each virtual
node nf) € N, of the request, the algorithm extracts all InPs that satisfy the resource type constraint,
location constraint and also have a feasible connection (in terms of bandwidth and delay) between the
source node S, and destination node 7,,, as potential candidates for this virtual node n}, and stores
these in the set Cand™ . In the case that any VNF has no potential candidate, the request is rejected
at this point. Otherwise, the algorithm returns the candidate set C'and’, made up of candidates for all

the virtual nodes of the request.

4.3.2 Message Exchange Step

The Message exchange step can also be viewed as a distributed computation step involving each
candidate InP of the request forwarding Message Blocks (MBs) to a given subset of candidate
InPs in order to deduce a mapping solution. The Message exchange is guided by a multi-stage

graph constructed by the MO and based on the obtained candidate InPs. The leftmost stage in the
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Figure 4.1: An illustration of a multi-stage graph for a request in which the traffic has to traverse 3
VNEs. In this case, InP A is a candidate for both VNF1 and VNF2.

graph corresponds to the source node (originating InP) and the rightmost stage corresponds to the
destination node (terminating InP). Each intermediate stage of the graph corresponds to a specific
required VNF of the request. The nodes considered at each stage of the multi-stage graph are the

candidate InPs for the provisioning of the VNF at that stage.

An example of such a multi-stage graph is shown in Fig. 4.1 for a request in which the traffic
has to traverse three VNFs, a single source and a single destination, and candidate sets for the VNFs
being: VNF1={A, B}, VNF2={ A4, C'}, VNF3={D, E'}. The connection between any two InP nodes
X and Y from adjacent stages of the graph, where X Y, corresponds to the physical path connection
between the peering nodes connecting InPs X and Y. As such, the weight parameter wxy stands
for the weight of that path in terms of features such as delay, residual bandwidth, and monetary
cost, among others. For the particular case of the same InP being a candidate for two consecutive
VNFs, (i.e., X=Y), the connection path and weight metric wxy corresponds to the intra-domain path
between the candidate hosting nodes of these VNFs. Each node £ in the graph is characterized by a
parameter ¢ which represents the undisclosed information matrix of the corresponding InP. This
includes the cost per unit of resource and the internal topology, among others, attributes that are only

known by the specific domain orchestrator.

To understand the executed procedure of this step, and using Fig. 4.1 as an illustrative example
of a possible multi-stage graph for an SFC with 3 VNFs, we define the following terms:
o Message Block (MB): This denotes a single message unit built as a tuple </ D_track, Edge_track,
Costeum, Déleym>. The I D_Track component, which is initialized as an empty list, stores all the
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Algorithm 2 Candidate InPs Identification Algorithm
Input:G4,G,,
Output: Candidate set,C'and;,
Initialise: Cand,={)
for Each virtual node n¥, € N, do
Cand™ = ¢
for Each Inp k € K do
if " €T, AND p € nffnf then
if dijkstra(k,S,, ) AND dijkstra(k,t,, )# Inf then
| Add k to Cand™
end
end
end
if Cand™ = ¢ then
| Reject Request
end
else
| Add Cand™ to Cand’,
end

end

1 Ds of the nodes/InPs that have modified the message block at the different stages (i.e., feasible
candidates for the different VNFs through which the MB has traversed) from source to destination. As
an example, if a message block from the source InP traverses InPs B,C,D before reaching the terminal
node, then, the I D_T'rack for this MB at the terminal node will be , I D_Track = [sy, B,C, D, 7y].
The Edge_track, initialized as an empty list, stores all the inter-domain edges that have been
traversed by the message block from source to destination. Considering the above example in which
ID _Track = [sy, B,C, D, 1,], then Edge_track = [s,-B, B-C,C-D, D-t,] at the terminal node.
The Cost ey and Delgy.,, components, initialized to zero both of them, capture the cumulative cost
and delay respectively along the different paths traversed by the message block (computing for both
nodes and links) from source to destination. Note that each message block corresponds to a possible
mapping solution from the source node to the VNF corresponding to the last index in ID_T'rack.
We denote by M B the message block sent from node n to node m. Note that, in this case, the stage
of node n has to be to the left of that of node m.

e Message Block Set (MBS): This denotes a set of one or more message blocks.

e Optimum Message Block (M B,,): This denotes the message block from the message block set
that has the least cost value among all valid message blocks in that set.

o Pushing node set, k:gu <, The pushing node set of a given node k € K at stage n of the multi-stage
graph denotes the set of all nodes in the preceding stage (n — 1) to which the node k& has a feasible
connection. Any node in such a set is called a pushing node with respect to k. As an example,
the pushing node sets for the nodes in the third and fourth stages of Fig 4.1 are: Af;us n = {4, B},
Cﬁ’ush ={A, B}, D;Jlush ={A,C}, E;lush ={A,C}

e Receiving node set, k. .: A receiving node set with respect to node k£ € K at stage n refers to the

> 'rec
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set of all nodes in stage (n+1) to which the node k has a feasible connection. As an example, the

receiving node set for node C'is C3,, = {D, E}.

Then, the execution of the Message exchange step is as follows:

Starting from the leftmost stage (source node), the MO initializes N message blocks, where NN is
the number of candidate InPs at the next stage (i.e. the size of the receiving node set for the MO.
This is equal to 2 for the source node in Fig. 4.1), with each message block M B}, intended to be
forwarded to a specific receiving node n. Then, for each receiving node n, it computes the shortest
available path from the source node to node n, and obtains the delay, cost and the inter-domain edges
constituting this path. Then, for each message block M Bj;, to be forwarded to each receiving node
n, the MO appends: its index into the I D_T'rack component, the obtained inter-domain edges into
the Edge_track component, and the cost and delay values to C'ostcym, and Delayey, components,
respectively. Then, the MO forwards to each receiving node n the corresponding MB, i.e. M By,
for further processing. On receiving the MB, each node n at stage [ (I = 1 if received from the source
stage) identifies the receiving node set (i.e., the candidate nodes at stage (I + 1)) from the multi-stage
graph. Note that these are the candidates of the VNF to be enumerated in the next round. Then, for
each node m, among the receiving candidates, node n performs the following steps:

n,m

e Obtains the optimal message block M B,

from all the message blocks it has received. The
M B;" refers to the message block at node n with the least cost among the feasible message blocks
to be propagated to node m. A message block is feasible to be forwarded to node m of the next stage
if: i) the node m is not already part of the I D_track, unless it is the same as the current sending
node (i.e., it is a candidate for both the current VNF and the next VNF, implying m=n); i) the sum
of Delayc,m and the additional intra-domain delay to the substrate node where the VNF is to be
mapped inside node n does not exceed the acceptable delay.

e Obtains the available shortest path from node n to node m. Note that this path should not include
n,m

already used edges that appear in the Exdge_track of the M B,

. This is done in order to guarantee
that the user traffic from source to destination does not traverse the same edge twice. The intra-domain
delay and the intra-domain cost (for nodes and links) is evaluated and added to the delay and cost of
the obtained shortest path from n to m. These are then used to increase the Delaycym, and Costeym,
respectively, of the M Bg];;n. Also, the index of node 7 is added to the I D_Track component.

o Forwards M BZI;T to node m. Node m and the following ones will also execute the same steps until
the message blocks will reach the last stage. In the case that a node is unable to push a message block
to at least one of the nodes of the next stage, that node mutes all the received MBs and sends back a
mute message to the M O. In the event that all the candidate nodes at a given stage have responded
with a mute message, the request is rejected, and the algorithm execution stops, since this means that
there is no feasible connectivity between the current VNF and the VNF corresponding to the next

stage.
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4.3.3 Consensus and Binding step

Once the node at the last stage of the graph has computed its associated M B,;, it forwards its
M B, back to the MO, the MO then selects the /. D_track component of the message block with
the lowest cost as the definitive mapping solution for the SFC request. This is constituted by IDs of
InPs that result in the least mapping solution from the source to the destination. Finally, the resources
across the inter-domain links and those inside the selected domains are reserved for deploying the

request.

In possible situations where the last stage could be associated with multiple nodes ( e.g., in case
of multiple alternative servers in which the user may access content), then each of the nodes in the
last stage computes its corresponding M B,,,; and forwards it to the MO. This then selects the M B,
with the least cost as the definitive mapping solution. If this algorithm is to be executed in a fully
distributed fashion, the execution of this step implies that the candidates of the last stage know each
other (through the multi-stage graph which can be shared by the MO with all the candidate nodes).
Then, once each node in the last stage of the graph has done its internal computation and evaluation,
it forwards a copy of its resulting M B,,; to each of the other candidates in this stage. Then, each
node inspects all the M B,,; messages at its disposal including its own. If the M B, of such a node
has the lowest cost value, the node sends a “back — of f” message to all the rest of the nodes, and
it forwards its own M B,,,; to the MO from which the definitive mapping solution is chosen as the
ID_track component of the M B, with the Fdge_track indicating the inter-domain edges of the

solution.

Algorithm 3 Distributed Computation Step

Input: Multi-level Graph, G,
Output: Mapping Solution
j=0

while j < J do

for Each level j € J do

for Each recepient node m at level (j + 1) do
Rec_M B™=[] > Collect received MBs

for Each forwarding node n at level j do
Evaluate the optimal MB, M B,,,; € Rec_M B"

Update M B,
if n==Terminal node then
Return M B, > Chosen mapping solution

end

else
| Forward M B, to Rec_MB™
end

end

end

if Rec_M B™ ¥ m at level (j+1) then
| Reject request

end

j=i+l

end
end
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4.3.4 Time complexity analysis

The main steps of the proposed algorithm are: the computation of the candidate sets of InPs for each
VNF of the request; the processing and forwarding of message blocks from each node at each stage
towards the receiving nodes of the next stage; and the selection of the InP set for the provisioning of
the request. The time complexity of extracting a candidate set of InPs for each request virtual node is
linear in terms of the number of InPs K, ©(K). The messages exchange step involves the use of
the Dijkstra algorithm to compute the shortest path between each node ¢ at stage n and each node j
at stage (n+1) of the multi-stage graph, where i # j, as well as the evaluation of the intra-domain
cost for the mapping of the VNF corresponding to stage n. The time complexity associated with
the shortest path computations can be approximated as O((2Cy + (M — 3)C%,) x |K|log(|K|)) ~
O((V — 3)C%) x |K|log(|K|)), where C is the number of candidate nodes for each VNF (in
practice, this may be different for the different VNFs, and the same InP may be a candidate of
more than one VNF). V' is the number of stages in the graph, including those corresponding to
the ingress and egress nodes. The time complexity of the intra-domain cost evaluation depends
on the specific single domain algorithm used for the intra-domain mapping. In this work we used
the algorithm we proposed in [84] with some modifications to suit the mapping of chained Sub-
SFCs. In general, the time-complexity of the entire proposed algorithm is guaranteed to be less than
O([(V —3)C%) x |K|log(|K|)] + [K x (|Ny| — 3)Ns) x | Ns|log(|Ns|)]), where N, is the number
of VNFs and N is the number of substrate nodes for an InP. In practice, the different InPs can only
support a finite number of VNFs, hence, limiting the number of candidates for each VNF. Moreover,
due to the finite number of VNFs that can be supported by each InP (due to resource type and capacity
constraints), the number of possible candidates for each VNF decreases as the SFC size increases,

binding the time complexity of the algorithm as the SFC size increases.

4.4 Performance evaluation of the proposed algorithm

In this section, the performance evaluation of the proposed algorithm is described including a de-
scription of the simulated scenarios and a discussion of the obtained results. The performance of the
proposed algorithm is evaluated against the following bench-mark algorithms:

o Distributed Network Service Embedding (DistNSE) algorithm proposed in [19]. DistNSE exploits
the disclosed public information to compute feasible paths between source and destination nodes,
and from that, the path with the least cost is chosen for mapping the service request. By considering
all possible paths from source to destination to obtain all feasible solutions, the benchmark DistNSE
algorithm is optimal in terms of acceptance ratio, hence, it becomes a suitable algorithm for perfor-
mance bench-marking. In this comparison, the thesis considered the best performance scenario of the
DistNSE algorithm, in which all feasible paths from the ingress to the egress nodes are evaluated,
and from them the best path was selected.

o Multi-level Aggregation Algorithm (MuL-Ag). The thesis designs this as a benchmark algorithm
with its execution being similar to the proposed Mu L algorithm. However, at each stage, instead of

each node evaluating the optimal message block to be forwarded to the nodes of the next stage, that
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node aggregates/combines all the received messages into a message set and forwards all these to the
next stage nodes as it is the case adopted by distributed algorithms in literature [35]. The target of
this design is to demonstrate the gain resulting from the technique proposed by the thesis of only

sending a single message from a node to another given node.

4.4.1 Simulation environment and settings

The performance evaluation is done considering a substrate network with InPs varied from 4 to 12
depending on the experiment under consideration, with each InP being modeled by a real network
topology, namely a BIC topology [112]. The specific values of the different simulation parameters

and settings for the substrate network and service requests are given in Table. 4.1.

Table 4.1: Simulation parameters for the multi-stage graph based distributed algorithm

Substrate Network:

parameter Value

Number of InPs 4-12

Inter-Inp connection probability 0.4

Number of nodes per InP 33

Node CPU capacity unif distrib.[200, 300]
Link bandwidth capacity unif distrib.[200, 300]
Link delay unif distrib.[1, 6]
Processing cost per 1 GB of data, "+ unif distrib.[$0.15, $0.22]
Transmission cost per 1 GB of data, (¢ unif distrib.[$0.05, $0.12]

Processing delay of a packet at each VNF unif distrib.[0.0045, 0.3] milliseconds
Service Request:

Parameter Value

Number of VNFs per request unif.distrib.[2, 10]

Packet rate, p” unif.distrib.[400, 4000] packets/s

Packet size 64KB

Mean arrival rate 2-10 per 100 time units

Arrival distribution Poisson

Life-time Exponentially distributed with mean 1000

4.4.2 Results and discussion

This section presents and discusses the results obtained from the different experiments conducted
considering both online and offline behavior of service requests. The performance is evaluated
considering metrics of average acceptance ratio, average provisioning cost per admitted request,

average revenue and average request provisioning time as described in Section 2.4.1:

Offline scenario

This section presents and discusses the results obtained from different experiments considering the

offline scenario:

In Experiment 1, whose results are shown in Fig. 4.2, the impact of the demand size on the
performance of the algorithms is analyzed by varying the number of requests from 100 to 600

requests considering 10 InPs. From Fig. 4.2a, the 3 algorithms have the same competitiveness
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Figure 4.2: Experimentl: Impact of demand size for offline scenario.

(within a 4% margin) in terms of acceptance ratio, with an average value of: 27.0%, 23.5% and
24.5% for MuL-Ag, DistNSE and MuL, respectively, averaged across all the tested demand sizes.
However, Dist N SFE results in the worst performance in terms of average mapping cost per admitted
SFC, with an average value of 5.45$, which is approximately 60% higher compared to MuL and
MulL-Ag, whose average cost values are: 2.11$ and 2.158$, respectively, averaged across the different
demand sizes. The poor performance of Dist/NSE in terms of mapping cost is attributed to the
fact that in Dist NS FE, InPs can compete only for the previously mapped sub-SFC, as opposed to
the multi-stage algorithms, in which an InP can compete for any sub-SFC of the request as long
as it is a valid candidate. The results in Fig. 4.2c demonstrate the superior performance of MuL

algorithm in terms of average processing time per admitted request, with an average value of 1.35
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Figure 4.3: Experiment 3: Impact of request size for offline scenario

seconds across all demands. This translates into a performance improvement of 44.1% and 88.79%
compared to MulL-Ag and DistNSE, respectively, whose average values are: 2.45 seconds and
12.1 seconds. For the M u L algorithm, each node at a given stage forwards a single message block
to each receiving node at the next stage, this results in a lower processing load at the receiving
nodes, hence, reducing the execution time compared to M uL-Ag, in which each node forwards all
aggregated message blocks to each receiving node at the next stage. In terms of average revenue per
admitted request, MuL is as competitive as Mul-Ag (within a 2% margin), and results in a 4.4%
improvement compared to Dist N S E, as shown in Fig. 4.2d. Moreover, the average revenue for each
admitted request tends to decrease when increasing the demand size, due to the decreased resources
in the network, making it increasingly difficult to admit requests with high revenue. In summary,
experiment 1 has demonstrated that M u L results in a better performance in terms of mapping cost
and execution time compared to Dist NSE. In terms of AR, cost and average revenue per admitted
request, it is found to be as competitive as MuL-Ag, yet, achieving up to a 44.1% improvement in

terms of execution time.

Experiment 2, whose results are shown in Fig. 4.3 analyses the impact of the request size, by
varying the number of VNFs from 3 to 13 considering 10 InPs and a demand size of 100 requests.
From Fig. 4.3a, the average mapping cost per admitted request for all the 3 algorithms tends to
increase as the number of VNFs per SFC increases. This is something expected since SFCs with more
VNFs are associated with a higher consumption of both node and link resources, resulting in a higher
provisioning cost. However, like in experiment 1, Dist N .S E results in the worst performance in terms
of cost, with an average value of 9.97$, which is 33% higher than MuL-Ag, whose average value
is 6.67%, and 44.7% higher than Mu L, whose average cost value is 5.523$. The poor performance
of Dist NSFE in terms of mapping cost is largely attributed to the inability of the different InPs
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Figure 4.4: Experiment 3: Impact of substrate network size for offline scenario.

along the different paths to compete for all the sub-SFCs that they could potentially map, as they

only compete for the previously mapped sub-SFC. The results in Fig. 4.3b demonstrate the superior

performance of the MwuL compared to MulL-Alg in terms of average execution time per admitted

request. In general, the average execution time per admitted SFC grows with the increase in the
number of VNFs per SFC for the 3 algorithms. This is expected since each additional VNF (and

hence, virtual link) comes with an extra processing time of any intra-domain mapping. However, as

observed, the time complexity of Mul-Ag tends to grow exponentially when increasing the SFC

size, resulting in an average value of 17.03 seconds, which is 86.3% worse than the M« L, whose

value is 2.33 seconds, averaged across all SFC sizes. This is attributed to the fact that, as the number

of VNFs increases, the number of stages of the multi-stage graph increases. As a result, the number
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of messages received by each node increases drastically for the MwuL-Ag algorithm, especially for
the nodes at the rightmost stages, this increases the computational load at these nodes, resulting into
extremely high execution times. On the other hand, for the M w L algorithm, each node forwards only
a single message block to each node at the next stage. Therefore, the number of messages received
by a given node at a given stage is only dependent on the number of pushing nodes in the preceding
stage, and not on the stage depth of the node. The DistNSE algorithm results in a 83.4% increase in

terms of execution time compared to M uL, with an average value of 14.17 seconds.

In Experiment 3 whose results are shown in Fig. 4.4, the impact of the substrate network size
is analyzed by varying the number of InPs from 4 to 12. The 3 algorithms have a close performance
in terms of AR (an approx. 4% difference) with average values of: 37.0%, 33.0% and 35.8% for
the MuL-Ag, DistNSE and MulL algorithms respectively. Moreover, the AR performance of the
algorithms slightly improves as the number of InPs increases due to an increase in the amount of
available resources. The results in Fig. 4.4b show that the average mapping cost per admitted SFC
for the 3 algorithms tends to increase as the number of InPs increases. This is attributed to the fact
that, increasing the number of InPs, increases the prospects of admitting requests with more VNFs
and resource requirements, which are associated with higher costs. Moreover, the probability of
traversing multiple inter-domain paths between ingress and egress nodes increases as the number
of InPs increases. However, this figure also reveals that M uL results in a 52.5% improvement
in terms of average mapping cost per admitted request compared to Dist N.SE, with an average
value of 2.54$ compared to 5.35$ from Dist NSE. The MuL-Ag results in an average value of
2.708, representing a 5.6% difference with respect to MuL. Moreover, in terms of execution time,
MulL results in a significant gain, especially as the number of InPs increases, with an average
value of 0.69 seconds, averaged across the different number of InPs, as shown in figure 4.4c. This
translates into a performance improvement of up to 15.9% and 98.0% compared to Mul-Ag and
Dist NS E, respectively, whose average processing times per admitted request are: 0.83 seconds and
34.4 seconds, respectively. The exponential growth in execution time of the Dist NS E algorithm
results from the path computation step of the Dist N S F, which requires computing all paths from
source to destination, which tends to grow fast as the number of InPs increases. In a similar way,
as the number of InPs increases, the number of candidate InPs (hence, nodes at each stage of the
multi-stage graph) increases. This increases the number of aggregated messages that are forwarded
between the different nodes of the multi-stage graph, hence, affecting the computational complexity
of the MuL-Ag algorithm, since, each node forwards all feasible message blocks to its receiving
nodes under this approach. The total revenue from the three algorithms is almost the same across the

different substrate network sizes, as shown in Fig. 4.4d.

The results from the above offline experiments have demonstrated that the M« L algorithm is
only 3% inferior compared to DistNSE and MuL-Ag considering the worst case scenario across
all applied metrics, yet, resulting in up to 86.3% and 98.0% improvements in terms of execution time
with respect to MulL-Ag and Dist N SE, respectively, in some cases. Moreover, all the experiments

revealed that the M« L algorithm executes in linear time. Finally, the DistNSE algorithm results in
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more than a 44.7% increase in terms of provisioning cost per admitted request compared to M u L for

all considered experiments.

Online scenario
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Figure 4.5: Experiment 4: Impact of arrival rate for online scenario

In this section we analyze the results obtained from the experiments conducted while considering
online requests. The results of the different experiments for this scenario are discussed below:

Experiment 4, whose results are shown in Fig. 4.5 analyses the impact of the arrival rate of the
requests considering 7 InPs for a total of 10000 time units. The AR performance results shown in
Fig. 4.5a reveal that the AR for all algorithms decreases when increasing the arrival rate. This is
expected since increasing the arrival rate results in an earlier exhaustion of the available resources,

leading to an increase in the request rejection rate. Moreover, Dist NS E and MuL have shown to
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Figure 4.6: Experiment 5: Impact of substrate network size considering online scenario

have the same competitiveness (i.e., within less than a 1% difference) in terms of AR, with average
values of: 36.03% and 37.2% for Dist N.SE and MuL respectively, averaged across all arrival rates.
MulL-Ag results in a higher performance with an average value of 42.45% ( a 5.3% improvement
over MulL) , due to the fact that it forwards all possible messages, increasing chances of finding
better solutions, albeit at the cost of higher run times. In terms of average cost per accepted SFC,
as shown in Fig. 4.5b, the average values of DistNSE, MulL-Ag and MulL are: 4.80%, 3.01$
and 2.648$, respectively. Therefore, MuL results in a 44.9 % improvement in terms of mapping
cost compared to Dist N SE, and a 12.2% improvement compared to MuL-Ag. Moreover, all the
algorithms execute in polynomial time for this scenario, with each algorithm executing even in
a fraction of a second, with average values of: 42.76 milliseconds, 39.89 milliseconds and 39.67
milliseconds, for the MulL-Ag, DistNSE and MulL, respectively, as reflected in Fig. 4.5c. The
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Dist NS E algorithm is able to achieve this performance because this experiment uses 7 InPs, which
is a relatively small number of InPs. For all the algorithms, the average processing time per admitted
request tends to decrease with an increase in the arrival rate. This is due to the fact that, as the arrival
rate increases, the number of feasible links and nodes with enough resources decreases, resulting
in a decreasing number of paths to be considered for the solution computation. From the results
of Fig. 4.5d, the average revenue per admitted request decreases as the arrival rate increases. This
is expected since, as the rate increases, the available resources decrease, hence, the prospects of
admitting requests returning a high revenue (i.e., usually those with a high number of VNFs and a high
resource demand specification) decreases, hence, affecting the average revenue per admitted request.
The average revenues per admitted request, averaged across the different arrival rates, for the different
algorithms, are: 595.8650141$, 570.1003804$ and 577.0008115$, for MulL-Ag, DistNSE and
MulL, respectively. Therefore, Mu L behaviour is inferior to MuL-Ag for less than 4%, and within

a 1% margin with respect to Dist NS E, in terms of revenue per admitted SFC.

In Experiment 5, whose results are shown in Fig. 4.6, the impact of the substrate network size
on the algorithms’ performance is analyzed considering an arrival rate of 5 requests for each 100
time units for a total of 10000 time units. MulL and Dist NSFE result in similar performance in
terms of average AR, with average values of: 51.25% and 51.81% respectively. MuL-Ag results in a
7% improvement in terms of AR with an average value of 58.64%. Moreover, the AR performance
of all the algorithms is shown to increase when increasing the number of InPs. This is expected
since increasing the number of InPs results in an increase in both node and link resources, hence,
improving the AR performance. For the considered number of InPs, the average execution times in
seconds per admitted request, for the three algorithms, are: 0.84, 4.54, and 0.73, for the Mul-Ag,
DistNSE and MulL algorithms, respectively, averaged over all InP values as reflected in Fig. 4.6c.
This result reveals that Mu L results in a 13.6% and a 83.9% improvement compared to M ulL-Ag and
MulL, respectively. Moreover, the execution time for all the algorithms increases when increasing
the number of InPs. This is expected since this leads to an increased number of paths from source
to destination for the Dist N S E algorithm, and an increase in the number of nodes at each stage of
the multi-stage graph of the MuL and MwuL-Ag algorithms. From Fig. 4.6b, the average mapping
cost per admitted request for all the algorithms tends to increase with the number of InPs. This is
attributed to the fact that, increasing the number of InPs, increases the prospects of admitting requests
with more VNFs and resource requirements, which are associated with higher costs. This is evident
in Fig. 4.6d where the average revenue per admitted request increases with increase in substrate
size. In this scenario, M uL results in a 48.0% and 15,2% improvement in terms of average mapping
cost compared to Dist NSE and MulL-Ag, respectively: 2.98%, 4.86$ and 2.528$, for MulL-Ag,
DistNSFE and MulL, respectively. The results of the average revenue per accepted VNR are: 612.4$,
554.0% and 552.7$ for MuL-Ag, DistNSE and MuL, respectively, revealing a close performance
(within less than a 10% difference) among the three algorithms in terms of this metric. The average
revenue per admitted request among all the algorithms increases when increasing the number of
InPs. This is expected, since, with an increased availability of node and link resources, the different

algorithms are able to map SFCs with a higher number of VNFs, hence, producing a greater revenue.
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The results from both online and offline experiments reveal that the proposed algorithm perfor-
mance is optimized in terms of acceptance ratio, execution time and embedding cost. Moreover,
the simulation results further reveal that the strategy of, for each InP node in the graph, processing
the received message blocks to only forward the least cost message block, significantly reduces the

execution time of the algorithm without degrading its performance.
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Figure 4.7: Experiment 6: Message exchange performance with increase in VNF size.

Analyzing the computation Overhead

In general, distributed algorithms have an inherent drawback of high signalling overhead in terms of
messages exchanged between participating nodes, especially with increasing network and request
sizes. In Fig. 4.7, we evaluate the performance of the proposed MuL algorithm against DistNSE in
terms of the number of nodes/InPs that participate in the computation of the provisioning solution for
each request and the number of messages received by each node for to make a computation. The
experiment considers 8 InPs with the inter-InP connection probability set to 0.3. In order to evaluate
the message exchange overhead involved in the proposed M u L algorithm, we denote by C} as the
number of candidate InPs for the VNF corresponding to stage v of the multistage graph, and denote
by CU*! as the number of candidate nodes for the stage v + 1. Since each node in a given stage of
the multi-stage graph forwards a single message to each node of the following stage of the graph, the
number of messages forwarded from stage v to stage v + 1 of the graph is evaluated as follows:

Msgttt = v x cvt? (4.6)

v

In this way, the total number of messages exchanged throughout the graph is evaluated as follows:

v=V-1
M sgior = Z Cv x cvtt 4.7

v=1

where | V| is the total number of stages in the multi-stage graph, including those corresponding to the
ingress and egress nodes. If we denote by 5V as the probability that a given InP k£ € K is a candidate

node for the VNF corresponding to stage v, then, C}, can be approximated as ¥ x K, where K is the



84 4.5. Conclusion

total number of InPs. Therefore, from Eqn. 4.7, the number of messages involved in the distributed
computation of the provisioning solution is increased as the number of VNFs of the request increases,
since this results in an increase in the number of stages of the multi-stage graph, as shown in Fig. 4.7c.
Additionally, as the number of substrate nodes in the network increases, the number of possible
candidates for each VNF increases, further increasing the number of messages. Therefore, by limiting
the number of nodes at any stage of the graph, the total number of messages can be reduced, which is
the motivation behind the candidate extraction step, which targets to consider only feasible candidates

to participate in the solution computation.

From Fig. 4.7a, on average, the number of InPs participating in the solution computation are
7.3 and 8 (all InPs) for MulL and DistNSFE, corresponding to an 8.2% improvement of MulL
over DistNSE. Moreover, from Fig. 4.7b, each participating InP receives 5 and 106 messages
for processing for MulL and Dist NSFE respectively which is approximately 95% overhead for
DistNSE. This performance is attributed to the fact that Dist NSE relies on computing paths
between ingress and egress nodes using an abstracted topology of peering nodes. In this way;, it is
possible for a given InP to be part of multiple paths, hence participating in the computations of those
paths. Moreover, even nodes that are not feasible candidates for the solution receive the sub-SFC for
intra-domain provisioning evaluation during the solution computation, as long as they are part of a

potential solution path.

4.5 Conclusion

This chapter has proposed a multi-stage graph aided algorithm for provisioning SFCs across multiple
domains in a distributed fashion, while considering a limited disclosure of information from the
involved InPs. In this way, the privacy requirements of the different InPs is respected. The multi-stage
graph is constructed from a pre-computed set of InPs obtained by a candidate search technique which
enhances the run-time complexity of the algorithm thanks to reducing the set of InPs involved in the
solution computation. Moreover, the simulation results have revealed that the proposed algorithm
can result in up to a 7.9 % improvement in terms of acceptance ratio, while spending a shorter
execution time, in comparison with a state-of-the-art benchmark algorithm. Moreover, the algorithm
results in up to 8.2% and 95% reduction in terms of the number of InPs participating in the solution
computation and the average number of messages processed by each participating node respectively,
compared to the benchmark state-of-art distributed algorithm. Moreover, considering different offline
and online experiments, the proposed distributed computation algorithm has been found to be scalable
when increasing both the substrate network size and the request demand, rendering it well suited for

large scale networks.
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PART III: Intra-domain Service Orchestration Algorithms



CHAPTER

Survivable Service Orchestration with backup resource

Sharing

5.1 Introduction

The growing interest in the virtualization paradigm is based on two main premises: First, NFV is
expected to result in a reduction in Capital and Operational expenditures incurred by service providers
by enabling a multitude of applications to be provisioned on a shared Infrastructure [8,21,59,118,119].
This will be facilitated by supporting the migration of complex network functions (e.g., Firewalls,
Proxies or Load Balancers) from dedicated hardware appliances to general purpose commodity
hardware, with those functions being implemented as software modules, and executed inside virtual
machines/containers hosted on general commodity servers [0, 69, 120]. Second, NFV, is envisaged
to result in an improved Quality of Service (QoS) by granting the users the flexibility to customize
their requests according to the specific requirements of the services to be supported [91]. However,

realizing the two-fold benefits is non-trivial from two main perspectives:

First, provisioning a myriad of service requests on a shared resource-constrained infrastructure
requires novel resource -efficient orchestration algorithms [92, 121-126], that can easily adapt to
changes in the request topology, constraint specification and embedding objectives, with minimum
modification in the algorithm’s execution strategy. Previously, the works in [127-131] adopted
an exact solution approach to the service provisioning problem with the goal of realizing optimal
embedding solutions. However, such approaches are not well suited for delay sensitive applications
due to their high run times. This motivated the adoption of heuristic approaches such as [21,67, 89,
132-140]. However, most of the previously proposed solutions are not flexible enough to adapt to
the heterogeneity of service requirements. In the line of jointly accommodating multiple embedding
objectives such as reliability, cost, etc, algorithms based on node ranking emerged as promising
candidates in which the substrate node for hosting a virtual node is selected as the one with the
highest rank or potential with respect to a given objective [23,25,124,126,137,141,142]. Aside from
the fact that such approaches do not coordinate the node and link mapping stages of the problem, the
potential of a given substrate node is also influenced by the potential of the neighboring links and
nodes. As a result, neighboring nodes and links that can never be part of the final solution due to

other constraints such as location or residual resources may also directly influence the rank of a given
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node. This will translate into a poor mapping solution if such nodes have high influence.

Secondly, NFV introduces additional concerns regarding service survivability, due to the inherent
potential causes of failure that exist in a software approach, including software faults or miscon-
figurations, among other reasons [29, 39, 143]. Two main approaches are adopted in literature for
achieving service survivability: i) pro-actively provisioning and reserving backup resources for each
VNF and virtual link of a given request at the mapping stage [43,67]; or i7) adopting an intermediate
approach such as: reactively provisioning restoration resources upon failure [42, 68, 69]; provisioning
back-up resources for only critical functions of the SFC [38, 70]; selecting the most reliable nodes
and links for hosting the SFC [73]; or transforming the request topology into a form that enhances
its survivability [6]. Although the second main approach results in better resource utilization, it
cannot guarantee the availability of resources for service restoration upon failure. Moreover, the
additional time for provisioning new resources may result in unacceptable levels of service disruption
for mission critical services, potentially resulting in fatal damages. Aware of the criticality of some
future services [ 1], this chapter argues for the first approach, in which each request is pro-actively
provisioned with backup resources at the deployment stage. Moreover, the heterogeneity of future ser-
vices in terms of criticality levels and priorities [ 144] will be determinant for their proper deployment
and maintenance. For instance, the Ultra reliable and low latency communications (uURLLC) group of
services will be characterized by a low latency and a ultra high reliability requirement, whereas the
massive machine-type communication group of services will be constrained by its energy efficiency

and the support for a high-dense connectivity, as depicted in figure 5.1.

With this motivation, this chapter envisions a practical scenario in which a service provider
allocates resources for requests belonging to two service groups/priorities: the critical/high priority
service group, such as the uRLLC, in which the survivability of a service must be guaranteed through
backup resources, and the non-critical service group, such as the enhanced mobile broadband (eMBB)
group, in which the services can tolerate a service disruption to a higher level. However, note that the
approach proposed in the chapter can be applied to any number of service categories with different
priorities regarding their access to resources. Moreover, even within the same service group, it will
be possible to associate different criticality levels and resource access priorities to different users,
depending on the business model and the SLA specification. In this regard, we pro-actively provision
backup resources for high priority requests at the SFC deployment stage, with the possibility of
sharing these resources with low priority users when they are unused. However, since such resources
may be reclaimed by high priority users, the thesis proposes a migration-aware algorithm for the
deployment of low priority users that will minimize the average number of preemptions, with the goal
of minimizing the level of service disruption experienced by low priority users. Complementary, we
propose a QoS-aware algorithm for the remapping of preempted low priority users. This remapping
algorithm aims to reuse as much as possible the surviving nodes and paths, since in practice, this
minimizes: the service restoration time associated with VNF loading and state transfer onto new
virtual machines; and the cost associated with new VNF instantiations, traffic migrations and state

transfers to the new host nodes. In light of the above, the main contribution of this chapter can be
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Figure 5.1: An illustration of the main service categories envisioned in 5G and beyond and their key
performance requirements

summarized as follows:

1. A multi-stage graph based SFC deployment algorithm (ML-SFCDA), which is adaptable to
different mapping objectives. The simulation results show that the proposed algorithm yields a

near-optimal solution with tolerable execution time.

2. A migration-aware algorithm based on ML-SFCDA, which allows low priority requests to
borrow the unused backup resources of high priority SFCs, with the goal of increasing the
resource utilization efficiency, while minimizing the level of service interruption due to the

preemption of the borrowed resources from the low priority users.

3. A quality-of-service-aware (QoS-aware) service restoration algorithm for remapping the low
priority users subject to preempted resources. The algorithm results in a reduction in the number
of surviving VNFs that are migrated to new nodes, which not only reduces the migration delay
and cost, but also the cost related to new VNF instantiations, as in practice, such migrations
may involve activating new virtual machines and servers, resulting in an increase in power

consumption.

4. Numerous simulations to evaluate the performance of the proposed algorithms against bench-

mark algorithms under different working scenarios.

The rest of this chapter is organized as follows: Section 5.2 introduces a description of the intra-
domain survivable service orchestration problem with backup resource sharing. Section 5.3 presents
the generic intra-domain multi-stage graph based SFC orchestration algorithm and the mapping
algorithms for the two service groups, namely, the high and low priority SFCs. In Section 5.3.4, the
proposed quality-of-service-aware service restoration algorithm for remapping the preempted low
priority users is presented. The performance evaluation of the proposed algorithms is presented in

Section 5.4; finally, this chapter is concluded in Section 5.5.
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5.2 Problem description

This chapter considers service requests of two different priorities, hence, with different SLA guar-
antees and QoS specifications. We exploit this heterogeneity with the proposal of two algorithms
for orchestrating the requests, one for each priority group and with different provisioning objectives.
The orchestration problem then involves associating each VNF and virtual link of a service request
belonging to a given priority group with a feasible substrate node and path in such a manner that
optimizes a given objective of the service provider. The orchestration objectives of the different

service groups are presented below:

5.2.1 High priority service requests

The high priority/critical requests are pro-actively provisioned with backup resources, to which traffic
will be rerouted upon failure of the primary resources. Therefore, the provisioning problem for these
involves obtaining a pair of feasible node disjoint paths between the requested source and destination
nodes. The least cost path is chosen as the primary path and the second as the backup path. Therefore,
the SFC orchestration problem for such requests is modeled with the objective of minimizing the
amount of resources used to provision both the primary and the backup paths. Mathematically, this is

formulated as a provisioning cost minimization problem as:
Minimize C(G_v) 5.D

where C(G_v) in equation 5.1 denotes the average provisioning cost for each accepted request
belonging to the high priority service group. This cost is related to the amount of node and link
resources (primary and backup) allocated to any request. Let us denote by o} € {0, 1} a binary
variable equal to 1 if virtual link /,,,, of SFC request r € R, is provisioned on substrate edge e € Fj,
zero otherwise,where R denotes a set of all high priority requests. Likewise, let y,’;? € {0,1} denote
a binary variable equal to 1 if VNF n}, of SFC request r € R¢ is provisioned on substrate node n,

zero otherwise. Then, the cost incurred for provisioning a request r € R, can be expressed as:

s k 5 j
C(Gy) = Z Tyt 0p° demy” + Z Z T+ Vowdemyy, (5.2)
nyENy ij€E, e€Es

The first and second terms in equation 5.2 relate to the VNF and virtual link provisioning costs,
respectively. The terms demyy,, and demi{u denote the required cpu resource by the VNF n,, and the
required bandwidth resource by the virtual link ij. The terms +/'* and 7}, denote the cost per unit
of cpu and bandwidth resource consumed on substrate node ns and edge e, respectively. Note that
in practice, such costs may be different across different nodes and links depending on the available
resources. However, in this chapter, we consider such costs to be uniform and fixed across the

different nodes and links. Hence, the provisioning cost is affected by the number of substrate links
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assigned to a given request. The average mapping cost per accepted request can be evaluated as:

ZTGRC C(Gv)r

C(G_v) = e

(5.3)
where R{ is the set of all accepted high priority requests and | RZ| is the cardinality of this set. The
thesis opted for a linear cost model as shown in equation 5.2, since such a model has been justified

through numerical analysis [145].

5.2.2 Low priority service requests objective

Whenever a high priority request is migrated to its backup path, any low priority request currently
utilizing part of those resources will be preempted from those resources. This may need additional
time to find alternative link and node resources and possibly to instantiate new VNFs to support the
preempted traffic, which may result in some service degradation. Therefore, the low priority requests
will be deployed with the goal of minimizing the average number of preemptions experienced by
those requests. Considering a given SFC request r € R, let the binary variable 51%7:'5 €{0,1}
be equal to 1 if virtual link [, is preempted from the substrate path pZ™ € P9™ at time t, zero
otherwise, where VNFs u and v are respectively provisioned on substrate nodes ¢ and m. Also let
yﬁjjﬁ € {0, 1} denote a binary variable equal to 1 if virtual node n,, is preempted from substrate node
ns € N, at time t, zero otherwise. The amount of service interruptions experienced by that request
r € Ry, for the duration of its life-time 7¢ < T can be computed as the number of VNF and virtual

link preemptions that have occurred, and this can be quantified as:

Tt = O Oyt Y N B Vg myn, € N, (5.4)

teT ny €Ny teT u,vEN,

The goal of a migration-aware algorithm, therefore, can be defined as:

Minimise P*9 (5.5

rempt

avyg
where P70

all low priority requests, expressed as:

denotes the time-average node and link failures due to service preemption among

PT
P = Z’"ER”} rempt (5.6)

While achieving the goals specified in Eqns. 5.1 and 5.5, the orchestration algorithm should
adhere to the constraints specified in Eqns. 2.6- 2.13 related to resource, location, flow and domain

requirements as introduced in chapter 2.

The problem discussed above is a common ILP problem, whose resolution by means of conven-
tional solvers such as CPLEX and Gurobi is not affordable in terms of execution time because of

the NP-hardness nature of such problems. Therefore, the motivation of this chapter is to propose
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Figure 5.2: A flow chart showing the steps of admitting a given SFC request and the management
procedure while in the system. The thick grey boxes correspond to the algorithms for the provisioning
of high priority and low priority requests and for remapping preempted requests.

alternative algorithms that are able to obtain close to optimal solutions in a feasible execution time.
The flow-chart in Fig. 5.2 illustrates the sequence of steps for accepting the received requests and
their management once in the system. The algorithms proposed to handle the different events of
the request (i.e., admission and remapping) are indicated with boxes with thick grey lines. Note
that the migration-aware and the QoS-aware algorithms use the proposed generic multi-stage SFC

deployment algorithm as their base algorithm.
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5.3 Proposed SFC deployment algorithms

This section introduces and describes the working mechanism of the multi-stage graph based SFC
deployment algorithm, and it will describe how this algorithm is transformed into the migration-aware
algorithm for the mapping of low priority SFCs, as well as how it is transformed to the QoS-aware
service restoration algorithm for remapping the preempted low priority requests. Additionally, the

algorithm for the mapping of the high priority requests is described.

5.3.1 Generic multi-stage SFC deployment algorithm

This section describes the steps involved in the execution of the Multi-Layer graph based SFC
Deployment Algorithm (ML-SFCDA), a generic SFC deployment algorithm that can be tailored to
different SFC deployment objectives and topologies. Due to the multiple constraints associated with
the VNFs and the corresponding virtual links, each SFC request can only be served by a subset of
the underlying substrate nodes and links. Consequently, the first step of the ML-SFCDA algorithm
involves extracting a subset of feasible substrate nodes that can potentially satisfy the VNF constraints.
The second step then involves using the above subset of nodes to construct a weighted multi-stage
graph in which the nodes of each stage are the candidate substrate nodes for each VNF. The weights
of the graph are then updated by propagating the initial nodes weights from the first stage to the last
stage. Finally, the last step involves traversing the graph backwards by selecting nodes and links that
made the least contribution to the last stage, as the nodes and links for provisioning the SFC request.

A detailed description of the four main steps involved in the algorithm execution is given below:

Step 1: Candidate evaluation

For each one of the VNFs of the SFC, this step identifies the subset of underlying nodes that are
capable of serving that VNF. These are the nodes that satisfy the resource constraints (amount of
computational resource and function type), location constraint and QoS constraint (e.g., reliability) of
the corresponding VNF. This step therefore associates each VNF i of the SFC request € R with a
set CaSt" consisting of the underlying nodes that satisfy the constraints of this VNF, where R is the
set of all SFC requests to be provisioned. Aside from significantly reducing the time for traversing the
multi-stage graph due to the reduced number of involved nodes in the graph, the candidate evaluation
step guarantees that unfeasible nodes will not be selected for hosting a given VNF in the final mapping

solution. A node ns; € Ny is a candidate for VNF ¢ if it satisfies the following conditions:

dist(ns,i) < dev(i) (5.7)
demey, < wes, (5.3)
fn"v € fnhs (5.9)

where dist(ns, 1) denotes the distance of the substrate node ns € Ng from the preferred location of

VNF i € N,. This distance can refer to a geographical metric, such as a country/region preference,



93 5.3. Proposed SFC deployment algorithms

or to the number of hops between the different VNFs’ location. In this work, we have focused on the
geographical approach. Specifically, equation 5.7 requires the chosen substrate node to be within the
acceptable location radius of the requested VNF. Equation 5.8 is the amount of resource constraint
and equation 5.9 is the resource type constraint, which requires that the underlying node should host

the resource type required by the VNF.

Algorithm 4 presents the pseudo-code for the candidate evaluation step. For a given SFC request
r € R, the algorithm takes as input the substrate graph G5 and the SFC request graph G7, and outputs
a set Cand}, consisting of candidate nodes for the different VNFs of the request. The algorithm starts
by associating each VNF of the SFC with a set of nodes that meet its cpu, location and function type
specifications. In the case that a VNF has no candidate nodes, the request is rejected, and the entire
algorithm is terminated at this point. Otherwise, the obtained candidate set for any VNF is stored in
the set Cand.,.

Algorithm 4 Candidate Evaluation Algorithm

Input:G,G7,

Output: Set of candidate sets for request r, Cand;,

Initialise: Cand}, = () > Initialise set of candidate sets
for Each VNF i € N do

CaSy" = () > Initialise candidate set
for For each substrate node ny € Ng do

if dist(ns, i) < dev(i) & ws, > dem! & fn' = fn" then

cpu = cpu

Add n, to CaSs" > m is a possible candidate

end
if CaSy" = () then

| Reject request break
end
else

| Add CaSy" to Cand’,
end

end
end
Return C'and;;

Step 2: Construction of the multi-stage graph

The multi-stage graph is constructed using the candidate sets of substrate nodes obtained from the
candidate evaluation step for each VNF. The ingress and egress nodes are also included in the graph as
the first and last stages. Figure 5.3(b) illustrates a multi-stage graph for a SFC consisting of 3 VNFs,
in which s,, and t,, denote the ingress and egress nodes as shown in figure 5.3(a). The multi-stage
graph for this SFC is composed of 3 intermediate stages, with the nodes at each stage being the
candidate substrate nodes for the corresponding VNF. Each candidate substrate node ngs € Cand,,

within the multi-stage graph is associated with a local state ¢,,,, which quantifies its suitability to the
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Figure 5.3: A multi-stage graph illustration: (a) An SFC comprised of a single source and destination
and 3 VNFs; (b) The corresponding multi-stage graph with the 3 VNFs constituting the hidden stages
each with two possible candidate substrate nodes.

objective being optimized. As an example, if the SFC provisioning objective is to balance the load

among all the nodes of the network, ¢,,, is computed as:

Ng

wcpu
Op, =1 — —/—— (5.10)
" Qepu + €
where we;,, are the residual cpu resources at node ns € Ng and (g5, is its node capacity. The term
€ is a small bias added to avoid the cancellation of the local state for the case 275, =w?s . From

cpu cpu*
equation 5.10, substrate nodes with more residual resources are associated with low state values,
hence, are preferred in the computation of the SFC orchestration solution, since the solution involves

using less weighted paths.

The interconnections between nodes of adjacent stages correspond to the weighted substrate
paths between those substrate nodes. The weight parameter wxy on the path between substrate
nodes X and Y could capture attributes such as number of hops along the path X — Y, reliability
of the path, or cost of the path, among others. Considering the migration-aware algorithm, which
is proposed in this chapter, the weight of such a path is related to the probability with which the
corresponding virtual link will be preempted when provisioned on that path. For example, the weight
wAp in figure 5.3(b) relates to the probability with which SFC virtual link L5 will be preempted if it

is provisioned on the substrate path A-D. The computation of the above inter-stage connecting paths
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and their corresponding weights is explained in Section 5.3.1 below.

Step 3: Forward propagation of node states

This step aims to update the weights of the nodes constituting the multi-stage graph by associating
each node and substrate path with a degree of suitability to host the corresponding VNF and virtual
link. Each stage of the forward propagation step establishes a connectivity relationship between
a given node and its preceding stage. This enables the pruning of candidate nodes that have no
connectivity to any of the nodes of the preceding stage. To understand the execution of this step, we
define the following parameters on the multi-stage graph:

e Incoming node set, n’}n: The incoming node set of a given node n € N at stage k of the multi-stage
graph denotes the set of all nodes in the preceding stage (kK — 1) to which the node n has a feasible
connection. Any node in such a set is called an incoming node with respect to n. As an example,
the incoming node sets for the nodes in the second and third stages of Fig. 5.3(b) are: A2 = {s,,},
B}, = {sn}. D}, ={A B}.C}, = {A, B}

e Outgoing node set, nkout: An outgoing node set with respect to node n € N at stage k refers to all
nodes in the stage (k+1) to which the node n has a feasible connection. As an example, nodes A and
B are outgoing nodes with respect to the source node s,

e Global node state, ®*: The global state ®* of node n at stage k is a measure of the suitability of
that node to host the corresponding VNF. This parameter is evaluated as the product between its local
state ¢, and the minimum value of the product between the global state @fn_l of each node m in the
incoming node set n’}’n of n and the weight of the path between m and n. As an example, the global
state of node D in the 3rd stage (k=3) is evaluated as : @3’D = ¢p X min{@i X WAD, @23 X WBD}s
where <I>124 and <I>QB denote the global state of substrate nodes A and B respectively. Observe that since
the first stage, for the ingress node, has no preceding stage, its local node state is equal to its global
state. Therefore @;n=¢sn and @%:@;n X wsa X ¢a. In general, if we denote by <I>ﬁ;1 the global
state of a node m € cand., at the (k — 1)*" stage, then for any node n € cand’, at stage k, ®F is

evaluated as:

Dy, 1 = Ony X MIn{ Py g1 Wiy, - Prrr—1 W, } (5.11)

where M is the cardinality of n’}n, the incoming node set for n. If none of the nodes of the preceding
stage can reach a node n, then ®¥ = oo for that node, therefore, such a node cannot host the
corresponding VNF. Consequently, if the global state of all the nodes at a given stage is infinite, the
VNF corresponding to that stage cannot be provisioned, hence, the entire request is rejected at this
point.

o Node Tail, Tlf;: The tail of a node n at stage k refers to the node m € n’jn from the preceding stage
that fixed the global state of node n. Specifically, this is the node from the preceding stage whose
product of its global state and the path weight towards the receiving node n is the smallest among all
the pushing nodes of n.

e Node Trail, Trail*: The trail of a node refers to the path constructed recursively from n towards

its tail node m € n’}n, then, towards the tail of node m, and so on, until we reach the source node. In
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other words, the trail of a node 7 is the path from the ingress node to reach the node n.

e Outgoing edge-list, E*. The outgoing edge-list EX € F, for node n at stage k refers to the list
of all feasible edges in the substrate network excluding all edges already used in the trail of node
n. This is the set of edges that is then used to compute the possible paths from this node 7 to its

outgoing node set at the next stage.

The forward propagation step therefore involves associating each candidate node in stage k of
the multi-stage graph with a node attribute tuple < E¥, ®F Tk Trailk > where EE, ®F, TIk and
Trail® respectively denote: the node edge-list, the node global state, the node tail and the node
trail. Starting with the ingress node which constitutes the input stage of the graph, the algorithm
progresses, stage by stage, and node by node inside a given stage. At the ingress node, the algorithm
starts by constructing a list of all valid edges (e.g., those with enough bandwidth resources) from the
substrate graph. This becomes the outgoing node edge-list E;n for the ingress node s,,. Then, each
of these edges is associated with a weight computed according to the objective being optimized. As
an example, if the objective is to achieve the load balancing, the edge weight is computed as:

Whu

G =1 e (5.12)
where ()} ~and wy, denote the bandwidth capacity of the edge e € E; and its residual bandwidth
resources. Therefore, if the residual bandwidth of an edge is close to its capacity, the weight will be
close to zero, hence, more likely to be selected, since the algorithm prefers selecting nodes and edges
with the least weight. Using this edge-list, the algorithm obtains the path between the ingress node
and each of the outgoing nodes m in the next stage (stage 2) using the Dijkstra algorithm. Note that
the Dijkstra algorithm yields both the least weight path from s,, to m and its associated weight. Then,
the algorithm computes the global state of each of the outgoing nodes according to the expression
5.11. Since the input stage has a single node s, this node becomes the tail node of all reachable
nodes in stage 2. Therefore, the trail of each node in the outgoing stage consists of the substrate
path between the source node s,, and the outgoing node m. For each outgoing node m, its resulting
node edge-list £2, is obtained by updating Egn after removing all edges that are already used in the
trail of node m. Note that this is the edge-list that will be used to compute the path from node m
to its receiving nodes in the subsequent propagation step. Therefore, removing already used edges
guarantees that such edges do not appear in subsequent paths, hence, ensuring that any traffic does
not traverse the same link two times. Such an approach eliminates the possibility of multiple virtual
links sharing a single edge, which would complicate achieving traffic isolation. Moreover, such a
scenario would make local rerouting service restoration approaches impractical, in case of failure
of such a shared edge, since in practice such a failure would correspond to multiple virtual link
failures. However, in cases where reusing a given edge is desired, then, Ein is updated by updating
the available bandwidth resources on the edges used in the trail of node m, which guarantees that
only feasible edges are used in the solution computation at subsequent stages. These parameters (i.e.,

global state, trail, tail and edge-list) will constitute the node attribute tuple for node m. In the next
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round of forward propagation, each node m at stage 2 will propagate its global state to each reachable
node in the 3rd stage. This consists of first calculating the shortest paths from m to each one of its
outgoing nodes. Each shortest path is calculated by means of the Dijkstra algorithm, making use
exclusively of edges in the set E2,, and their corresponding weights as distances. Then, for each node
in the 3rd stage, the corresponding node attribute tuple is evaluated. This forward propagation step

continues until the last stage is reached.

Step 4: Solution construction

The final mapping solution is obtained by inspecting the node attribute tuple of the egress node after
extracting its trail Trcw'lt{f , where K is the total number of stages. This trail serves as the request
deployment solution, and it is composed of the nodes and links that result in the best mapping solution
according to the deployment objective. In particular, preferred links and nodes for embedding the
request will be those that resulted in the least global state value at the last stage. Consequently,

deploying a service on such a path will be compliant with the mapping objective.

Our proposed approach manifests a number of interesting features: first, during the forward
propagation phase, whenever the global state of all candidate nodes at a given stage is infinite, such
a request is considered unfeasible, hence, rejected. This ability to detect unfeasible requests early
in any mapping stage saves time that would be spent on processing such requests in subsequent
stages. In other graph based approaches, such as those adopted in [50] and [22], the SFC deployment
solution is computed as follows: starting from the egress node, a path is computed to all nodes that
can potentially host the VNF preceding the egress node. Then, the node that results in the least cost
path is chosen as the host for this VNF, with the path between this and the egress node being selected
for hosting the corresponding virtual link. In the next step, the selected node is taken as a fictitious
egress node, and paths are computed to all nodes that can host the VNF preceding that node, in a
similar way as it was done before. This process continues until the source node is reached. However,
adopting such a greedy approach may result in dead-ends during the solution computation, making
necessary a back-tracking mechanism. Different from such greedy schemes, our approach results in

the globally best deployment solution.

Time complexity analysis of ML-SFCDA

The key steps of the proposed multi-stage service deployment algorithm to obtain the mapping
solution are: the computation of the candidate sets for each VNF and the forward propagation
of global states. The time complexity to obtain the candidate nodes for each VNF is linear in
terms of the number of substrate nodes N,, O(N). The computation of the solution using the
multi-stage graph involves obtaining the shortest path of each incoming node set with its associated
node, for all the nodes of each stage, and for all the stages. If we consider the multi-stage graph
to consist of K stages, including the source and destination nodes, then, the number of inter-stage
path computations/connections is K — 1. If we consider the number of candidate nodes for each
VNF to be N, (in practice, this may be different for the different VNFs), the total number of
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Algorithm 5 Forward node state propagation

Input: Multi-stage graph, G,

Output: Multi-stage graph G/, with global states

for Each stage k € {1,2,3..K} in G, do

if £ < K then

for Each node m € CaSy | at stage k + 1 do

for Each node n € CaSy at k with global state ®,, j, do
Propagate @, ; to m € CaS;y; Vm € CaS;’ | Compute resulting global state

®,, +1 for node m
end
end
if @, 5 +1=0Y m € CaS}, | then
| Reject request
end
k=k+1

end

end

shortest paths computed between the source node and the first VNF, and between the last VNF
and the destination node, is 2 x N.. The total number of shortest paths between the inter-VNF
stages is (K — 3) x N2. Considering the time-complexity of the Dijkstra algorithm as O(|Es| +
|Ng|log(|Ns|)) = ©(|Ns|log(|Ns|)), and neglecting the time complexity of the candidate evaluation
step, the time complexity for accepting a given request can be expressed as O ((2N, + (K — 3)N2) x
|Ns|log(|Ns|)) = ©((K — 3)N2) x |Ns|log(]Ns|)). In practice, the different substrate nodes can
only support a finite number of VNFs, hence, limiting the number of candidates for each VNF.
Moreover, due to the finite number of VNFs that can be supported by each substrate node, the number
of possible candidates for each VNF decreases as the SFC size increases, binding the time complexity

of the algorithm as the SFC size increases.

5.3.2 Migration-aware algorithm

In this section we present the migration-aware algorithm for mapping low priority SFCs onto the
underlying infrastructure. The operation and implementation of this algorithm is similar to the general
ML-SFCDA algorithm discussed in Section 5.3.1. However, in this case, the node and edge weights
are computed with the objective of minimizing future preemptions of resources allocated to low

priority users. Therefore, in this section, we focus on how these weights are computed.

After constructing the multi-stage graph, as discussed in Section 5.3.1, each candidate substrate
node ns € Cand;, of the multi-stage graph is associated with a local state ¢,,, that is related to the

degree of likelihood that a VNF provisioned by this node will be preempted by a high priority request.
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The local state value of the node is computed as:

-1 Qgﬁu_cfgc 513
On, = _W (5.13)

where Qs and Cfgc denote the resource capacity of node ns € Ny and the amount of resources
already allocated to high priority requests as backup resources on this node. The term ¢ is a small
bias added to avoid the cancellation of the local state when C’fgc = (. From equation 5.13, substrate
nodes with less resources marked for backup are associated with lower state values, hence, with
lower preemption probability. Therefore, such nodes will be preferred in the computation of the SFC

orchestration solution. The backup resources at a given substrate node are computed as:

Cri =3 D muidemiy, ng € No, ¥t < 1 (5.14)
r€ER:nyENy
where 7:5; € {0,1} is a binary variable equal to 1 if substrate node ns; € N is a backup node for

VNF n, € N, belonging to request r € R, attime ¢ € T, zero otherwise. R, denotes the set of all
high priority requests.

Starting from the ingress node, which is the first stage of the graph, the algorithm extracts the list
of all valid edges (i.e., those with enough bandwidth resources) as Egn Then, each of those edges is

associated with a preemption weight computed as follows:

es bac
B Qe — Bw,?

=1 5.15

where €2;* and Bwle”:C denote the bandwidth capacity of the edge e; € E; and the amount of

bac
€s

resources marked for backup on this edge. Mathematically, Bwg*° is computed as:

ng‘jc = Z Z vszdemzi) Ves € BEs,t €T (5.16)
rER b,ijEE,
where 725 i € {0,1} is a binary variable equal to 1 if substrate edge e, € E is part of the backup

path for virtual link 7.

This is followed by the forward propagation step in which each candidate node in the graph is
associated with a node attribute tuple consisting of: the node edge-list, the global state, the node
tail and the node trail, as discussed in Section 5.3.1. Upon a successful completion of the forward
propagation step, the trail of the egress node is selected as the solution for mapping the SFC. This
will be composed of the nodes and paths that are characterized by their low preemption probability.
Consequently, a service deployed on such a path will be subject to less disruptions due to any
preemption forced by the priority services.

Note that the migration-aware algorithm prefers to place low priority requests on nodes and edges
that are associated with less resources reserved as backup for high priority request. In this regard,

such an approach could have a negative impact regarding the acceptance of new high priority requests.
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Therefore, in cases where high priority requests need to be admitted at the expense of low priority
requests, then alternative approaches could be adopted, such as reserving a portion of the total
network resources for those high priority users. In this case, such reserved resources could be treated
as fictitious backup resources that could be borrowed by the low priority users using our proposed

migration-aware algorithm.

5.3.3 High priority deployment algorithm

The critical services are deployed with the objective of minimizing the amount of resources allocated
to both: the primary and secondary paths. Although the backup resources can be used by non-critical
users, these resources can be reclaimed by the critical users whenever there is a failure on their
primary resources. Therefore, both, the primary and backup paths should be provisioned with the
minimum resources to maximize the resource utilization. In this work, we assume that, for a critical
service deployment to be successful, the algorithm should be able to provision both: the primary and
secondary paths of the request. This is a reasonable consideration since this could be part of the SLA
specification to guarantee the minimum service reliability. The pseudo code for this algorithm is

shown in Algorithm 6.

For a given critical request r € R,, the algorithm takes as input the underlying substrate graph G4
and the request graph G, and returns the primary and secondary mapping solutions. The algorithm
starts by computing all possible node disjoint paths from the ingress node to the egress node. For
small networks, such paths can be computed using a brute force algorithm. For large networks,
existing flow-based algorithms can be adopted [146, 147]. Then, from all these paths, only the feasible
paths are considered and stored in the set feaspqp. If the resultant feasible set is empty, the request
will be rejected, otherwise, the feasible set is sorted according to the consumed resources of each
path, selecting the least resource consuming path as the primary path and the next least resource
consuming path as the secondary path. A path is considered feasible if: 7) it satisfies the bandwidth
requirements of the SFC; i7) it has no cycles and no repeated edges; iii) has at least one candidate
substrate node for each VNF, and these candidate nodes should appear in the same sequence as their

respective VNFs.

5.3.4 QoS-aware service restoration algorithm

This paper argues for the possibility of low priority requests to use the unused backup resources
allocated to high priority requests, with the aim of maximizing the resource utilization. However,
these requests may suffer the preemption from those backup resources whenever they are reclaimed
by the high priority users. We consider the preemption of any node or link resource used for the
provisioning of a VNF or virtual link as a node or link failure respectively. In order to ensure the
service continuity of such a request, alternative nodes and links resources must be identified, and the

affected traffic will be efficiently rerouted.

This traffic rerouting can be achieved by two strategies [68]: i) a global rerouting, in which the

service restoration from a node or link failure is achieved by remapping the entire request with the aim
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Algorithm 6 Critical SFC deployment Algorithm
Input:G, G,
Output: primary and secondary mapping solution
f easpath=(7) > Initialise set of feasible node disjoint paths
Generate set Pathss, ; of all node disjoint paths from s to t for Each path in Pathsst, ; do
if path is feasible then

Add path to feas,q else

| continue

end
end

end
if len( feaspqin) < 2 then
Reject request else
Sort feasp.tn according to resource consumption Select primary and secondary mapping

solution
end

end
Return mapping solution

of obtaining a failure free path from the ingress to the egress nodes; or i7) by a local rerouting, which
aims to locally detour the failed node or link, and then return to the surviving path components. On
reusing the surviving nodes and links with service restoration, the local rerouting strategy minimizes
the level of service interruption due to traffic migrations and signaling delays. Moreover, in case of
a single node or link failure, finding a service restoration solution is faster, compared to the global
rerouting approach. However, the local rerouting scheme, being a greedy approach, may not be able
to find a feasible restoration solution, even when it is possible to obtain a solution using the global
counterpart. Moreover, in the presence of multiple non-consecutive node and link failures, the local
rerouting approach is not guaranteed to execute faster than the global approach, since such a solution
has to be computed independently for each failed element, resulting in a high execution time. For
the same reason, such strategy may lead to a higher resource consumption compared to the global

rerouting approach, which is globally optimal.

With the above considerations and motivation, the thesis proposes a quality-of-service-aware
(QoS-aware) algorithm based on the global traffic rerouting approach. We call this algorithm
QoS-aware because the remapping of the preempted resources is performed with the objective of
minimising QoS violations by reusing surviving substrate nodes and links whenever possible. In
doing so, the number of virtual functions that are migrated to new resources will be minimised,
hence, minimising the delays associated with migration, synchronisation, and traffic rerouting to new
resources. Moreover, energy costs that may result from the activation of new virtual machines to
support migrated VNFs will be minimized as well. The proposed algorithm adopts a global rerouting
strategy to overcome the problems associated with local rerouting (i.e., higher resource consumption,

possible service restoration failure and a higher execution time for multiple non-consecutive failures),
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while minimizing the level of service interruption due to the migration of the involved VNFs and
virtual links. The algorithm is computed using the ML-SFCDA algorithm approach discussed in

Section 5.3.1, customized to the way in which the node states and link weights will be computed.

The pseudo-code for this algorithm is shown in Algorithm 7. For each request € R, affected
by a preemption failure, the algorithm constructs a multi-stage graph following the approach discussed
in Section 5.3.1, with the candidate nodes at each stage being constituted by only failure-free nodes.
On each stage of the graph, each candidate node for the VNF corresponding to this stage is assigned
a service interruption weight ws. The weight wg is computed as follows: if this substrate node is
the current host of a surviving VNEF, then its service interruption weight is computed as ws = v ,
otherwise w, = 1 — , where ~ takes a significantly small value, e.g., 10~ or less. This weight
reflects the likelihood of experiencing a service interruption (i.e. migration of surviving VNF and/or
virtual link). The substrate nodes currently hosting the surviving VNFs are assigned such small
weights to increase their probability of being reselected during the computation of the restoration

solution.

Considering the example in figure 5.3, assuming that 5.3(a) is the SFC request to be remapped,
and 5.3(b) is the resulting multi-stage graph of surviving substrate nodes, the QoS-aware ser-
vice restoration algorithm is executed as follows: all the node and link resources previously al-
located to this request are released. Then, the source node s,, is assigned a node attribute tuple
< Ef ®F Tk Trail® > where E¥ | ®* TI* and Trail® denote: the outgoing node edge-
list consisting of failure-free edges with enough bandwidth resources, the node global state, the node
tail and the node trail, as defined earlier in Section 5.3.1. The service interruption weight w; of
this node becomes its global state, since this is the ingress node. Then, each edge in the edge-list
Efn is allocated a service interruption weight wg as follows: if the edge is part of the substrate path
hosting the virtual link L4 (i.e., in general, the virtual link between the VNF corresponding to the
current stage and the VINF corresponding to the next stage), the service interruption weight of this
edge is set to ws = -y, otherwise ws = 1 — -y, where +y is chosen as before. Then, the algorithm
executes the forward propagation step until the last stage, as discussed in Section 5.3.1. Finally, the
service restoration path is obtained by inspecting the tuple received at the last stage after extracting
the trail of this node. The substrate nodes and links constituting this trail are chosen as the hosts for
the VNFs and virtual links of the SFC request to be remapped. Observe that, since the previously
used edges and nodes are assigned smaller w; values, such nodes and edges are more likely to be
re-selected in the computation of the remapping solution, hence, increasing the probability of reusing
all surviving nodes and links. This minimizes the need to migrate surviving VNFs and virtual links to
new resources, which could result otherwise in an increased delay and energy cost. Note that, at each
receiving node at stage k, the edge list is updated by: 1) removing all edges contained in the trail
between this node and its tail node in the preceding stage (or updating the bandwidth resources in
case traffic can traverse the same link multiple times); 2) updating the weight of each edge left in the
edge-list as follows: if the edge is part of the substrate path currently supporting virtual link Ly, 541,

then the service interruption weight of this edge is set to ws = v, ws = 1 — -y otherwise.
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Moreover, the proposed ML-SFCDA algorithm is also well suited for computing a restoration
solution for multiple consecutive VNF failures, such as those shown in figure 5.4(c). In this case, the
algorithm starts by extracting the p,,,4e and s,,,4. Which denote the surviving nodes preceding and
succeeding the failed VNFs respectively, as shown in figure 5.4(c). In this case, p,oqe and s,04e act as
the fictitious ingress and egress nodes. Therefore, the failed VNFs can be viewed as a sub-SFC with
DProde a0d Sy04e as source and destination nodes. The intermediate stages of the multi-stage graph of
this sub-SFC correspond to the failed VNFs, with their surviving candidate nodes constituting the
nodes at those respective stages. Each edge of the substrate network is assigned a unitary weight
for the case of a restoration goal focused on obtaining the least cost restoration solution. Whenever
a remapping solution cannot be obtained, the entire request is rejected, otherwise, the previously

assigned resources are released and the resource matrix is updated according to the new assignment.

Algorithm 7 QoS-aware Global Rerouting Algorithm
Input: Multi-stage graph, G,

Output:Restoration solution

for Each stage k € {1,2,3..K} in G, do

if £ < K then

for Each node m € CaSy, | at stage k + 1 do

for Each node n € CaSy at k with global state ®,, j; do
| Prune unfeasible nodes and edges Propagate @, to m € CaS]", | Ym € CaS}l

end
Compute resulting global state ®,,, ;.1 for node m Obtain the attribute tuple for node m
end
if @, 1 +1=0Y m € CaS}, | then
| Reject request
end

k=k+1
end

end
Obtain node n°Pt CaS% with minimum ®,, x Trail™™" K as the restoration solution

Time complexity analysis

Since the proposed QoS-aware algorithm uses the multi-stage algorithm described in Section 5.3.1
as its base algorithm, the time complexity of this algorithm is approximated as ©((K — 3)N2) x
|Ng|log(|Ns|)). The parameters K, N. and N, denote: the total number of stages in the multi-stage
graph to be used for computing the restoration solution, the possible number of candidate substrate
nodes for each VNF, and the number of substrate nodes in the graph, respectively. As evidenced
from the simulation results shown in Section 5.4.3, the overhead in terms of time execution resulting
from the execution of this algorithm is negligible compared to a local rerouting algorithm which
locally detours the failed nodes/paths. This is due to the fact that, at the remapping step, all unfeasible
nodes and edges, including those from which the request has been preempted, are excluded from the
multi-stage graph; hence, reducing the number of possible candidate nodes and edges for each VNF.

Moreover, each node can host only a finite number of VNFs due to resource constraints, binding the
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Figure 5.4: An illustration of the localized routing strategy. The failed nodes and links are denoted by
dashed lines while the restoration nodes and links are denoted by dotted lines: (a) An SFC comprised
of a single source and destination and 5 VNFs; (b) Illustration of non-adjacent multiple node failures
in which the nodes hosting VNF 1 and VNF 5 fail. Service restoration is achieved by locally detouring
failed nodes by migrating the affected VNFs to candidate nodes C1 and C5 respectively; (c) An
illustration of the adjacent multiple node failure and the possible local restoration solution in which
each failed VNF is migrated to respective surviving candidate nodes; (d) illustration of single link
failure with the failed link migrated to a surviving path

algorithm’s time complexity as the number of stages (i.e., SFC size) increases.

5.4 Performance evaluation

This section presents the performance evaluation of the proposed algorithms, including the adopted
simulations settings, considered simulation scenarios, and a discussion of the results obtained from

the different scenarios.
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5.4.1 Simulations settings

The performance evaluation has been made considering both: a real network topology, named
ChinaNet, as in [22] and [148], and synthetic network topologies, generated using the Waxman
algorithm with the Waxman parameters & = 0.5 and 8 = 0.3. The ChinaNet topology is made
up of 55 nodes and 103 edges, as shown in Fig. 5.5. For both topologies, the delay on each link,
the bandwidth resources of each link, and the computing resources of each node, follow a uniform
distribution with values specified in Table. 5.1. For the service requests, the node and link resource
requirements of each request follow a uniform distribution as adopted in the benchmark work
proposed in [22]. The number of VNFs per request, and the end-to-end delay requirements are
chosen according to a uniform distribution with the specific values tabulated in Table. 5.1. For the
reliability-based scenarios, we consider the reliability of the primary resources to follow a uniform
distribution U(0.99, 0.999) as in [149].

Table 5.1: Simulation parameters for the multi-stage graph based distributed algorithm

Substrate Network:

parameter Value

Number of nodes for synthetic topologies 12-80

Link delay unif distrib.[30,130]
Link bandwidth capacity unif distrib.[50, 100]
Node CPU capacity unif distrib.[50, 100]
Reliability of primary resources unif distrib.[0.92, 0.99]
Service Request:

Parameter Value

Number of VNFs per request unif.distrib.[3, 15]
VNF CPU requirements unif.distrib.[1, 20]
Virtual link Bandwidth requirements unif.distrib.[1, 20]
Mean arrival rate 2-18 per 100 time units
Arrival distribution Poisson

Life-time Exponentially distributed with mean 1000

5.4.2 Simulation scenarios

This section describes the simulation scenarios considered in evaluating the performance of the

proposed algorithms while highlighting the rationale behind each one.

Scenario 01: ML-SFCDA performance analysis

This scenario assesses the performance of the ML-SFCDA algorithm as an alternative proposal for
the SFC orchestration against an optimal solution based on a brute-force approach, and also against
a state-of-the-art Service Function Chain Deployment Optimization (SFCDO) algorithm proposed
in [22]. The comparisons are made using a real network topology namely ChinaNet and synthetic
network topologies of different sizes. The choice of the SFCDO algorithm for comparison is justified
for different reasons: the work is a recent one and, from the results reported by the authors, the
algorithm was argued to be near-optimal in terms of execution time, resource consumption and

end-to-end delay satisfaction. The SFCDO algorithm arranges the underlying substrate nodes in
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Figure 5.5: An illustration of the ChinaNet physical network topology

different levels according to their distance from the source node. Then, starting from the egress node,
the algorithm evaluates the paths to the nodes of the previous level. Then, it greedily selects the node
that results in the best value of the considered metric (e.g., cost, load balance or delay) from the egress
node as the hosting node for the VINF preceding the egress node. This process continues with the
selected host node at each stage acting as the fictitious egress node in the next round, until the source
node is reached. Different experiments are evaluated in this scenario and the corresponding results
are presented in Section 5.4.3. Since ML-SFCDA is the base algorithm for the migration-aware and
the QoS-aware service restoration algorithms that are evaluated in other scenarios, in this scenario,
we show the performance comparison of ML-SFCDA algorithm including the confidence interval
in experiments 1 and 2 in which the arrival rates and substrate network size respectively are varied.
In order to obtain stable performance values, we consider 10 trials for each arrival rate/ substrate
network size. For each trial, a new set of requests and network topology are generated. The resulting

results are shown with a confidence interval of 95%.

Scenario 02: Migration-aware algorithm performance analysis

The chapter has proposed a migration-aware algorithm for the deployment of low priority SFCs,
with the aim of minimizing the number of preemptions/failures experienced by such users from their
assigned resources. We use this scenario to demonstrate the performance gain of our proposal, which
we will denote as Mig-aware. The performance of the Mig-aware algorithm is compared against
two benchmark strategies: ¢) a dedicated backup strategy denoted as Dedicated-BS, in which the
high priority requests are provisioned with backup resources that cannot be assigned to low priority

users. Hence, such resources remain idle until failure of the associated primary resources; and 1)
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a cost-based ML-SFCDA algorithm denoted as ML-SFCDA-Cost, in which the low priority users
can use the idle backup resources of high priority users. But, different from the Mig-aware, the
low priority users are mapped using the ML-SFCDA algorithm explained in Section 5.3.1 with the
objective of minimizing the provisioning cost. Observe that in all the above three strategies the
high priority users are provisioned with the same algorithm discussed in Section 5.3.3. The above
algorithms are compared considering metrics such as: resource consumption, execution time and

number of preemptions experienced by low priority SFCs, among others.

Scenario 03: QoS-aware service restoration algorithm performance analysis

In Section 5.3.4, a QoS-aware service restoration algorithm was proposed for the remapping of
preempted low priority requests. The algorithm favors surviving VNFs and virtual links to be reused
whenever possible, hence, minimizing delays and costs associated with migrations of such VNFs and
virtual links. In this scenario we evaluate the performance of this algorithm, denoted as Global-QoS,
against two conventional strategies:

1) a cost-based ML-SFCDA algorithm, in which whenever a low priority request is preempted from
any part of the allocated resources, all the resources allocated to this request are released, and the
entire request is remapped as a new request using the ML-SFCDA algorithm discussed in Section
5.3.1 with the objective of minimizing the provisioning cost. We denote this algorithm as Global-cost,
since it is based on a global rerouting strategy; and 2) a local rerouting based service restoration
algorithm, denoted as Local-SR, as proposed in [68]. This Local-SR algorithm locally detours the
failed nodes and links to obtain a failure free restoration solution while maintaining any surviving

VNF and virtual link onto the currently allocated resources.

The three strategies are compared in terms of several metrics like: the number of successful
restoration attempts, the number of service disruptions and the resource consumption, as discussed
in Section 5.4.3. Note that in order to have fairness in the analysis of the algorithms, we will use
the same algorithm based on cost minimization (ML-SFCDA-Cost) for the initial mapping of the
low priority requests. Then, upon failure, we adopt the respective failure recovery algorithm for

remapping the failed requests.

5.4.3 Results and discussion

This section presents the results obtained from the different simulation described above and their
corresponding analyses.

Scenario 01: ML-SFCDA performance analysis

This scenario assesses the performance of ML-SFCDA against SFCDO and a brute-force algorithm,

denoted by Brut, running different experiments as explained below:

In experiment 1, whose results are shown in figure 5.6, the impact of the arrival rate is analyzed

considering a network topology of 16 nodes. A small network size has been used for this comparison
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Figure 5.6: Experiment 1 of Scenario 1: The impact of arrival rates analyzed by varying the arrival
rates from 2 to 10 for each 100 time units for a total of 5000 time units considering substrate network
with 16 nodes.

due to the execution time required by Brut for its completion. From figure 5.6a, ML-SFCDA results
in an average AR performance of 69.58%, averaged across all arrival rates, which is 3.97% lower
than the brute-force algorithm, whose average value is 73.55%, and 3.44% above SFCDO, whose
average value is 66.14%. Since the brute-force algorithm enumerates all feasible mappings, it results
in a higher AR performance, compared to ML-SFCDA and SFCDO. The better AR performance of
ML-SFCDA with respect to SFCDO is due to the fact that SFCDO greedily selects the nodes for
hosting the VNFs using only the outcome of the previous step. This may result in a dead-end in any
subsequent step, hence, affecting the AR and cost performance. A similar trend is observed in terms
of VSLR as reflected in figure 5.6b, with Brut resulting in the highest average VSLR value of 0.64,
which is 2.4% and 4.7% superior compared to ML-SFCDA and SFCDO, respectively, whose average
values are 0.63 and 0.61. However, figure 5.6c shows that Brut is not feasible in terms of execution
time, resulting in up to more than 99% overhead in terms of average execution time for each admitted
request, compared to both ML-SFCDA and SFCDO. This is because the solution computation of
Brut relies on enumerating all possible path combinations from the ingress to the egress nodes, which
is computationally intractable, even for a small network size. For the considered topology, figure 5.6¢
shows that for such a small network, ML-SFCDA and SFCDO provision each request on average
in a fraction of a millisecond (0.09 ms and 0.05 ms respectively), but Brut, on average, requires 3.5

seconds to process each request.

In experiment 2, whose results are shown Fig. 5.7, the performance of ML-SFCDA and SFCDO
is tested considering medium size networks, with the number of substrate nodes varied from 30 to
80 nodes. From figures 5.7a and 5.7b ML-SFCDA results in up to 4.5% and 7% improvements in
terms of AR and VSLR, respectively, with average values of 61.4% and 0.6% compared to SFCDO,
whose average values for the same metrics are 56.9% and 0.55%, averaged across all substrate nodes.

Moroever, from figure 5.7c, both algorithms demonstrate an increment in terms of average time for
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Figure 5.7: Experiment 2 of Scenario 1: The impact of substrate network size is analyzed by varying
the number of substrate nodes from 30 to 80 considering arrival rate of 8 requests per 100 time units
for a total of 50000 time units.

processing each request as the number of substrate nodes increases. This was expected, since the
number of possible candidates for each VNF increases with the increase of the substrate network size,
hence, increasing the number of paths computations for both algorithms. ML-SFCDA on average
provisions each request within several milliseconds (4.2 milliseconds), although the execution time
of this algorithm is higher than for SFCDO, whose average processing time per admitted request
is 1.3 milliseconds. These results further demonstrate the ability of ML-SFCDA to yield a good
performance in terms of both: acceptance ratio and request provisioning cost, while executing in a

feasible time, even for large scale networks.

In experiment 3, whose results are shown in Fig. 5.8, the performance of ML-SFCDA and
SFCDO is tested on a real network topology considering different request arrival rates. For the two
algorithms, two objectives have been considered: the cost (mapping aimed at reducing consumed
resources) and the load-balancing (mapping aimed at balancing load traffic among links). From the
obtained results shown in figure 5.8a, ML-SFCDA-Cost achieves a performance of 77.9%, followed
by SFCDO-Cost with 67.6% in terms of AR averaged across all arrival rates. These are followed
by ML-SFCDA-LB and SFCDO-LB whose avearge AR values are 63.8% and 50.4% respectively.
Therefore, the proposed ML-SFCDA algorithm outperforms SFCDO by more than 10% on average,
in terms of AR, considering each mapping objective. Moreover, with the objective of minimizing the
mapping cost, ML-SFCDA outperforms SFCDO in terms of mapping cost by 5%, of VSLR by 6.7%,
and of total revenue by 12%, as shown Figs. 5.8b, 5.8d, 5.8c. This is because, at any time, SFCDO
greedily selects the node for hosting the VINF considering only the performance at the previous step,
which affects the overall AR and cost performances. The better delay performance of the ML-SFCDA
is attributed to the ability to use fewer substrate links for each virtual link. The lower performance
of the load balance based ML-SFCDA-LB is due to its ability to select the least utilized links for
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Figure 5.8: Experiment 3 of Scenario 1: The impact of the arrival rate is evaluated by varying the
arrival rate of SFCs from 2 to 18 arrivals per 100 time units for a total of 50000 time units considering
ChinaNet topology. The results of the the proposed ML-SFCDA considering objectives of mapping
cost (ML-SFCDA-Cost), load balancing (ML-SFCDA-LB) and the state of the art SFCDO algorithm
considering mapping cost minimization (SFCDO-Cost) and link load balance (SFCDO-LB) are
indicated in figures 5.8a - 5.8d

mapping the request, compared to the SFCDO-LB algorithm. Consequently, ML-SFCDA-LB may
map requests on longer paths, hence, affecting its performance in terms of mapping cost, VSLR, total

revenue and end-to-end delay, compared to SFCDO-LB.

In experiment 4, whose results are shown in figure 5.9, the impact of the SFC size is evaluated

1

under an increasing number of VNFs per request, from 3 to 15, considering the ChinaNet topology.

In terms of AR, ML-SFCDA outperforms SFCDO algorithm by 11.1% and 15.2%, considering cost
and load balancing objectives, respectively, as reflected in Fig. 5.9a. As shown in figure Fig. 5.9c,
the average provisioning time of each admitted request for both algorithms increases as the number

of VNFs per request increases, due to an increase in the number of stages of the graph to obtain
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the solution. Moreover, the execution time of ML-SFCDA is higher than that of SFCDO by 1.3
milliseconds on average for the two mapping objectives. This is due to the extra number of shortest
paths computed by the ML-SFCDA at each stage. However, both algorithms are able to provision
each request within a fraction of a second.
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Figure 5.9: Experiment 2 of Scenario 1: The impact of the number of VNFs per SFC is evaluated
by varying the number of VNFs per SFC from 3 to 15 with arrival rate fixed at 3 requests per 100
time units for a total of 50000 time units. The results of the the proposed ML-SFCDA considering
objectives of mapping cost (ML-SFCDA-Cost), load balancing (ML-SFCDA-LB) and the state of the
art SFCDO algorithm considering mapping cost minimization (SFCDO-Cost) and link load balance
(SFCDO-LB) are indicated in figures 5.9a-5.9¢c

Scenario 02: Migration-aware algorithm performance analysis

This scenario aims to analyze the performance of the proposed migration-aware algorithm (Mig-
aware). In this case, the algorithms are compared in terms of AR, average number of preempted users

per unit of time, execution time and mapping cost. All experiments have been run using the ChinaNet
topology.

In experiment 1, whose results are shown in figure 5.10, the impact of the arrival rate on the
performance of the algorithms is analysed. From figure 5.10b, Mig-aware results in an average
of 60 preempted demands per unit of time, averaged across all arrival rates, while the cost based
SFCDA-Cost approach results in an average preemption of 205 requests (approximately 70% extra
preemptions) per unit of time. This result demonstrates that the Mig-aware obtains a significant
gain, of up to 70%, in terms of service availability for low priority users by minimising the number
of preemptions. Moreover, such preemptions are penalized with greater delays when remapping
the preempted requests, including the possibility that the remapping algorithm may fail trying to
find a feasible solution for restoring the preempted service. The average processing time of each
admitted request for all the three algorithms is in a fraction of a second, with the Dedicated-BS
having the best performance of 2.18 milliseconds, followed by SFCDA-Cost with 3.52 milliseconds

and Mig-aware with 3.74 milliseconds, averaged across the different arrival rates, as shown in figure
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5.10c. The additional overhead in terms of execution time for Mig-aware and SFCDA-Cost is due to
the remapping of the preempted low priority users, which is not done in the Dedicated-BS, since it
does not contemplate the resource sharing. Moreover, the Mig-aware approach experiences a small
overhead in terms of time, due to the extra work of edge and node weight computation. The Cost
based SFCDA-Cost results in the best performance, in terms of AR, with an average value of 47.17%,
averaged over the different arrival rates, followed by Mig-aware with 44.87% and Dedicated-BS with
42.66%, as shown in figure 5.10a. The superior performance of the SFCDA-Cost is attributed to the
ability to map both the high priority and low priority requests when minimizing the mapping cost,

as for Dedicated-BS, but at the same time, reusing the idle backup resources, like the Mig-aware

algorithm.
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Figure 5.10: Experiment 1 of Scenario 2: The impact of the arrival rate is evaluated by varying the
arrival rate of SFCs from 2 to 18 arrivals per 100 time units for a total of 50000 time units. The results
of the the proposed migration-aware algorithm (Mig-aware), the cost based bench mark algorithm
(SFCDA-Cost) and dedicated backup scheme (Dedicated-BS) are shown in figures 5.10a-5.10c

In experiment 2, whose results are shown in figure 5.11, the impact of the fraction of high
priority users among the total arriving requests is analysed by varying the generation probability of
high priority users from 0.2 to 1. Figure 5.11a reveals a decline in the AR performance, across all the
provisioning strategies, as the fraction of high priority users increases. This is because such users
have a lower probability of being mapped, compared to the lower priority users, due to the difficulty
in obtaining a pair of disjoint paths of nodes for provisioning the primary and backup solution for
those users. Consequently, the overall AR performance decreases. This also explains the decrease in
the total consumed processing resources, as shown in figure 5.11c, even when the average mapping
cost per admitted request increases, as the number of high priority requests increases. Moreover, from
these results, the AR performance of the Mig-aware algorithm is not worsening in this experiment,
in comparison to the other algorithms. Again, this experiment shows that Mig-aware is efficient
to decrease the number of preemptions, and, therefore, the low priority services result in a better
service condition with an average value of 28.8 low priority requests being preempted per unit of

time, compared to 82 requests of the cost based approach, as shown in figure 5.11b.
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Figure 5.11: Experiment 2 of Scenario 2: The impact of the fraction of the high priority users among
the arriving demand is evaluated by varying the probability of generation of high priority demand
from 0.1 to 1 considering 5 arrivals per 100 time units for a total of 40000 time units. The results of
the the proposed migration-aware algorithm (Mig-aware), dedicated backup scheme (Dedicated-BS)
and the cost based bench mark algorithm (SFCDA-Cost) are shown in figures 5.11a-5.11c

Scenario 3: QoS-aware service restoration algorithm performance analysis

In Section 5.3.4, a QOS-aware algorithm for remapping preempted low priority requests was descried,
whose target was to minimize the QoS violations by reusing surviving substrate nodes and paths
whenever possible. This scenario evaluates the performance of this algorithm (denoted in this section
as Global-QoS) against two benchmark algorithms: one where the preempted users are remapped
using the ML-SFCDA algorithm discussed in Section 5.3.1, with the objective of minimising the
provisioning cost and denoted as Global-cost. And the other using a local rerouting based service

restoration algorithm, as proposed in [68] and denoted as Local-SR.

In experiment 1, whose results are shown in figure 5.12, we analyze the impact of a varying
arrival rate on the performance of the algorithms. Figures 5.12b and 5.12a reveal that Global-QoS
results in up to 21% and 30% improvements, in terms of the number of surviving VNFs and virtual
links, respectively, that are migrated to new substrate nodes and paths on average, for each remapped
SFC. Global-QoS results in an average of 9.6% and 48.4% of the number of surviving VNFs and
virtual links, respectively, migrated to new substrate nodes and paths for each remapped request,
while the resulting performance for Global-Cost algorithm is 31.4% and 78.5%, averaged over all
arrival rates. These results are the consequence of the weighting approach adopted by Global-QoS,
which favors surviving VNFs and virtual links to reuse the same nodes and links during service
restoration. Such an approach achieves a reduction on the delays associated with the migration and
instantiation of VNFs on new substrate nodes, hence, minimizing the level of service disruption,
resulting in a better QoS performance. Moreover, Global-QoS remains competitive, in terms of
average number of successful request remappings (within a 2% margin) and acceptance ratio (within

a 6.5% margin) compared to Global-Cost, as reflected in figures 5.12d and 5.12c. From figure 5.12d



114 5.5. Conclusion

QoS-aware results in an improvement of 14% in terms of successful request remappings, averaged
over all arrival rates, compared to the local-rerouting approach, with minimal execution time overhead.
Considering average values across all arrival rates, Global-Cost results in the best performance in
terms of average AR and total revenue, with average values of 47.13% and 9088061.0, as depicted in
figures 5.12c and 5.12f. This is due to the fact that Global-Cost remaps the failed nodes and links on
shorter paths, hence, resulting in a lower resource consumption. This is followed by Global-QoS
and Local-SR with average values of 40.5%, 7089438.52, and 28.9%, 4557531.723, respectively, in
terms of average AR and total revenue. The poor performance of the Local-SR approach is due to the
fact that computing the solution locally may result in a higher resource consumption and even failure

to obtain a remapping solution.

In experiment 2, whose results are shown in figure 5.13, we analyse the impact of a varying
number of VNFs per SFC on the performance of the algorithms. Figure 5.13a shows a decline in terms
of AR performance for all the algorithms, as the SFC size increases. This is because the probability
of finding a feasible mapping solution for a given SFC request decreases with the increase of the
SFC size, due to the difficulty on satisfying the request constraints in terms of delay and resource
requirements. Global-QoS achieves an average value of 22.8%, which is approximately 5% higher
than Local-SR, and within a 3% margin compared to Global-Cost, whose AR values are 17.7% and
25.7%, averaged across all SFC sizes. In 5.13b, Local-SR results in the highest value of remapping
failure, with a remapping failure rate of 30.79%, which is 9% and 21% higher than Global-Qos and
Global-Cost, respectively. Figure 5.13c, shows that Global-QoS and Global-Cost result on average
result in 8.6% and 29.4% respectively of the number of surviving VNFs being migrated to new nodes
upon service restoration. This translates in up to a 21% performance improvement of Global-Qos
compared to Global-Cost. From figure 5.13d, as the number of VNFs increases, the performance gain
in terms of service restoration time, compared to using a local rerouting approach, decreases. This
is because, as the VNFs increase, the probability of multiple VNFs/virtual links failures increases,
and this requires running the local rerouting algorithm more than once for the same request, hence,
increasing its execution time. Moreover, all the algorithms show a similar performance (within a 0.01
millisecond margin) in terms of average processing time per remapped request, with an average value

of 0.6 milliseconds, averaged over all SFC sizes.

This scenario has demonstrated that the proposed Global-QoS results in a significant reduction
in the number of surviving VNFs that are migrated to new VNF instances, while yielding competitive

results in terms of acceptance ratio and mapping cost, in comparison with the Global-Cost algorithm.

5.5 Conclusion

In this chapter, a multi-stage graph based algorithm has been proposed as an alternative algorithm
for SFC provisioning within single substrate networks. Simulation results reveal that the proposed
algorithm can result in more than a 10% performance improvement, in terms of acceptance ratio,

compared to a state-of-the-art algorithm and within a 4% margin of the optimal solution. Therefore,
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the algorithm has been found to be scalable when considering an increasing network size and demand.

Moreover, the algorithm can be tailored, easily and flexibly, to different mapping objectives.

On considering a scenario with requests belonging to two different priorities, with the possibility
of the low priority requests to borrow the unused backup resources of the high priority users, the
above mentioned algorithm has been modified to implement a migration-aware algorithm for the
provisioning of low priority requests. The new algorithm results in a gain of up to 70% in terms of
service availability of low priority users, thanks to minimising the number of preemptions. Moreover,
for the low priority users preempted from their assigned resources, we have proposed a third algorithm,
the QoS-aware service restoration algorithm, that prioritises the reuse of surviving VNFs and virtual
links, instead of considering the whole request remapping, hence, minimising the overall delay and

cost associated with the migration.
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Figure 5.12: Experiment 1 of simulation scenario 3: performance analysis of the QoS-aware
algorithm considering an online scenario. The impact of arrival rate is evaluated in this experiment
by varying the arrival rates from 1 to 8§ arrivals per 100 time units for a total of 50000 time units.
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Figure 5.13: Experiment 2 of simulation scenario 3: Performance analysis of the QoS-aware
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the number of VNFs per SFC from 3 to 11 with the arrival rate fixed at 5 requests per 100 time units
for a total of 20000 time units.



CHAPTER

Fault tolerant placement of Stateful VNFs

6.1 Introduction

The proposals in Chapters 3 and 5 addressed the problem of survivable VNF orchestration from the
perspective of stateless VNFs. However, stateful VNFs generate states that require to be continuously
transferred to their stand-by instances in order to guarantee seamless traffic redirection upon failure. If
not well managed, such updates may result in a high consumption of bandwidth resources, potentially
resulting in network congestion and rejection of incoming requests. In Fig. 6.1, an illustration of the
fault-tolerant placement of an SFC instance considering a scenario in which the entire instance is
placed on a single Data Center (DC) is given. With the active and stand-by instances placed on DC
B and D respectively, there is need for a state-update path between these DCs as shown in the red
dotted line. In this way, the placement problem needs to jointly optimize the resource consumption
due to state update in addition to that due to the active and stand-by instances. This requires full
coordination during the mapping of the active and stand-by instances, since these are inter-linked

through the state update event, unlike for the stateless case as addressed in [29, 38—45].

As an enhancement to the previous chapters of the thesis, this chapter proposes a Metaheuristic
approach to tackle the problem of resource efficient and fault-tolerant orchestration of SFCs while
considering stateful VNFs. Metaheuristic approaches have previously been adopted for the problem
of SFC orchestration including GA [99, 104, 150], Particle Swarm [137, 151], Anti-colony [152, 153],
and Harmony-search [110]. However, these donot focus on fault-tolerant orchestration and consider
stateless VNFs in their execution. To the best of the authors’ knowledge, with respect to the stateful
VNF placement, this is the first work that: i) adopts a flexible deployment scheme that does not
constrain an entire SFC to be placed on a single DC; ii) adopts a fully coordinated approach for
placement of both active and stand-by instances, thanks to a request transformation/augmentation
technique proposed by the chapter; and iii) adopts a genetic and harmony search meta-heuristics
approach to solve the fault-tolerant orchestration problem. In light of the above, the key contributions

of this chapter to the overall thesis can be summarized as follows:

* Formulation of the fault-tolerant stateful VNF orchestration problem considering a scenario in
which the different VNFs of an SFC instance can be deployed across different substrate nodes

(e.g., Data Centers, servers etc.)

118
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Figure 6.1: An illustration of the Fault-tolerant SFC placement with the active instance provisioned
on Data Center B and the stand-by instance provisioned on Data center D. The red dotted line
corresponds to the state update transfer from DC B to DC D

* Proposal of a request augmentation technique in which the primary and stand-by instances of a
request are combined, and jointly mapped as a single request graph, with a target of achieving

full coordination between the mapping of the active and stand-by instances of a service request.

* Proposal of Genetic and Harmony Search meta-heuristic algorithms for solving the formulated

NP-hard problem in feasible time.

» Additionally, for a special case in which an entire SFC instance is required to be mapped in
a single node as adopted in literature, the chapter proposes a heuristic algorithm based on a

bi-stage graph with near optimal performance while executing in practical run time.

The rest of this chapter is organized as follows: Section 6.2 introduces a description of the fault-
tolerant stateful VNF orchestration problem. Then, the proposed service orchestration algorithms
are introduced in Sections 6.3 and 6.4. Specifically, Section 6.3 introduces the Bi-stage graph
based algorithm for mapping an entire SFC instance on a single DC, while Section 6.4 introduces
the Metaheuristic i.e., Genetic and Harmony search algorithms in which the different VNFs of an
SFC instance may be mapped across different nodes. The performance evaluation of the proposed

algorithms is presented in Section 6.5 and the chapter is concluded in Section 6.6.
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6.2 Description and formulation of the fault-tolerant stateful VNF or-

chestration problem

This chapter envisions a scenario in which the survivability of a given service request is achieved by
pro-actively provisioning backup instances for each VNF of the request [40, 154]. This is a realistic
consideration given the stringent service reliability requirements of mission-critical applications
expected in 5G and beyond networks. In addition, we constrain the active and stand-by instance
solutions to be disjoint in terms of the host nodes, with a target of minimizing the probability of joint

failure of both the active and stand-by instances. Thus,
2" x 45" =0 Vi€ N,,Vj € N, 6.1)

Where l’;T € {0,1} = 1 if the active instance of VNF i is mapped onto substrate node j € N, and
’y;-’r = 1 if the standby instance of VNF ¢ is mapped on substrate node j € Ng. In light of the above
considerations, the fault-tolerant stateful VNF orchestration problem involves making the following

two key decisions:

* Selection of the node(s) and substrate edges/paths on which to map the different VNFs and

virtual links respectively of the active SFC instance.

 Selection of the node(s) and substrate edges/paths on which to map the different VNFs and

virtual links of the stand-by SFC instance respectively.

With the view that the different VNFs of an instance can be placed on different substrate nodes, the
total provisioning cost for a given request consists of: i) the cost of the computational resources
allocated/reserved at the node(s) supporting the active/ stand-by instances; i) transmission cost
for the paths between the ingress and egress nodes for the active and stand-by instances; and i)
transmission cost for propagating the state information from the node(s) supporting the active instance

to each of the node(s) supporting the stand-by instances.

Therefore, for each request, the placement problem involves obtaining a set DC,,,; composed of
nodes that jointly minimize the above cost components, where | DC,,;| > 1. In order to formulate
the total provisioning cost, we let m;r €{0,1}, vj’r € {0, 1}, denote binary variables each equal to 1
if the active instance and stand-by instance respectively of VNF ¢ of SFC request 7 is provisioned on
node j, zero otherwise. Similarly, we let 0. € {0,1}, 04" € {0,1} and 0/*" € {0, 1} denote
binary variables equal to 1 if the substrate edge e € F is used in the active path, backup path and
state update path respectively, zero otherwise. Then, the placement cost C" for request » € R is

computed as the sum of processing cost and transmission cost as below:

C" = Cprcs + Ctrans (62)
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where C),.s denotes the processing cost at the nodes and computed as below:

Cpres = Y- #5700+ 3 3 40, ©3)
iEN, i€ENy jENS
where the first and second terms in equation 6.3 correspond to the cost from the active and stand-by
instances respectively. C;Zm denotes the computational resources associated with VNF instance 1.
Note that the formulation for the second term caters for the possible case in which each VNF instance
may be associated with more than one stand-by instance. If we denote by Bwsj;_ . as the state update
rate from the active to stand-by instance, then, the transmission cost, Ciqys is computed as shown in
equation 6.4 with the first, second and third terms respectively corresponding to the active instance,

backup instance and state update cost.

ract t r r.bk t r
Ctrans = E Oe peBwtdem + E O¢ peBwtdem+
ecE eckE

r,su t r
E : Oc peBdeem
eck

6.4)

Note that this work considers the cost for each unit of processing rate for a given VNF to be uniform
across the different nodes of the network. Consequently, the variations in placement cost as expressed
in equation 6.2, is majorly influenced by the number of edges used for hosting the active , state update
and stand-by instances of the request. Consequently, the optimisation problem is formulated as that
of minimising the number of substrate edges used for provisioning the request, and mathematically

expressed as:

Minimise : Z oleet 4 Z ol 4 Z o™ (6.5)

eckE eckE eckE

where the first, second and third terms of equation 6.5 correspond to the edges used in the active,
stand-by and state-update paths respectively. Equation. 6.5 is solved under the constraints specified
in Eqns. 2.6 - 2.13 and 6.1.

Owing to the NP-hard nature of the above problem, this chapter proposes a meta-heuristic
approach with the ability to realize near-optimal solutions to the problem in feasible running time. In
formulating a solution to the above problem, the chapter considers two possible service deployment

scenarios:

1. A scenario in which an entire SFC instance is constrained to be placed in a single node(e.g.,
Data center) as adopted in the existing works [26—28]. For this scenario, the thesis proposes a

heuristic approach that relies on a Bi-stage graph for computing the mapping solution.

2. A scenario in which the different VNFs of an SFC instance can be deployed across multiple DCs.
Due to the complexity involved in the second scenario, the paper proposes a meta-heuristic
approach, namely Genetic and Harmony search algorithms for obtaining the orchestration

solutions.
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A description of these algorithms follows below starting with the former scenario.

6.3 Proposed Bi-stage graph based algorithm

This section introduces the Bi-stage graph based algorithm for fault-tolerant orchestration of stateful
VNFs considering a scenario in which an entire SFC instance has to be deployed within a single DC
node. In this regard, the placement problem involves obtaining a single DC for hosting the active SFC
instance and a set of DC(s) for hosting the stand-by instance(s). The proposed algorithm is executed
in three sequential steps: candidates matching, Bi-stage graph computation and solution evaluation.
The candidate matching step targets to associate each SFC instance with a set of candidate DCs that
can potentially map either the active or stand-by instances of the SFC. Given the above candidate
sets, Bi-stage graph computation step constructs a weighted Bi-stage graph, which is then used by
the solution evaluation step to obtain a request mapping solution. A detailed description of the above

steps is given below:

6.3.1 Candidates matching

Aware that the residual resources and the QoS guarantees across the different DCs continuously
change with time, the different resource constraints (e.g., processing, storage, memory, and bandwidth,
among others) associated with a request received at a given time instance may be met by only a subset
of the available DCs. Therefore, the candidates matching step targets to associate each SFC request
with a set of such DCs that can support the deployment of either the active or stand-by instances of
the request. In so doing, the step ensures that only feasible DCs are used in the construction of the
bi-stage graph, which not only results in a reduction in the execution time of the algorithm, but also

ensures that unfeasible DCs are not returned as part of the mapping solutions.
To be a candidate for an SFC instance r € R, DC; € Dc must satisfy the following:

* The residual resources (e.g., processing, memory and storage, among others) on DC; should
satisfy the corresponding resource requirements of the service request. This chapter considers
only processing resources. However, other resources can be easily integrated into the proposed

model.

* There should exist a path between the ingress and egress nodes going through DC); that
satisfies the requirements of the service request in terms of bandwidth and end-to-end delay

requirement.

The pseudo-code for the candidates matching step is shown in Algorithm 8. The algorithm takes as
input the substrate network graph and the request tuple containing the request specifications. Then,

for each substrate node 74, the algorithm checks if the residual resources C/'s, of the node can satisfy

the computational requirements of the SFC and if there is a feasible path (in terms of bandwidth

and end-to-end delay) from source to destination that goes through n;. In case there are no feasible

T

candidates for the SFC, the algorithm rejects the request, otherwise, it returns C'andy, .,

Cand?,; and
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dict’, corresponding to a set containing candidate nodes for the active SFC instance, a set containing
candidate nodes for the stand-by instance, and a dictionary containing the weights of the different
nodes. The weight of a node ns in this case corresponds to the number of hops of the shortest
available path between the ingress and egress nodes that goes through node ns. Note that in this
work, we reserve the resources for the stand-by instance, hence, we consider the stand-by instances
of the SFC to have the same requirements as the active instance in terms of end-to-end delay and
computational requirements. Therefore, a node which is a candidate for the active instance is also
a feasible candidate for the stand-by instance, making Cand, ,=Cand’, ;. However, in scenarios
where resources need not to be reserved for the stand-by instance, such sets may be different since

there is no resource constraint imposed on the candidates of the stand-by instance.

Algorithm 8 Candidates matching step
Input: G, < G3,,CY,,., Bwtl,, ., Del:, 1., T&",T]’Z >

Output: Cand. ... Cand’, , dict:,
Initialise: Cand), =0, Cand?,,= 0, dict], =0
for ny; € Nsdo
if Oz, > C,, then
path*?=Dijkstra(l, T}, ns)
if path®¢ is feasible then

Add n; to Candy,

Add ng to Cand’,,

Add path®< to dict”,
end

end

end

if‘ an'd26t==® or Cand’,,==0 then
eject request

end

else
| Return Candy,,, Cand,,, dict;,

act>
end

6.3.2 Bi-stage graph computation

This step exploits the sets Candy,., and Cand’, ; containing the candidates for the active and stand-by
instances respectively, and the dictionary dict], containing the weights of the different candidate
nodes as obtained from the candidate matching step to construct a Bi-stage graph as shown in Fig. 6.2.
First, the sets Candy, ., and C'and?,, are sorted in increasing order of their respective node weights.
Then, the nodes in Candy, ., and Cand’,; are placed at the first and second stages of the graph
respectively, with the least weight nodes being placed at the topmost levels at each stage. Each node
ns € N; at each stage is associated with a weight w,,, which corresponds to the number of hops
of the path from the ingress node to the egress node that goes through that node. For the nodes at
the first stage, such a weight corresponds to the number of hops to be traversed by traffic of the

active instance from source to destination. Similarly, for each node n € Cand.,,; at the second stage,
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the weignt w,,, corresponds to the number of hops to be traversed by traffic from the source to the
destination nodes if node n € Ny is chosen as a host for a stand-by SFC instance. Then, the algorithm
selects the topmost K nodes at the first stage from which to select the DCl4iye and the topmost J
nodes at the second stage from which to select the stand-by DC(s) Dcgq. Observe that J > Ny
where Ngq is the required number of stand-by DCs. Then, each node m € Cand], ., among the
top most K nodes at the first stage is connected to each node n € Cand’,; among the top most .J
nodes at the second stage, where m # n, through a weighted path computed using Dijkstra algorithm.
The requirement m # n ensures that a single node is not selected for hosting both the active and
stand-by instances, since in practice, its possible that a given node is a candidate for both the active

and stand-by instances.

The weight w,,,, of the path connecting nodes m and n, relates to the state update cost between
the two nodes considering that m and n are chosen as the host for the active and stand-by instances

respectively. This weight is computed as follows:

T
Bwsj, .

w. =
" Bwth

X Hpn (6.6)

where H,,,, is the number of hops of the substrate path m — n. We consider weighting H,,,, since

the state update rate Bws];,,, i.e., the transmission rate between nodes m and n, may be different

T

from the transmission rate Bwt},_,

i.e., the transmission rate between the source s and the target
node t, hence, imposing different impacts in terms of cost even for the same number of hops. Note
that in case of no connection between m and n, then, this denotes an infeasible pair, hence, such a

weight is infinite.

6.3.3 Computation of the provisioning solution

The mapping solution is obtained by associating each node m among the K candidate nodes at the
first stage with a global cost CNst¢, The cost CNst relates to the global cost that would be incurred
by selecting the node m as the host for the active instance and selecting the Nyq < J node(s) from
stage 2 as the hosts for the stand-by instance (s), where N, denotes the required number of stand-by

instances. In this work, we set Ng s = 1. The global cost Cﬁstd is evaluated as follows:

Each node n € Cand.,; connected to m is associated with a cost value with respect to m,
denoted as ¢]}, which is evaluated as the sum of the interconnecting path weight w,,,, and its node
weight w,,. Thus:

Cry, = Wmn + W, 6.7)

Then, among all the J nodes, N4 nodes with the least node cost values are selected. Then Cn]\{sfd is

evaluated as the sum of w,,, and the node values of the selected N,y nodes. Thus:

Nstd
CNett = wpm + > (6.8)

n=1
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Algorithm 9 Solution Construction
Input: Candy,.,, Cand,,, dict},

Output: Candgyctive, Candi\t’g’d
Initialise: Candgctive=INone, Candﬁ;’fd: None

kcountm’:O
Global_Cost_dict =0
for m € CandX, do

if Meounter > K then
| break
end
else
kcounter = kcounter +1
jcounter:O
std_cost_array=[]
for n € Cand’,, do
if Jeounter == J then
| break
end
else
.jcounter = jcounte'r‘ +1
= Wmn, + Wn,
append c' to std_cost_array
end

end

if len(std_cost_array)<Nsyq then
| continue
end
else
-Sort std_cost_array in increasing value
-Extract the first Ng;q nodes
-Compute the global cost CVsta

-Store C%std,m and N4 in Global_Cost_dict
end

end

end

if Global_Cost_dict == () then
| Reject Request

end

else
sort Global_Cost_dict in increasing cost

-Extract Candgtive and the corresponding C andﬁj’jd
end

Then, the mapping solution is chosen as the node m with the least global value, in case m is
chosen as the host for the active instance and the corresponding N4 nodes being chosen as the host

for the stand-by instances.

The parameters K and J are optimization parameters that set a trade-off between solution
optimality and execution time of the solution evaluation step. The bigger the values of K and J, the
higher the chances of getting a better solution, albeit at a higher execution time. The case K=1 and
J=1, corresponds to selecting nodes with the lowest cost in terms of placement of both the active and

stand-by instances, although these may be associated with a high state update cost.
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Stage 1 Stage 2

Figure 6.2: Illustration of the bi-stage graph in which there are 3 candidate nodes for active instance
and 4 candidates nodes for stand-by instance. In this case, J=3 and K=2 and node 2 is a candidate for
both the active and stand-by instances

Forexample, if k=J=1, this means that the algorithm tries to select the topmost node in the first
layer as the candidate for the active instance, and the topmost node (if not equal to DClctire) in the
second stage as the host for the stand-by instance. Incase any of these nodes is not feasible, then
the request is rejected. Its clear that by increasing the value of K and .J, the algorithm explores
more alternatives from which to select DClctipe and DClq, hence increases the chances of obtaining
better solutions, albeit at the expense of increased running time. Figure 6.2 shows an example of a
Bi-stage graph with 3 candidate nodes for the active instance and 4 candidate nodes for the stand-by
instance, with DC 2 being a candidate for both instances. In this case, K = 2 and J = 3. The weight
costs ¢, for each node x at the first and second stage correspond to the weight of the node in terms
of the total number of hops between source and destination for the shortest path going through that

node.

6.3.4 Time complexity analysis

The proposed algorithm consists of a candidates matching step, a Bi-stage graph computation step and
the solution evaluation step. In the candidates matching step, the feasibility of each DC is evaluated
by running Dijkstra algorithm from the source node to the DC , and from the DC to the terminal
node. Considering the time-complexity of the Dijkstra algorithm as ©(|Es| + | Ns|log(|Ns|)) ~
©(|Nsllog(|Ns)), the time complexity of the candidates matching step considering a substrate
network composed of Np,. Data centers can be approximated as 2Np. x O(|Ns|log(|Ns|). The Bi-
stage graph computation step involves computing shortest path between each of the K candidate nodes
in stage 1 to each of the J nodes in stage 2. Therefore the total number of shortest paths computed in
this step are K x J. Additionally, the step involves sorting the DCs according to their weights. The
time complexity of this sorting step is ©(Np. x log(Np.)). Therefore the time complexity of the
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proposed Bi-stage algorithm can be approximated as (k x J + 2D¢)O(|Ns|log(|Ns|).

6.4 Metaheuristic Orchestration algorithms

This section describes the orchestration algorithms based on the population metaheuristics Genetic
Algorithm (GA) and Harmony Search (HS). In order to achieve coordinated mapping of the SFC
instance, the two algorithms rely on a request transformation technique which involves combining the
active SFC instance and the stand-by instance including the respective state update requirements into
a single request graph which is then jointly embedded into the substrate network. First, the request

transformation technique is introduced below.

6.4.1 Request transformation

The request transformation technique augments the SFC request primary topology, and the stand-by
topology including the corresponding state-update paths into a single request graph. This enables
the computation of the active and stand-by instance solutions in a single step, which ensures full
coordination during the computation of the service orchestration solution. Such coordination is
specifically vital for the stateful VNF placement problem since it involves information exchange
between the active and stand-by instances, whose transfer costs are dependent of the placement
of both the active and stand-by instances, necessitating full coordination between these two steps.
Moreover, the transformation technique is well suited for a provisioning scenario in which the state
update rates between the different VNF instances may be different and where the different VNFs of
the SFC request can be provisioned on different DCs. An illustration of the request transformation
step is shown in Fig. 6.3 in which the SFC request shown in Fig. 6.3(a) is shown with two possible
transformations. The transformation in Fig. 6.3(b) is for a case in which the different VNFs of
the SFC instance can be mapped on different DCs. In this case, the state update information is
exchanged directly between the DCs hosting the corresponding VNFs. This permits flexible mapping
in which the state update rates and intervals of the different VNFs can be accommodated. Fig. 6.3(b)
corresponds to a scenario in which an entire SFC instance is deployed on a single DC.

6.4.2 Encoding Scheme

In order to solve the considered problem using the proposed metaheuristic algorithm, the chapter
adopts a problem-specific representation [155], where each potential assigment solution is depicted
using a permutation vector of | Ng| (number of DCs in a substrate network) elements in which we
have to choose 2 x |N,| (number of active instances in an SFC, and number of stand-by instances
per VNF) elements with repetition. Every permutation vector (chromosome and harmony for GA and
HS, respectively) consists of several positions (genes and notes for GA and HS, respectively). Each

position value is represented by an integer in [0,

Ng| — 1] interval and corresponds to a physical
node where a VNF is provisioned. Permutation vectors could be created randomly or by a specific

function and must satisfy the constraints of the optimization model. Figure 6.4 shows an example of
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Figure 6.3: An illustration of the request transformation procedure for achieving coordinated node
and link mapping

the encoding scheme for a sample service chain composed of 3 active instances of VNFs. Therefore,
each permutation vector is composed of 6 positions, 3 for the active instances and 3 for the stand-by
instances. In this example, the VNFs 0 to 2 (active instances) are mapped to the physical nodes 1, 2,
and 5, whereas the VNFs 3 to 5 (stand-by instances) are assigned to the physical nodes 0, 3, and 4. A

fixed number of chromosomes constitute the population as an initial set of solutions.

6.4.3 Initialization Functions

All metaheuristic optimization algorithms require some initialization, and the initialization for
such algorithms is usually carried out randomly. However, initialization can have some significant
influence on the performance of such algorithms [156]. In this thesis,two initialization functions
for the metaheuristic algorithm are proposed, one based on a random selection and another based
on node ranking considering the transformed request. For the basic version of the metaheuristic
algorithms, the initial solutions are randomly generated, i.e., for each VNF in IV,,, a physical node
is randomly selected from N, to host its active instance; for this, all the physical nodes in N, are

considered to have the same probabilities to be selected. In order to ensure that the nodes selected
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Figure 6.4: Permutation-based SFC representation. In this case, active instances=3 and stand-by
instances per VNF=1

for the active instances are not reassigned to the stand-by instances, once all the nodes for the active
instance are selected, the selected nodes are removed from N, before the process is repeated for the
stand-by instances, as shown in the algorithm 12. Although easy to implement and fast to execute,
such an approach lacks coordination between mapping of the active and stand-by instances which
may result in high state-update costs and request rejection rate due to high probabilities of selecting

unfeasible nodes during the initialization process.



130 6.4. Metaheuristic Orchestration algorithms

Algorithm 10 Pseudocode of random initialization.

Input: n, Ny, |N,| // n No. of candidate solutions

/I N4 Set of physical nodes,

/I | N,| Number of VNFs in the service function chain.

Output: A set of n permutation vectors (initial solutions)

Step 1 Initialize the Initial Solutions list. InitialSolutions < [|
fori=1tondo

Step 2 initialize a candidateSolution[2|N, || vector with zeros.
Step 3 Randomly select the physical nodes from N for the active instances.
for j =01 |N,| — 1do

position = select a random number from O to | N;|.
candidateSolution[j] = Ns[position]

end

Step 4 Remove the physical nodes that has just been selected for the active instances from N.
Step 5 Randomly select the physical nodes from N, for the stand-by instances.

for j = |N,| to (2|N,|) — 1 do

position = select a random number from 0 to | Ng|.

candidateSolution[j] = Ng[position]

end
Step 6 add the candidateSolution vector to the Initial Solutions list.

end
Return I'nitialSolutions list with n permutation vector.

Algorithm 11 Pseudocode of node ranking initialization.

Input: n, Ny, Es, |N,| // n No. of candidate solutions

/I N4 Set of physical nodes,

/I E4 Set of physical links,

// | N,| Number of VNFs in the service function chain.

Output: A set of n permutation vectors (initial solutions)

Step 1 Initialize the Initial Solutions list. InitialSolutions < [|

fori =1rondo

Step 2 initialize a candidateSolution[2|N,|] vector with zeros.

for j =01t |N,| —1do
Step 3 Construct a node candidate list (C'N L), in which every physical node must meet the resource
constraint of the VNI,
Step 4 Select the physical node from the C'N L; according to the N R value of the physical nodes.
The probability of select a physical node k is given by %, where m is the total number of
candidate nodes in CNL;. candidateSolution[j] = CNL;|k]

end

Step 5 Remove the physical nodes that has just been selected for the active instances from N.

Step 6 Repeat the step 3 and 4 for each stand-by instance.

Step 7 add the candidateSolution vector to the Initial Solutions list.

end
Return I'nitial Solutions list with n permutation vector.

On the other hand, taking the context of the problem into account, the continuous reservation
and release of resources resulting from the arrival and departure of service function chains can
produce congestion at certain nodes and links; this congestion may result in the physical network
resources to be unbalanced and fragmented and hinder the physical network from accepting larger
SFCs. Besides, because the permutation vector encodes the candidate mapping solutions without

considering the link mapping stage, it may dissatisfy the connectivity constraints in the link mapping
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stage. Therefore, we propose using an initialization function based on node ranking that reflects the
computational resource and the bandwidth resource consumption of a node n, simultaneously, given

by the following equation:

cns
Ry, = — (6.9)
anGEn Hn;

where R, denotes the rank of a physical node ns and H,,” denotes the number of hops between node
n, and an essential node n; € E,, where E,, denotes a set of all essential nodes. Essential nodes are
chosen as those physical nodes that directly influence the cost incurred if node ns were to be chosen
as the host for the VNF under consideration. In this way, a node is considered to be essential with
respect to ns when obtaining candidate nodes for VNF ¢ if it meets any of the following conditions:
i) it is the source or ingress node of the service request. In this way, its a preferred that n, results
in low resource consumption when traffic flows from the ingress to egress node through ng; ii) a
host node for the previously mapped VNF ¢ — 1. In this way, its preferred that ng results in less
bandwidth resource consumption to the node hosting the preceding VNF ; or 7i7) a host for the active
instance of the current VNF in case of obtaining the stand-by instance solution. This directly affects
the state update cost between n; and the host of the corresponding active instance. The term C',
denotes the remaining computational resources of ns. The idea behind this initialization function
is that the VNFs have a higher probability of being mapped to the physical nodes that have more
available resources and result in low consumption of bandwidth resources as well as increasing the
possibility of satisfying the virtual link’s delay constraints. The initialization function proposed to

feed the initial solutions of the metaheuristic algorithms is presented in Algorithm 13.

6.4.4 Constraint Management Approach

When using metaheuristics for the SFC placement problem, there can be DCs/nodes and paths on the
substrate network that do not meet the QoS requirements of the VNF and virtual links respectively
during the evaluation of the candidate solutions: Solutions that contain these kinds of DCs or paths
are considered infeasible solutions. Search space regions with many infeasible solutions can influence
the algorithm’s performance in solving such problems; to address this issue, we adopt a penalty
function that assigns penalty values to each infeasible solution according to the degree of fulfillment
of the constraints so that, the more infeasible a candidate solution is, the higher the penalization
it gets. Penalization values are used to place infeasible solutions a distance to the feasible region
proportional to such values, enhancing the metaheuristic algorithms’ performance in a search space
with infeasible regions. Based on all the above, in order to compare two solutions the following

criterion are followed:
1. A feasible solution is preferred over an infeasible one.
2. If both solutions are feasible, the one with the best objective value is preferred

3. If both solutions are infeasible, the one with the lowest penalization value is preferred.
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6.4.5 Genetic Algorithm

GA is a popular metaheuristic that has been successfully used to solve a wide range of applications,
including the combinatorial SFC placement problem [155]. During the search process, GA algorithms
imitate the natural evolution, i.e., the solution of the current service chain proceeds towards a more
optimal solution after each generation. In the proposed GA algorithms, each potential placement
solution is defined as a chromosome (see Fig. 6.4). The GA algorithms start with an initial set of
chromosomes (initial population), usually randomly generated. In this work, two versions of the
GA algorithm are proposed based on the function used to initialize the population (random or node
ranking initialization as introduced in Section 6.4.3). Given the initial population, the more suitable
chromosomes that have possibilities of producing lower fitness function values (Expression 6.5)
are selected and allowed to crossover for preserving their genes in succeeding generations. Some
chromosomes are discarded to be unsuitable for producing lower fitness values. To do this, the
tournament selection approach [157] is used to select the solutions that will be the next generation’s
parents, in which the chromosomes are compared taking into account the criterion’s described in
Section 6.4.4.

After selecting the chromosomes using a selection operator, they must be employed to create a
new generation. In nature, the genes in the chromosomes of a male and a female are combined to
produce a new chromosome. This is emulated by combining two chromosomes (parent solutions)
to produce two new chromosomes (children solutions) in the GA algorithm. There are different
techniques for the crossover operator in the literature; in this work however, the the single-point
crossover is adopted [107]. In the single-point crossover, the chromosomes of two-parent solutions
are swapped before and after a single point. Finally, the last GA operator is the mutation operator, in
which one or multiple genes are altered after creating children’s solutions according to a user-defined
mutation probability. This probability should be set low, otherwise, the search will turn into a
primitive random search. The pseudo code of GA customized for the SFC placement problem is
shown in Algorithm 12. The GA algorithm starts with an initial population of chromosomes. Until
the end of the stop criterion, this algorithm improves the population using the above-mentioned

operators. Finally, the best chromosomes of all generations is returned.

6.4.6 Harmony Search Algorithm

The Harmony Search (HS) algorithm is a relatively new addition to the metaheuristics search
techniques for solving discrete combinatorial optimization problems [?]. This algorithm is inspired by
the jazz music, where the different musicians that are playing together are optimizing harmonies over
time to achieve a fantastic harmony by aesthetic standards [?]. The analogy between improvisation

and the SFC placement problem is as follows:
* Each musician corresponds to each decision variable (VNF assignment);

* Musical instruments pitch range corresponds to the decision variables value range (DCs in the

substrate network);
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* Musical harmony at a certain time corresponds to the solution vector at a certain iteration (the

assignments of the VNFs, see Figure 6.4);

* The audience’s aesthetics corresponds to the objective function (Expression 6.5).

Algorithm 12 Pseudocode of Genetic Algorithm (GA).

Input: n, p.,p., // n No. of candidate solutions

/I p. Crossover probability, p,, Mutation probability

/] taz Max number of iterations.

Output: the best chromosome of all populations

t«+0

Step 1 Initialize population P[n] randomly with n chromosomes.

while ¢t < ¢,,,, do
t+—t+1
Step 2 Calculate aptitude f(x) for each chromosomes = € P[n].
Step 3 Select parents of next generation based on their aptitude.
Step 4 Crossover selected partner based on p, to generate new population.
Step 5 Mutate the chromosomes of new generation based on p,,.

end

Return the best chromosome of all populations.

The harmony search algorithm has three parameters, the harmony memory size HMS, the harmony
memory consideration rate HMCR, and the pitch adjustment rate PAR. In the first step, the harmony
memory HM is initialized with HMS harmonies, where each harmony memory vector represents a
candidate solution. Then iteratively, a new harmony is generated (improvised) using the following
steps: memory consideration, pitch adjustment, or random consideration. In the memory considera-
tion step, the value for a decision variable of the new harmony vector is taken uniformly at random
from the corresponding values stored in the HM with an HMCR probability. A memory consideration
step is followed by a pitch adjustment step with a PAR probability. With a probability of 1/2, the
pitch adjustment increments the decision variable by 1; otherwise, it decrements the decision variable
by 1. In case no memory consideration step is performed, i.e., with a I-HMCR probability, a random
consideration step is performed instead. This step assigns to the decision variable a value uniformly

at random according to its possible range.

After improvising the new harmony, it is compared with the worst harmony in HM (using the
criterion’s from Section 6.4.4, if it is better than the worst harmony in HM, the worst solution is
replaced by the new one. Otherwise, this new vector is ignored, i.e., there are no changes in HM. The
iteration process is terminated when the maximum number of improvisations is reached. Finally, the
best harmony memory is selected and is considered to be the best solution to the problem. Algorithm
13 shows the HS algorithm pseudocode. In this work, we propose two versions of the HS algorithm
according to the function used to initialize the population (random or node ranking initialization see
Section 6.4.3).
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Algorithm 13 Pseudocode of harmony search (HS) VNE

Input: hms, HM[hms], hmer, par,n

/I hms No. of candidate solutions,

/I H M [hims] list of candidate solutions,

/I hmer probability of selecting a note in H M,

/I par probability of selecting a neighbor tone within,

n number of VNFs,

/] taz Max number of iterations.

t+0

Step 1 Initialize the H M [hms| randomly with ~ms harmonies.

Step 2 Calculate the value of the evaluation function f(z) for each harmony.

while ¢t < t,,,, do
t+—t+1
Step 3 Sort H M according to the value f(z).
Step 4 improvise a new harmony p’*! and calculate its value f(z).
Pl =
for i =1tondo
r = [0, 1] uniformly distributed.
if r < hmer then
pitl = select a value within H M
if » < par then
take the next value, above or below the selected value.

end

end

else

piF1 = allowed range of variables values out of H M

end

end

Step 5 Update H M.

if f(pttt) > f(HM™erst) then

include p'*! in HM and exclude HM™°"st of HM

end
end
Return the best harmony of all harmonies.

6.5 Performance Evaluation

This section presents the performance evaluation of the proposed algorithms including: the simulation

settings, the benchmark algorithms, the simulation scenarios adopted, and a discussion of the obtained

results.

6.5.1 Simulation Settings

For the evaluation of the proposed algorithms, we consider both real network topologies, namely
Abilene and BIC [112] as adopted in [28], and synthetic topologies as adopted in [26, 27]. For

the synthetic topologies, the number of DCs are varied from 20 to 120 depending on the scenario

under consideration with an inter-DC connectivity probability of 0.2. The computing resources, link
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Table 6.1: Simulation parameters for the Bi-stage graph and Metaheuristic based algorithms

Substrate Network:

Parameter Value

Number of nodes for synthetic topologies 20-120

Node CPU capacity unif distrib.[60000,80000]
Link bandwidth capacity unif distrib.[400, 800] Mbps
Link propagation delay unif distrib.[2,5] milliseconds
Processing cost per 1GB unif distrib.[$0.15, $0.22]
Transmission cost per 1 GB unif distrib.[$0.05,$0.12]
processing delay at each VNF unif distrib.[0.0045,0.3] milliseconds
Buw $0.01

Eemaz 2735

Cidle 80.5

Yo v $0.22 and

Vi $0.12

Fragmentation penalty, o+ $0.01

Service Request:

Parameter Value

Number of VNFs per request unif.distrib.[2, 10]

Packet rate unif.distrib.[400,4000]

Mean arrival rate 20

Delay requirement of request unif.distrib.[10ms, 30ms]
Mean arrival rate 2-18 per 100 time units
Arrival distribution Poisson

Life-time Exponentially distributed with mean 500

bandwidth, link delay, the processing delay of a packet at each VNF, cost for data processing and
transmission, the number of VNFs per request and the packet rate of each request are chosen to follow
a uniform distribution. The specific values of these and other parameters used in the simulation are
given in Table. 6.1. We consider 5 categories of network functions: Firewall, Proxy, NAT, DPI, and

Load Balancers with their computing resource demands adopted from [113].

6.5.2 Considered simulation scenarios and benchmark algorithms

The performance evaluation of the proposed algorithms is made considering two major scenarios as

discussed below:

Scenario 01: Single DC mapping

This scenario targets to analyse the performance of the proposed Bi-stage graph based algorithm
(denoted as Bi-stage) against the benchmark algorithms while considering a case in which an entire
SFC instance is mapped onto a single DC node. The proposed algorithm is compared against the

following benchmark algorithms:

* A node-rank based algorithm (N ode-rank) proposed in [26,27]. This algorithm selects the
DC for mapping the active instance based on its rank in terms of computational and bandwidth

resources. Then, the feasible DC with the least cost to the above DC is chosen as the host for
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the stand-by instance.

* A Greedy algorithm (Greedy). This algorithm greedily targets to minimise the bandwith
resources used to provision both the active and stand instances by placing the active and
stand-by instances on a path pair that results in the least mapping cost for these instances.
Then, based on these selected paths, it computes the least cost path for transferring the state

information between the active and stand-by instances.

* Brute-force algorithm (Brute). This algorithm on the-other hand checks for all possible
mapping solutions, then, among all the feasible solutions, the solution with the least aggregate
cost in terms of hosting the active instance, the state-update, and the stand-by instance is

selected for mapping the request.

The results of this scenario are discussed in Section 6.5.3

Scenario 02: Meta-heuristic algorithms performance analysis

This scenario evaluates the performance of the proposed meta-heuristic based algorithms considering
different experiments. The GA and HS algorithms incorporating a specific initialization (here
after refereed to as GA-SpecInit and HS-Speclnit respectively) are compared against GA and
HS algorithms based on random initialization ( denoted as GA-RandInit and HS-RandInit
respectively), in addition to a bandwidth greedy (denoted as Bw-Greedy) algorithms as benchmark
algorithms. The Bw-Greedy algorithm seeks to minimize the bandwidth consumption by minimizing
the number of substrate edges used for mapping both the active and stand-by instances of the request.
The pseudo-code of BW-Greedy is shown in algorithm 14. First the algorithm computes a set
Path}éf‘; containing the K shortest paths between the ingress and egress nodes with the paths being
sorted in order of increasing length. Starting with the first path in the sorted list, the algorithm
checks for its validity in terms of end-to-end delay, available bandwidth and computational resources.
For a given valid path, the DCs along the path are sorted according to their residual computational
resources from which the minimum number of DCs required to support the entire SFC instance is
evaluated. Then, the VNFs of the request are placed on the obtained DCs along this path. Once the
active instance has been placed, the same procedure is done for the stand-by instance. Then, the
state update paths are computed based on the selected paths and nodes for the active and stand-by
instances. Using the least number of DCs along a selected path is targeted to minimise bandwidth

resource fragmentation due to state update paths.
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Algorithm 14 Bw-Greedy Algorithm

Input: G, < GZ,C’gem,Bwtgem,Delgd,f;”,rg,r}’ >
Initialise: Pathy.,=Pathy,,=pathyg,,=None
Compute Path;(;v’ﬂ.

if |Path}s™|<2 then

reject request

return

end
for pathy, € Path}:’™ do
check path validity

if pathy, is valid then
Extract the minimum host nodes

Map the request
if mapping is feasible then
if Path,;,,==None then
| Pathl,,,,=pathy
end
else

Pathl, ,=pathy,
Terminate for loop

end

end
end
end

if Pathy,.;,,==None or Path},,;==None then

Reject request
return

end
else

T

Compute pathy,,
if pathy,,!=None then
| Return Pathy, Pathg,, pathg,,,

activ?
end
else

‘ Reject request

return
end

end

6.5.3 Results analysis

This section introduces the results obtained from the two considered scenarios. The different
algorithms are compared in terms of acceptance ratio, average processing time per admitted request,
request placement cost and average revenue per admitted request which metrics were introduced in

Chapter 2 under Section 2.4.1.

Scenario 01: Single DC mapping.

Experiment 1 of this scenario analyses the impact of demand size by varying the number of offline
requests from 100 to 1000 with the results shown in Fig. 6.5. From Fig. 6.5a, Bi-stage results
in the highest AR performance with an average value of 44.41% followed by Brute, Node-rank
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Figure 6.5: Results of the offline scenario with the number of users varied from 100 to 1000
considering 35 DC nodes

and Greedy with average values of 43.74%, 41.32%, and 41.05% averaged across all demand size,
demonstrating that the proposed Bi-stage algorithm performs as good as the optimal (within 0.67%
margin) in terms of AR. This performance is due to the fact that Bi-stage algorithm coordinates
the mapping of both the active and stand-by instances, resulting in less consumption of bandwidth
resources. Although Greedy targets to minimize the resource consumption by both the active and
standby instances, these are deployed in uncoordinated manner, resulting in a high consumption of
resources due to state update as manifested in Fig. 6.5c. Moreover, there is a possibility of failure
to obtain a state-update path after mapping the active and stand-by instances, leading to rejection
of requests. On the-other hand, Node-rank targets to minimise the state-update cost but results in

high resource consumption for placement of the active and standby instances. In terms of execution
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time per accepted request as reflected in Fig. 6.5d, Bi-stage results in up to 92.7% in terms of
time saving with an average value of 1.93 milliseconds compared to 26.41 milliseconds for Brute
under the considered scenario. Node-rank and Greedy on average process each request in 3.99
milliseconds and 2.60 milliseconds respectively. These results demonstrate that Bi-stage is able to

achieve near-optimal results in practical execution time.

Experiment 2 whose results are shown in Fig. 6.6 analyses the impact of the number of DCs on
the algorithms’ performances. From Fig. 6.6a, the AR performance of all the algorithms increases
as the number of DCs increases due to the increased resources in the network. Bi-stage results in
the highest AR value of 69.4% which is approximately a 6% and 4% improvement over Node-rank
and Greedy respectively whose AR values are 63.5% and 65.5% respectively averaged across all
arrival rates. Moreover, the AR performance of G'reedy improves over Node-rank as the number of
DCs increases, since the probability of failure to obtain a state-update path for Greedy algorithm
decreases due to increased link resources. From Fig. 6.6b, with an average mapping cost value of
0.098, Bi-stage results in a performance improvement of up to 10% over Node-rank and Greedy
whose average mapping cost value for each admitted request is 0.1$ averaged across all DC substrate
sizes. Fig. 6.6¢c, demonstrates that by greedily minimizing the active and stand-by resources, with an
average value of approx. 0.02$, Greedy results in high costs for state up-date with up to approx. 50%
overhead over Node-rank and Bi-stage whose average state-update cost values are approximately
0.018$. This justifies the need to intelligently trade-off the different cost components. Moreover, from
Fig. 6.6d, the proposed Bi-stage algorithm demonstrates a faster execution time with an average
execution time of 25.6 milliseconds which translates into up to a 46.9% and 26.6% improvement
over Node-rank and Greedy respectively, whose average execution time per service request is 48.2

and 34.88 milliseconds respectively.

Experiment 3 whose results are shown in Fig. 6.7 analyses the impact of the optimisation
parameters J and K on the performance of the Bi-stage algorithm. From the results in Fig. 6.7a and
6.7b, increasing the J and K values from 3 to 35 results in an improvement of only 0.4% and 1.82%
in terms of AR and average number of substrate edges used to map each request, while resulting in
an increment of up-to 90.44% in terms of average execution time per admitted request as shown in
Fig.6.7c. This performance behaviour is attributed to the weight sorting strategy adopted by Bi-stage
at the two stages of the graph that ensures that the least weight nodes are selected first during the
solution computation. Therefore, the probability of obtaining better mapping solutions decreases as
the values of J and K increases, hence enabling the algorithm to obtain near-optimal solutions even

for small values of J and K parameters.

Scenario 02: Meta-heuristic performance Analysis

The results of scenario 02 considering a case in which the different VNFs of a service request can be

mapped across different substrate nodes are discussed below:

In Experiment 1 whose results are shown in Fig. 6.8 , the impact of demand size is analyzed by

varying the arrival rates of requests from 2 to 12 requests per 100 time units for a total of 50000 time
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Figure 6.6: Results of the online scenario with the arrival rates of requests varied from 10 to 60
requests per 100 time units for a total of 10000 time units
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Figure 6.7: Results of Experiment 3 of scenario 01 in which the jk values are varied from 5 to 35
considering 500 requests and 40 DCs

units. This corresponds to a maximum number of 6000 requests. From Fig. 6.8a, both GA and HS
with specific Initialization (i.e., GA-SpecInit and HS-Speclnit respectively) result in a similar
performance in terms of AR with an average value of 65% averaged across all arrival rates. This
corresponds to up to a 48% difference (approx. a 73% improvement) in terms of AR compared to the
similar approaches with random Initialization whose average AR values are 17.1%, and 14.19% for
GA-RandInit and HS-RandInit respectively and an improvement of up to 20% over Bw-Greedy
whose average AR value is 52.5%. From Fig. 6.8b, with an average value of 0.49%$, G A-SpecInit
and H S-Speclnit result in an improvement of up to 34.3% and 37.2% in terms of average mapping
cost per admitted request over GA-RandInit and HS-RandInitk,. whose average cost values
are 0.76% and 0.808$ respectively. Bw-Greedy results in a provisioning cost of 0.51(approx. 4%
overehead over H.S-SpecInit and G A-SpeclInit). This is attributed to the fact that the Metaheuristic
approaches with specific Initialization are able to deploy requests in a resource efficient manner while

considering remaining CPU and bandwidth resources associated with the different nodes.

Experiment 2 whose results are shown in Fig. 6.9 analyses the impact of the size of the
substrate network by varying the number of substrate nodes from 20 to 70 nodes. From the results in
Fig. 6.9a, GA-SpecInit and H S-SpeclInit result in a competitive performance in terms of AR with
average values of 72.9% and 72.5% respectively. This corresponds to a performance improvement
of approx. 78% over GG A- RandInit and HS-RandInit whose average AR values are 15.9% and
13.1% respectively. The Bw-Greedy algorithm results in AR value of 60.18% ie 18% less than the
Metaheuristic approaches with specific initialization. In Fig. 6.9b, G A-SpeclInit and HS-Speclnit
result in the least provisioning cost per admitted request with average values of 0.43$ which is
31% compared to GA-RandInit and HS-RandInit whose average values are 0.64$ and 0.67$
respectively averaged across all substrate sizes. Bw-Greedy results in average cost of 0.45$ which
is approximately 2 % overhead compared to the Metaheuristic approaches with specific initialization.

Moreover, from Fig.6.9c, the metaheuristc approaches result in approx. 2% better performance in



142 6.5. Performance Evaluation

. 120
X nBW-Greedy mGA-Spechnit § GA-Randinit 16 , _
£ , , 0 nBW-Greedy  mGA-Specinit 1 GA-Randlnit
o % nHS-Spechnit = HS-Randlnit % 12
: v | WHS-Speclnit = HS-Randlnit
0

o 60 2 (3
0 -
£ 0
3 0
K| o 04
0
9
< ) 0

2 4 6 8 10 12 2 4 6 8 10 12

Number of arrivals Number of arrivals
(a) Acceptance ratio (b) Average mapping cost per accepted SFC

1 16
g 08 W BW-Greedy W GA-Spechnit B GA-Randinit nBW-Greedy  mGA-Spechnit  m GA-Randinit

' 0 12 : ,
. 0 0 HS-Speclnit ¥ HS-Randinit % nHS-Spechnit  n HS-Randlnit
0 £ g
0 04 |.
3 |
W02

0 0

2 4 6 8 N 1 2 4 6 8 N n
Number of arrivals Number of arrivals
(¢) Average number of edges per SFC (d) Average provisioning time per SFC

Figure 6.8: Experiment 1 of Scenario 02: The impact of the arrival rate is evaluated by varying the
arrival rate of SFCs from 2 to 12 arrivals per 100 time units for a total of 50000 time units

terms of average revenue per admitted request with an average value of 16515$ compared to 16202$

from Bw-Greedy.

In Eperiment 3 whose results are shown in Fig. 6.10, the impact of the request size is analyzed
by varying the number of VNFs per request from 2 to 12. From Fig. 6.10a, the acceptance ratio
of all algorithms decreases with increase in request size as expected due to an increase in the
amount of resources consumed by each request as the number of VNFs increases. Moreover,
with increase in request size, the probability of obtaining a feasible solution for a given request
decreases due to failure to meet the associated constraints such as delay and non-sharing of nodes
between the active and stand-by instances. The average AR values for GA-SpecInit, HS-Speclnit,
GA-RandInit , HS-RandInit and Bw-Greedy are 98.3%, 98.2%, 52.4%, 51.1% and 83.3%
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Figure 6.9: Experiment 2 of Scenario 2: The impact of substrate network size for online scenario

respectively, demonstrating that the Metaheuristic algorithms with specific initialization result in
up to 36% improvement in terms of AR compared to their counterparts with random initialization
and up to 15% improvement compared to the Bandwidth greedy algorithm Bw-Greedy. From
Fig. 6.10b, the average cost for mappping each request increases with an increase in the number
of VNFs across all algorithms due to an increase in the amount of resources consumed by each
request. GA-Speclnit, HS-SpecInit result in an average value of 0.4$ in terms of average mapping
cost. This translates into approximately a 5%, 29.8%, 31.0% improvement over Bw-Greedy,
GA-RandInit , HS-RandInit whose cost value is 0.43$, 0.57$ and 0.58$ respectively averaged
across all request sizes. Moreover, Fig. 6.10c reveals that the performance of the algorithms in
terms of received revenue per admitted request is within a 2% margin for the different algorithms,
demonstrating that the Metaheuristic algorithms are able to admit many requests including those

associated with high resource requirements. On the low side, Fig. ??
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Figure 6.10: Experiment 2 of Scenario 2: The impact of request size for online scenario

6.6 Conclusion

This chapter has formulated the problem of cost effective and resource-efficient fault-tolerant orches-
tration of stateful VNFs considering a scenario in which different VNFs of a given SFC instance can
be placed on different nodes (e.g., servers) of the substrate network. First, in order to achieve full
coordination between the mapping of the active and stand-by instances of a given service request,
the chapter has proposed a request augmentation technique in which the primary and stand-by in-
stances of a request are combined, and jointly mapped as a single request graph. Then, a Genetic
and Harmony Search Metaheuristic algorithms are proposed for solving the formulated problem.
Simulation results demonstrate that the proposed Metaheuristic solutions with a specific solution
initialization based on a node ranking approach results in up to a 78% and 34% difference in terms

of AR and average mapping cost per admitted request respectively compared to similar approaches
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with randomly initialized solutions. These also demonstrate a 20% and 5% improvement in terms of
AR and request mapping cost compared to a greedy approach that targets to minimize bandwidth

resource consumption.

Additionally, for a special case in which an entire SFC instance is required to be deployed in a
single node such as server or DC, the chapter proposed a heuristic algorithm based on a Bi-stage graph
whose AR performance is within a 0.67% margin compared to an optimal solution, with up to 92.7%
time saving. In addition, the proposed Bi-stage algorithm results in more than 10% improvement in
terms of average mapping cost per admitted request compared to a greedy and node-ranking based

solutions.



CHAPTER

A Reinforcement Learning-based Service Orchestration
with VNF Instances Sharing

7.1 Introduction

With a myriad of network service requests envisaged to share the scarce substrate resources, innovative
approaches for the deployment of services, in a cost-effective and resource-efficient manner, without
degrading the Quality-of-Service, are of utmost necessity, if the vision of 5G and the anticipated
benefits of network virtualization are to be realized. Although not well explored, sharing VNF
instances among multiple service requests provides a good alternative direction for reducing service
deployment costs [158]. This is premised on the fact that future services will be implemented in
the form of chained VNFs, with a number of these VNFs being common among different services
and applications [2, 3]. For instance, Fig. 7.1 shows two SFC requests in which VNFs V3 and V6
are common between them. In the majority of existing works addressing the problem of service
orchestration, such as [22,28,36], each instance of a VNF only processes the input traffic coming
from a single service request. However, such an approach, although easy to implement, can result
in a low resource utilization, especially since the input traffic may experience severe fluctuations
[3,158]. Aside from that, assigning VNFs in a dedicated manner may result in an excessive resource
fragmentation, hence, leading to lower acceptance ratios of service requests, and higher overall
service deployment costs. However, optimizing the service deployment cost using VNF sharing is a
complex task due to the need to intelligently trade-off the involved cost components. Cost components
like the transmission cost along the traversed links, the processing cost at the servers, the energy cost
from both active and idle servers, or the deployment cost of instantiating new VNFs. This trade-off
appears due to the fact that those costs may conflict in such a way that lowering one cost component
will lead to raising another one. For instance, minimizing the transmission cost by naively deploying
the service on the shortest path between the ingress and egress nodes may require the activation of
new servers and VNF instances, resulting in an increase in VNF instantiation and energy costs, aside
from promoting link bottlenecks. Conversely, minimizing the energy and VNF instantiation costs by
reusing already deployed VNF instances and servers may result in an increased transmission cost and
a poor node-load balancing, hence, affecting the long term performance of the acceptance ratio and
the fault tolerance. As demonstrated by the results of the simulations, conventional approaches that

greedily target to minimize only one cost component are less effective in general, since any request
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Figure 7.1: An illustration of two SFC requests each with 4 VNFs where VNFs V3 and Vg are
common between the two requests

deployment is always conditioned by multiple costs. With this motivation, this chapter enhances the
contributions of the previous chapters by tackling the problem of online orchestration of services
from the perspective of sharing their VNF instances. First, a formal formulation of the service
orchestration problem under VNFs instances sharing is introduced including the underlying resource
and service constraints. Then, given the NP-hard nature of the above problem, the chapter proposes
a reinforcement learning based algorithm capable of making cost effective and resource efficient
service placement decisions while considering multiple conflicting costs. Costs of transmission,
VNF instantiation or energy consumption, among others. As opposed to conventional heuristic
approaches, a RL based approach is able to intelligently infer the effect of each placement decision
on the long-term performance of the network, resulting in near-optimal solutions with less execution

time.

The rest of the chapter is organised as follows: Section 7.2 presents a description and formulation
of the service orchestration problem including the model of the virtual network functions. The
proposed RL based algorithm for solving the optimization problem formulated in Section 7.2 is
described in Section 7.3. Then, the performance evaluation of the proposed algorithm, including
a description of the simulation scenarios, benchmark algorithms, and a discussion of the results
obtained from the different simulations is presented in Section 7.4. Finally, the chapter is concluded

in Section 7.5.

7.2 Virtual Network Function modelling and Problem description

This section introduces the intra-domain orchestration problem with VNF instance sharing. But first,

the model of the VNFs is introduced in the subsection below.

7.2.1 Virtual Network Functions Model

This chapter envisages a NFV environment in which the different network functions, such as IDs

and Firewalls, among others, have been virtualised and provisioned by the underlying physical
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infrastructure, from which they are assigned the required node resources upon activation. Moreover,
we assume multiple instances of a given VNF type and denote by M the set of all VNFs in the system.
We consider each VNF m € M of type p to be characterised by assigned resources in terms of type
q € Q, denoted by C7" A deployment cost which captures the cost of the image transfer and booting
of that VNF, denoted by ‘5571 2 the processing capacity which denotes the maximum packet rate the
VNF can process, denoted by ;" 8 the cost for processing each unit of packet rate at this VNF if the

Cm,ns
onf

by a packet when processed by the VNF, denoted by del

VNF is provisioned on node ng € Ng, denoted by the average processing delay experienced

m

onf> and a set of substrate nodes on which

such VNF can be provisioned, denoted by T’;n £

7.2.2 Description and formulation of the service orchestration problem with VNF
sharing

The problem addressed in this Chapter involves obtaining a mapping from the SFC graph G, to a
subset of the substrate network graph G5 that minimize the operational cost incurred by a NSP thanks
to minimizing the implementation cost of the requests, with a requirement that all the constraints
associated with the service request and the substrate network are respected. The implementation cost

of a request is considered to be influenced by the following cost components:
* Energy consumption cost associated with running a VNF on a given node.

* Communication/forwarding/transmission cost of transferring the user traffic from the ingress

node to the egress node along the intermediate links.

* Processing cost incurred for processing the user traffic at the different VNFs traversed by the
traffic.

* Cost of deploying new VINF instances.
* Cost due to the fragmentation of substrate network resources.

The thesis argues for the selection of substrate nodes and links for provisioning the request in a
manner that jointly considers all the above cost components, since in practice, the benefit obtained by
greedily optimising a single component may be offset by an increased cost of another component(s).
To illustrate this claim, consider Fig. 7.2 which shows an example of services deployment with VNF
sharing that considers online service request arrivals. At time 1, the placement agent receives request
SFC 1 and places the whole SFC instance on Data Center (DC) D. Then, at time 2, the agent
receives another request SE'C' 2 with ingress and egress nodes s2 and s5 respectively, and requesting
the same sequence of VNFs as in SF'C 1. Considering VNF sharing, the SF'C 2 would have to be
placed on DC D to reuse the VNF instances from SF'C 1, as shown by the blue dotted line in the
figure. This would result in the allocation of three inter-DC links for SF'C' 2, but with the advantage
of not having to activate any new VNF instance. On the other hand, considering the shortest path
routing, SF'C' 2 would have to be placed on DC B, activating the corresponding new VNF instances,
and using only two inter-DC edges for this request as shown by the red dotted line. Depending on

the cost associated with VNF activation, bandwidth usage, energy cost and resource fragmentation,
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the two approaches will most likely result in different implementation and operational costs. This
example illustrates the need for an approach that intelligently trades off the different cost components
if we want to optimize the overall placement objective. The placement objective in this chapter is

formulated to minimise the average implementation cost of each request as follows:

Minimise : @Z C(Gy)" (7.1)

reR

where C'(G,)" denotes the implementation cost of request r € R, and it is evaluated as:
C(GU)T = C;roc + C}wd + anrg + Cgepl + C}rag (72)

s T
where C, Cliep

the energy cost, the VNF deployment cost and the resource fragmentation cost, respectively. Those

;wd’ Ce

enrg ; and C%, - denote the processing cost, the traffic forwarding cost,

costs are detailed below.

1) Processing cost: The processing cost Cproc Incurred by a request - € R is evaluated as:

p
Chroe = Z YT X Gt X plp (7.3)

nbeN,

where the binary variable ’yﬁ?’r € {0,1} is equal to 1 if virtual node n}, € N, of request r € R is

Cmvns

provisioned on substrate node ng, zero otherwise, with p;p and C,,’ ¥
v

denoting the traffic rate to
be processed by n}, and the processing cost for each traffic rate unit at node n respectively. Note
that in this work, we allow the processing cost per unit of traffic rate to be different across different
physical nodes, even for the same VNF type. The reason for this design choice is twofold; first, this
is permissible in practice since different physical nodes could belong to different providers who may
have different billing policies. Moreover, different nodes may be characterised by different QoS
guarantees in terms of service reliability and holding priority, justifying the different billing rates.
But most importantly, such a design choice introduces an extra degree of freedom for selecting the
physical nodes on which to provision the request virtual nodes. This fact increases the complexity
of the placement problem, and somehow justifies the need to use RL algorithms in front of greedy

approaches in order to solve the problem in a satisfactory way.

2) VNF deployment Cost: The cost C7, ¢pi 18 incurred whenever new VNFs are activated in order

to provision the request r € R. This cost is evaluated as:

Chopt = D Zmp X 0h s X Xy (7.4)
meM|xm=1

where X" € {0, 1} is a binary variable, equal to 1 if VNF m € M is active, zero otherwise; and
X7, € {0,1} is a binary variable, equal to 1 if the state (i.e., active or inactive) of VNF m in the
current provisioning event is different from the previous provisioning event. z,,, € {0,1} = 1 if VNF

mis of type p € P and (55” 7 is the deployment cost for a VNF of type p.
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Figure 7.2: An illustration of SFC deployment with VNF instance sharing

3) Energy cost: In order to evaluate the energy cost C¢,,,..,

of a node to consist of two components [83]: the active state component, which is proportional to the

we consider the energy consumption

amount of node resources being used; and the idle state component, which is the energy consumption

in the idle state. In this regard, the energy consumption of a node ns is computed as:

3y Cpuyn s
Ens = Ym X X X (6ma:v - eid) X s + €54 (7.5)
max

meM

where y's € {0,1} =1 if VNF m is provisioned on physical node ns € N, zero otherwise. CJ’s .
and Cpuy);, 7 denote the CPU capacity of node n, and the CPU allocated to VNF m from node n
respectively. The parameters e, 4, and e;4 denote the energy consumption in the peak consumption
state and the idle state, respectively. If we denote by E;LS the energy consumption at ng prior to

provisioning the request r € R, and denote by E;;S the energy consumption at ng after provisioning
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request 7, then, the energy consumption at ns due to the current request is evaluated as: Fj,_ :E,,;S —E;LS.

Therefore, the energy cost Cg,,,., across all nodes is evaluated as:

Clorg=Bw Y Ep, (7.6)

nsENs
where (3, is the cost per unit of energy consumption.

4) Forwarding cost: This cost is incurred along the substrate edges traversed by the traffic from
the ingress to the egress nodes of the request. Therefore, this cost component increases as the number

of used substrate edges increases. This is evaluated as:

DD e X Py x (7.7)

luv€ELy eEE

where the binary variable o7, . € {0, 1} is equal to 1 if substrate edge e € E is part of the substrate

path provisioning the virtual link uwv, zero otherwise. p], and (¢ denote the packet rate traversing link

e € E and the cost per packet rate uniton e € E.

5) Resource fragmentation cost: An envisaged key factor of the use of NFV comes from the
flexibility we will have for sharing different network resources among multiple traffic flows and
services. In this work, we evaluate the resource sharing capacity of the different algorithms in terms
of resource fragmentation. Resource fragmentation can occur at the node level as a result of activating
new nodes when there are others underutilised, or can occur at VNF level by deploying new VNF
instances when there are other active instances underutilised. Therefore, fragmentation cost at node
ns can be evaluated as:

Cfrag = Fu, + Fony (7.8)

where I, is the fragmentation cost of the physical servers and F,, s is the fragmentation cost
of the VNFs (including their deployment platforms e.g., virtual machines and containers). The

fragmentation cost across all nodes is evaluated as:

Foo= Y a™(Crp— Y X"Cpughpym) (7.9)
nsENg|A?s=1 meM

where "¢ is the fragmentation penalty for each unit of unused CPU resource on that node. The
binary variable A" € {0, 1} = 1 if the node n; is active, zero otherwise. A node is considered active

if there is at least one active VNF provisioned by that node, thus :

> umxm>1 (7.10)
meM

The VNF fragmentation cost relates to the amount of CPU resources allocated to the active
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VNFs that is not used by the request virtual nodes. This is evaluated as below:

Fong = o™ 3" (xmOpul =37 > ¢l Cuaemnt)) (7.11)

meM reR nPeN,

where ¢, € {0,1} = 1 if virtual node nf) € N, is provisioned by VNF m € M. The parameters
a™, Cpu) 7 and Caemnb’ denote the fragmentation penalty for each unit of unused VNF CPU
resource, the amount of CPU allocated to VNF m € M and the amount of CPU resources consumed

from VNF m by virtual node nf, of request r € R.

In addition to the constraints in Eqns. 2.6- 2.13 related to resource, location, flow and domain
requirements as given in chapter 2, the optimization expressed in Eqn. 7.1 is achieved under the
following additional constraints:

e The CPU consumption by the VNFs provisioned on a physical node ngs € N, should not exceed
the resource capacity of that node.

Z Cpuyy, tYps < Cring Vs € N (7.12)
meM|xm=1

where y;'s € {0,1} = 1 if VNF m is provisioned on node ns € N,
e The amount of traffic going through a given VNF m &€ M should not exceed the VNF processing
capacity:

SN @by SO0 YmEM (7.13)

reR nPeN,
where q;&m € {0,1} = 1 if the virtual node n} € N, of request r is provisioned by VNF m € M.
e Each VNF of type p should be provisioned on a substrate node capable of supporting that VNF
type:

Ype X Zmp = 1if f nSETgnf Vme M,pe P (7.14)

where Tgn f is a set containing all nodes that can provision a VNF of type p.

o Similarly, each virtual node must be mapped onto a VNF of the same type:
fspxqggm:zmp vnb € N,,re R,me M,pe P (7.15)

where fL € {0,1} =1 if virtual node n, € N, is of type p, zero otherwise.

e Every virtual node nf, € N, must be provisioned by exactly one VNF:

> qp, =1V eN,reRmeM (7.16)
meM

e The end-to-end mapping delay should not exceed the acceptable delay of the request:

ST o, edelt+ Y [P, x dell, < Dell; Vr € R (7.17)
w€L, e€F nEEN,
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where the first and second terms of equation 7.17 correspond to the propagation and processing delay,

respectively.

The above problem can be solved by means of conventional solvers, such as Gurobi and CPLEX.
However, given the NP-hard nature of the problem, such approaches are not well suited for delay
sensitive applications envisaged in future networks due to their high run time even for medium sized
networks. This motivates the use of heuristic approaches such as those based on node ranking, load
balancing, and shortest paths computation, among others. However, although these approaches can
execute in polynomial time, they are not well suited for scenarios such as the one considered in this
chapter where the placement objective is jointly influenced by multiple attributes. This motivates
the use of the proposed reinforcement learning approach that is able to intelligently infer the long
term influence of each cost component to the placement objective, yielding near-optimal solutions in

acceptable run times. The proposed algorithm is introduced in the section below.

7.3 Proposed Reinforcement Learning Based algorithm

This section describes the proposed RL-based orchestration algorithm including: its MDP modeling,
the architecture of the policy neural network in charge of making the VNF assignments, and the

training procedure of that neural network. These are discussed below.

7.3.1 Markov Decision Process Model

Similar to the approach in Chapter 3, we model the system as a Markovian Decision Process (MDP)
defined by the tuple (S, A, P, R), where: S denotes the set of possible states of the system; A denotes
the set of possible discrete actions to be taken, actions for the selection of a physical node to host a
given VNF of any request; P = P(s11]$¢, a;) denotes the transition probabilities from state s; to
state s,y after taking action a;; and R = R(s¢, S¢+1, at) denotes the reward obtained after taking
action a; from state s; and transiting to state s;4 1. In this way, the goal of the RL agent is to learn a
policy 7 : S — A which maximizes the expected return, E[Return], over all episodes, where the

Return of an episode is computed as:

T
Return = Z Y R(si, Sig1, ai) (7.18)

=t

where R(s;, si+1,a;) is the reward received by the agent after taking action a; in state s; at step 7. In
this thesis chapter, we relate the reward signal with the placement objective expressed in equation
7.1. Consequently, by maximizing the reward signal, the RL agent will be able to minimise the
operational expenditures of a SP. The parameters of the MDP tuple for the above working scenario

are discussed below:
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State space

The state, at any time, is defined by relevant features of the environment, features that will be used
by the agent to infer the actions that will produce high rewards. Those features will come from the
substrate network state and the present incoming request, as those features will impact, directly or
indirectly, the upcoming rewards. In order to conform to the neural network architecture of the policy
selecting the actions, which incorporates a convolutional layer , the system state is modelled as an
image-like | N,| x F),, feature matrix, where Ny and F},, denote the set of substrate nodes and the
number of relevant features associated with each substrate node respectively. In order to avoid the
need to retrain the proposed neural network for different test scenarios with less nodes than those
used for the original training, we will use dummy nodes to assure fixed dimensions of the state matrix,
since in practice, once learned, the internal structure of a neural network cannot be modified. In
order to achieve this, the policy neural-network is trained using the maximum possible number of
nodes. Then, for the testing phase, when the number of nodes is less than the ones used for training,
we match the input matrix by appending dummy nodes with dummy feature vectors to reach the
expected state size. For instance, if the policy network is trained with NV nodes and the test scenario
has M nodes, where M < N, the number of dummy nodes created in this case is N-M, with each
node being assigned a vector of dummy features. The dummy features are obtained by providing
the worst value of each feature, in order to make such dummy nodes less likely to be selected by the
policy network. Moreover, in the worst event that a dummy node is assigned a high probability of
being selected to host a given VNF, the filtering layer that we use at the output end of the architecture

will be able to sieve out such a node.

For each request » € R to be provisioned, the algorithm uses the neural network to make a
placement decision for each VNF of the request, one at a time, starting with the VNF closest to the
ingress node. Therefore, the number of decision epochs (hence the actions taken) for each request
is equal to the number of VNFs of the request. For each virtual node n} from request € R to be
scheduled for placement, the following are the features associated with each node ng of the substrate

network to form the state matrix:

* the residual computing resources, evaluated as:

P
Cns  —demepi
Ns __ CPpUres cpu
CPUnf = max(0, e )
CPUmax

(7.19)

P
where Cp, - denotes the residual computing resources at n; and demepy denotes the required
CPU resources of the current virtual node. This feature guides the RL agent in selecting nodes
with sufficient CPU resources and selection of more loaded nodes when beneficial in order to

reduce node resource fragmentation.

* the cost for processing each unit of packet rate through a VNF provisioned on ng, denoted by

C :;‘L;fs This feature relates to the processing cost component of the service deployment cost.

* Deployment cost of a type p VNF denoted as 6§n £ This feature guides the agent regarding



155 7.3. Proposed Reinforcement Learning Based algorithm

the trade-off between activation of a new VNF instance and reuse of active ones in relation to

other cost components.

* The cost for transmitting a packet rate unit (°. This feature directly relates to the forwarding
cost component.

* the number of edges of the shortest path between n?“fl and n;, denoted by E};°. Where
n7~1 denotes the substrate node used to map the virtual node preceding n,,. Note that 7> ~*

= 7. if it is the first virtual node to be mapped. This feature relates to the suitability of node n

in terms of traffic forwarding cost contribution to the overall cost.

» the node delay computed as the delay of the shortest path between n*~! and n, denoted by
Delay™s. For fairness and to conform to the approach adopted in the benchmark algorithm
proposed in [83], we distribute the end-to-end delay requirement of the request among the
different virtual links which we denote as inter-VNF delay. In this regard, Delay™ is evaluated

as:
Del"” — Del’;

5ma:p

Delay™s = max(0, ) (7.20)

where Del’’; is the delay along the path from n"~! to ng, while Del’, is the inter-VNF delay
of the request. ;4. is @ normalisation term evaluated as the maximum delay between n?”fl

and all the alternative nodes for hosting the current request virtual node.

* the available (bottleneck) bandwidth on the shortest path from the source node to the terminal
node going through n,, denoted by Bandwidth™ and computed as:

Bwg, — Bwt’,

Bandwidth™ = max(0, dem ) (7.21)

Bwmaz

where Bw,, denotes the bottleneck bandwidth along the shortest path between 7, and 7.
Bwt},, = and Bwp,,; denote the request desired bandwidth and the maximum edge bandwidth
respectively. This term guides the agent in selecting nodes that result in feasible paths to the

egress node and also to trade-off between link load balance and mapping cost.

* A binary variable kj* € {0,1} = 1 if there is an active VNF of type p at ng, zero otherwise.
This guides the agent about the VNF activation status at a given node.

Action space

The proposed algorithm uses the neural network to select the nodes on which to place each VNF of
the service request. In order to achieve this, each substrate node is assigned a unique identifier in the
range [1, | Ng|], where N, denotes the set of all substrate nodes and | N,/ is the cardinality of this set.
Therefore, during each decision epoch, the action of the policy implemented by the neural network is
a € A, where the action space A = {0, 1,2, 3....|N4|}. The zero value of a corresponds to the case
where no substrate node is selected for hosting a given virtual node, consequently, the request will
be rejected. This will occur, for example, when all the nodes have been deemed infeasible by the

filtering layer of the policy neural network.
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Reward

We formulate the reward signal in such a manner that by maximising the reward, the agent optimises

the deployment objective given in Eqn. 7.1. In this regard, the reward signal is formulated as:

Rev(G,)"
C(Gy)

reward = (7.22)
where Rev(G,)" denotes the request revenue as given in Eqn. 7.23, and C(G,)" denotes the im-
plementation cost of request » € R as given by Eqn. 7.2. Intuitively, Eqn. 7.22 is maximised by
minimising the implementation cost of each request as desired by the deployment objective, but
accepting those requests that are associated with high revenues, hence, increasing the net profit
obtained by the service provider. This is different from the objective of only minimizing implemen-
tation costs. This way, the above reward formulation avoids biasing the RL agent towards requests
with low resource requirements, in contrast with requests with high resource requirements, since the
former are more likely to be associated with low provisioning costs, but they will also contribute
less to the overall net profit. If we denote by vf}g and 7, the price charged by the service provider
for processing and transmitting a unit of packet rate through virtual node nf, € N,, and virtual link
luw, Where [, is the inter-VNF path between u and v; then, the revenue Rev(G,,)" obtained from
provisioning a request € R can be defined as:

abene VP + Yerem, Youp" if Z5=1

0 otherwise

Rev(G,)" = (7.23)

where 2! € {0,1} is a binary variable equal to 1 if request r € R is assigned resources, zero

otherwise.

7.3.2 Architecture of the Neural Network for policy evaluation

The proposed algorithm adopts a policy neural network whose architecture is similar to that introduced
in Chapter 3 in Fig. 3.6 which incorporates an input layer, a convolutional layer, a softmax layer and
a filtering layer. The convolutional layer performs a convolution between the input feature matrix
and the internal weights of the layer to output a numerical vector of size |N,| where N, denotes
a set of possible substrate nodes for hosting a given VNF. The softmax layer then transforms the
convolutional layer output into a vector of probabilities, where each element of the vector indicates
the probability of the corresponding substrate node to be selected for hosting the VNF at hand. The
filtering layer is added, at the end, to avoid unfeasible nodes from being selected, for instance, the
dummy nodes. Once such unfeasible nodes are pruned, then, the substrate node with the highest

probability is selected for hosting the corresponding VNF of the request.
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Figure 7.3: Results of training step of the policy neural network

7.3.3 Neural Network training

The training of the neural network has been done using the maximum number of foreseeable substrate
nodes. As mentioned in the previous section, the placement of a request is performed virtual node by
virtual node, until all the nodes of the request have been provisioned, or until a given node cannot be
provisioned and the request is rejected. For each virtual node, the policy neural network is giving the
substrate node with the highest probability for serving that virtual node. However, since the neural
network parameters are initially assigned randomly, during the training phase we perform a trade
off between exploration and exploitation to determine the substrate node on which to provision the
virtual node [159].

If a virtual node cannot be provisioned, the entire request is rejected, and a new request is
scheduled for placement. Otherwise, the resultant reward is obtained according to the mapping
decisions made for the different virtual nodes. This reward is used to calculate all the gradients of all
the internal weights of the neural network applying back propagation. The gradients from different
requests are stored in a buffer until a given batch size is reached. Then, all the gradients previously
stacked are jointly applied to update the internal weights of the neural network, that done, the buffer is
emptied. Note that, whereas it is possible to perform a gradient update for each successfully deployed
request, adopting a batch processing strategy guarantees a faster and more stable training process. In
the resource management domain, attributes, such as traffic load, residual resources, among others,
are usually characterized by a certain predictable temporal correlation. Those repetitive patterns
enable the agent to learn online as the system executes or offline by exploiting historical information.
The thesis adopted the offline option in which the neural network was trained using offline demand
sets of size 600 requests per epoch for a total of 200 epochs, considering a substrate network of 60
nodes. The results of the policy neural network training are shown in Fig. 7.3. From Figs. 7.3b and
Fig. 7.3c, the acceptance ratio and execution time per epoch is seen to increase with the training time.

This is because the policy network accuracy improves on increasing the training time, thus resulting
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Figure 7.4: Results of the training performance of the Feed-forward and convolutional neural
networks

in a reduction in both wrong placement decisions and bandwidth resource consumption. Therefore,
the number of admitted requests increases, consequently resulting in an increase in the execution
time per training epoch, since admitted requests are characterized by additional steps such as the

updating of the substrate resources and the computation of the mapping cost.

The performance of the CNN and FFN has recently been investigated in [160]. With a CNN
model size which is 68 times smaller than the FFN, the CNN was found to result in a similar or
better performance than the FFN when applied to the problem of speech enhancement. Such a
good performance with fewer trainable parameters makes CNN based architectures more memory
efficient, making them implementable even in memory constrained embedded systems. In Fig. 7.4,
we compare the training performance of a convolutional neural network (CNN) with a feed forward
network (FFN) architecture considering 50 substrate nodes and 400 offline demands per epoch. From
the obtained results, both architectures converge to a similar performance in terms of training time,
acceptance rate and reward value. Fig. 7.4a reveals that CNN converges earlier than FFN by approx.
5 epochs. This explains the slightly higher running time for the initial epochs in Fig. 7.4c, since the
number of requests admitted by CNN is higher than those of FFN during this stage.

7.4 Performance Evaluation

This section first introduces the simulation parameters considered for the evaluation of the perfor-
mance of the proposed algorithm. This is followed by a description of four algorithms used as a
benchmark against the proposed RL algorithm. Finally, a discussion of the obtained results is given

in the last sub-section.



159 7.4. Performance Evaluation

7.4.1 Simulation setup and parameters

For the evaluation of the proposed algorithms, both real network topologies, in particular, the Abilene
and BIC networks and synthetic topologies are considered. For the service request, five categories of
network functions: Firewalls, Proxies, NATs, DPIs and LLoad Balancers are considered, with their
computing resource demands adopted from [113]. The values of the different substrate network and

service request parameters adopted in the simulation are indicated in Table. 7.1.

Table 7.1: Simulation Parameters for VNF sharing based algorithm

Substrate Network:

Parameter Value
No. substrate nodes for synthetic topology 30-60
Node connection probability 0.2

Node CPU capacity, Cpyns
Link bandwidth capacity, B,
Link propagation delay, §°

Processing cost per 1 GB of data, ("¢
Transmission cost per 1 GB of data, (¢

Processing delay of a packet at each VNF

Cost per unit of energy consumption, 3,

Energy consumption in peak state, €4

Energy consumption in idle statee;

Charge by SP per unit packet rate processing 7?5
Charge by SP per unit packet rate transmission ;"
Fragmentation penalty, o™

unif distrib.[60000, 80000]
unif distrib.[400,800] Mbps
unif distrib.[2,5] ms

unif distrib.[$0.15,$0.22]
unif distrib.[$0.05,$0.12]
unif distrib.[0.0045,0.3] ms
$0.01

2735

80.5

$0.22

$0.12

$0.01

Packet rate, p” unif distrib.[400,4000] packets/s
Acceptable end-to-end delay unif distrib.[10, 30] ms

No. of VNFs per request unif distrib.[1,10]

Mean arrival rate 20

Life-time exponential with 500 (mean)

7.4.2 Benchmark Algorithms

The proposed RL-based service deployment algorithm is compared with a state-of-the-art multi-stage
graph based algorithm (denoted as graph-based in this section) proposed in [83]. Similar to the thesis
proposal, the work in [83] considers a detailed cost modeling incorporating the VNF deployment
cost, the energy cost and the traffic forwarding cost to the problem of SFC deployment with VNF
sharing. First, the problem is formulated as an Integer Liner Programming (ILP) problem. Then,
a heuristic approach based on a multi-stage graph, including the Viterbi algorithm, is proposed to
overcome the time complexity of the ILP problem.The heuristic maps one request at a time, hence, it
is well suited for both offline and online scenarios. Moreover, the algorithm is shown to provide near
optimal solutions, hence rendering a good candidate for performance comparison. In addition to the
above work, the proposed algorithm is evaluated against a brute-force algorithm and three greedy

algorithms which are well known in literature. These are discussed below:
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Brute-force algorithm (Brut)

For a given request to be provisioned, the brute-force algorithm obtains all possible mapping com-
binations for that request. This is then followed by extracting all feasible solutions (i.e., solutions
that do not violate the request and substrate network constraints). Then, from all feasible solutions,
the solution that results in the least deployment cost is selected for provisioning that service request.
Since such an approach explores all mapping possibilities, it results in an optimal solution, albeit

with the penalty of the excessive run-time employed to obtain that one.

Bandwidth Greedy Algorithm (BwGA)

This algorithm targets to jointly minimise: the amount of bandwidth resources used to provision
each request, the node resource fragmentation and the VNF deployment cost. This will be done by
provisioning each request on the shortest feasible path between the ingress and the egress nodes and
using the minimum number of nodes. The pseudo-code of BWGA is shown in Algorithm 15. First,
the algorithm computes the set Path;g’T‘g that contains the K shortest paths between the ingress
and egress nodes, with the paths being sorted in increasing length order. Starting from the first path
in the sorted list, the algorithm checks for the validity of that path in terms of end-to-end delay,
available bandwidth and availability of CPU resources along the path to map the different request
virtual nodes. For a given valid path, the physical nodes along that path are sorted in increasing order
of their residual resources. Then, the minimum number of nodes with the least amount of residual
resources that are required to support the entire SFC instance are selected. Then, the VNFs of the
request are placed on the deduced nodes along that path. The choice of the nodes with the least
amount of residual resources for provisioning the virtual nodes targets to minimise the energy and
resource fragmentation costs, since such nodes are more likely to have VNFs already active on them,

preventing the activation of new nodes and VNFs.

Greedy activation algorithm (GAA)

This algorithm targets to minimize the deployment cost by greedily minimizing the VNF deployment
cost thanks to reusing as much as possible already active VNF instances. If an instance of a given
VNF is not active or the node resources are not sufficient to enable its sharing, then, the new virtual
node is placed on a substrate node that is closest to the host of the preceding virtual node (or the
ingress node in case of mapping the first virtual node). The pseudo-code of this algorithm is shown in
Algorithm 16. For each virtual node to be mapped, the function compute_candidates() computes a
set Cands,» consisting of the candidate substrate nodes for virtual node nh € N,. Then, if there
are substrate nodes with already active VNFs to support n}, among these, the node closest to the
host of the preceding virtual node is chosen to provision the current virtual node. Otherwise, all
candidates are sorted according to the distance to the host of the preceding virtual node, with the
closest candidate being chosen to provision the current virtual node. Once all the virtual nodes
are provisioned, then the host for the virtual links are computed using the shortest available paths

between adjacent nodes of the selected substrate nodes.
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Algorithm 15 BwGA Algorithm
Input: G4, ¥"
Initialise: Deployment_solution =N one
Compute Pathggﬁ.
if |Path}:™|=0 then
reject request
return
end
for pathy, € Pathy: ™ do
check_path_validity(pathy,)
if pathy is valid then
Extract_minimum_host_nodes(pathy, ¥™)
Map the request
if mapping is feasible then
Deployment solution=pathy,
Terminate for loop
end

end
end

if Deployment_solution=None then
| Reject request

end

else
| Return Deployment_solution

end

Load balance based algorithm (LBA)

For each virtual node of the request to be provisioned, this algorithm ranks all candidate nodes
according to their resource score, which is calculated as the product of the node’s computational
resources by the accumulative residual bandwidth of the node’s inbound links. Then, the candidate
node with the highest score is selected for hosting the current virtual node. In this way, the algorithm
targets to minimise node and link resource bottlenecks, guaranteeing a good long term acceptance

ratio performance. The score of a given node ns € N is computed as:

Score™ = Clis, x> B, (7.24)

ns
eeEadj

e

<. denotes the residual

where C', denotes the available computational resources at the node and B
bandwidth resources at an inbound edge e € E. The pseudo-code of this algorithm is shown in
Algorithm 17. Once all virtual nodes have been provisioned, then, the end-to-end traffic link is
obtained by running the Dijkstra algorithm in between each pair of the hosting nodes, while updating

the available edge resources.
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Algorithm 16 GAA Algorithm

Input: G4, ¥"

Output: Deployment_solution

Initialise: prev_host=T.; node_solution = ||
for n¥, € N, do
Cands,p=Compute_candidates(Gs, ¥")

if Cands,»=() then
Reject request

break
end

else

Extract Cands;§ from Cands,»

if Cands®s # ( then

CandsU:S ort_dist(Candsflﬁt, prev_host) nb<«Cands[0]
node_solution.append(Ca:lds[O]) prev_host=Cands[0]
end

else

Cands=S ort_dist(Candsng , prev_host)

n,<—Cands[0]

node_solution.append(Cands|0]) prev_host=Cands[0]

end
end

end
Run link_mapping(node_solution, G, ¥")
if Sucessful then
| Deploy request
end

else
| Reject request

end

7.4.3 Result Analysis

In this section, the performance of the proposed algorithm against the benchmark algorithms discussed
in Section 7.4.2 is analyzed in terms of: average acceptance ratio of requests , average deployment
cost per accepted request, average processing time of a request, and average bandwidth utilization as
introduced in Section 2.4.1. The results obtained for the different simulation scenarios are discussed

below:

Performance with respect to the optimal solution

In experiment 1, whose results are shown in Fig. 7.5, we analyse the performance of the proposed
algorithm in comparison with the optimal (brute-force) algorithm considering an offline case while
varying the number of requests. Due to the high time consumption of the brute-force algorithm, the

comparison has been done using the Abilene topology with 11 nodes. The results in Fig. 7.5a show
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Algorithm 17 LBA Algorithm

Input: G4, ¥"

Output: Deployment_solution

Initialise: prev_host=T.; node_solution = ||
for n¥, € N, do
Cands,p=Compute_candidates(Gs, V")

if Cands,» =0 then
Reject request

break
end

else
Cands=Sort_Score(Cands,»,Gs)
nb<«Cands[0]
node_solution.append(Cands[0])
end

end
Run link_mapping(node_solution, G, ¥")
if Sucessful then
| Deploy request
end

else
| Reject request

end

that Brut results in the best performance in terms of deployment cost per request with an average
value of $23, averaged over all request numbers. This is followed by RL, LBA, Graph-based,
BwGA and GAA with average values of $27, $29.38, $30.25, $37.0 and $40.31, respectively.
Therefore, RL is within a 14% margin of the optimal solution and results in more than approx. an 8%
improvement compared to Graph-based and LB A, 27% compared to BwG A and 33% compared
to GAA.

Moreover, the RL performance in terms of AR, as shown in Fig. 7.5b, is within a 1% margin of
Brut, with an average value of 39.88% compared to 40.48% from Brut. This becomes a performance
improvement of approximately 6% compared to BwG A and Graph-based, 21.8% compared to LBA,
and 26.66% compared to GAA, whose average AR values are 33.45%, 33.40%, 18.06% and 13.22%.
BwG A emerges competitive with respect to Graph-based, since it maps requests on the shortest
possible paths, resulting in a low bandwidth utilization, which was in fact the bottleneck resource,
as reflected from the high bandwidth consumption shown in Fig. 7.5c. However, even with this
desirable behaviour, it remains inferior to RL since it may greedily reuse the shortest paths between
any source and destination, which may result in resource bottlenecks in the long term, yet, RL is able
to intelligently trade-off the resource consumption and cost in order to guarantee a good long term
performance. The greedy nature of GAA and L BA may result in virtual nodes being mapped far
from each other, which may result in a high consumption of link resources, leading to link resource

bottlenecks. Moreover, this also increases the likelihood of failure to obtain a feasible substrate path
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Figure 7.5: Results of experiment 1 considering the impact of demand size for Abilene topology

for hosting the corresponding virtual links due to delay constraints. This is evident from Fig. 7.5¢
where GAA and LBA result in the lowest values of bandwidth utilisation with average values of
16.8% and 35.54% respectively, demonstrating that most of the link resources remain unused due to

link bottlenecks and the failure to meet delay constraints.

From Fig. 7.5d, Brut results in more than a 98.9% overhead in terms of the average time
for provisioning each request compared to the other algorithms, with an average value of 89.58
milliseconds for the considered topology. The rest of the algorithms are provisioning each request in
a fraction of a millisecond with average values of 0.98, 0.94, 0.10, 0.20 and 0.04 milliseconds for
RL, Graph-based, BwGA, LBA and G AA respectively, further demonstrating that the proposed
RL-based algorithm is well suited for provisioning delay sensitive applications in resource constrained

networks.
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Figure 7.6: Results of experiment 2 considering the impact of request size under BIC topology.

Impact of request size

In experiment 2, whose results are shown in Fig. 7.6, the impact of the request size is analyzed by
varying the number of requested virtual nodes from 1 to 7, and considering BIC network topologies
for each request size and 200 offline demands. The experiment targets to demonstrate the scalability
of the proposed algorithm as the size of the requests increases. From the results in Fig. 7.6a, RL
results in an average value of $186.8 in terms of service deployment cost for each request, resulting
in a 20.72%, 46.93%, 63.71% and 40.65% improvement compared to Graph-based, BwGA, GAA
and LBA respectively, whose average cost values are $235.62, $352.05, $514.74 and $314.77
respectively. These results reveal that: i) the average deployment cost of each algorithm under the
BIC topology is higher than under the Abilene topology. This is due to the fact that BIC has more
nodes and links, hence, the probability of activating new VNFs and traversing longer substrate paths
increases, resulting in increased deployment costs; ii) The greedy algorithms, namely LBA, BwG A
and GAA, result in up to a 40% overhead in terms of cost, demonstrating the inefficiency of greedy
approaches for solving problems in which the objective is influenced by multiple attributes; iii) even
for a medium size topology such as BIC, RL remains superior over the state-of-the-art multi-layer

graph based approach in terms of cost, service provisioning time and AR.

From the results in Fig. 7.6¢c, the AR performance of all algorithms tends to decrease with the
increase of the request size. This is partly due to the increased resource consumption, and partly due
to the increased probability of failure to satisfy the end-to-end constraints of the request. BwGA
results in the highest value of AR with an average value of 49.5% averaged across all request sizes.
RL and Graph-based result in a similar performance (within a 2% margin) with average values of
33.52% and 35.3% respectively, followed by LBA and GAA with 12.22% and 11.68% respectively.
The results demonstrate that, even while achieving above a 20.72% improvement in terms of request
provisioning cost over Graph-based, RL remains competitive in terms of AR. The BwG A algorithm

results in a high AR performance since it greedily targets to map requests using the least possible
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Figure 7.7: Results of experiment 3 considering the impact of substrate network size under synthetic
topology.

bandwidth resources at the expense of the request provisioning cost, the objective addressed in this
paper. On the other hand, RL and Graph-based may need to map virtual nodes further away from
each other in order to minimise the VNF activation and the resource fragmentation costs, whenever
such a decision results in a lower service deployment cost. However, this is achieved at the expense

of an increased bandwidth resource consumption, especially as the network size increases.

From the results in Fig. 7.6b, RL provisions each request on average in 8.12 milliseconds, which
is 62.81% faster than Graph-based, whose processing time per request is 21.86 milliseconds. LB A,
G AA and BwG A result in the lowest provisioning times, with average values in milliseconds of 0.36,
0.98 and 2.81 respectively, albeit at the expense of a high request deployment cost. As the number
of required VNFs per request increases, the run time of Graph-basedexperiences a drastic increase
since this increases the number of layers of its multi-layer graph, increasing the computation steps of
the algorithm. On the contrary, the computational complexity in RL relies on a feature matrix whose
size is dependant on the substrate network size, hence, a change in the request size only affects on

the number of such computations.

Impact of substrate network size

In experiment 3, the impact of the substrate network size on the algorithms’ performance is analyzed
by varying the substrate nodes from 10 to 60, with the results shown in Fig. 7.7. The aim of this
experiment is twofold: i) to assess the impact of the substrate network size on the performance of
the proposed algorithm regarding the aforementioned performance metrics; and i7) to demonstrate
the generalization capability of the proposed policy neural network regarding the use of substrate
networks with sizes different from the one used for training, without the need of retraining the neural
network. From the results in Fig. 7.7a, the average cost for the deployment of each request tends to
decrease as the number of nodes increases, that applies for most of the algorithms. This is due to an

increase in the availability of resources, which increases the number of available options for deploying
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a service request at a lower cost. Moreover, RL results in an average request deployment cost of
$82.19, which becomes a percentage improvement of 26.2%, 65.3%, 34.2% and 58.7% compared to
Graph-based, BuGA, GAA and LB A, whose average values are $111.40, $236.87, $124.9 and
$199.04 respectively. The results reveal that the performance gain of using RL in terms of cost tends
to increase as the substrate network increases. This is because, as the network size increases, the
number of alternative nodes and links for provisioning the request increases, which complicates the
decision making for the other algorithms. Thanks to its intelligence, R L is able to select the optimal

nodes and links for the provisioning of the request among the multiple alternatives.

Moreover, Fig.7.7b reveals that RL is only 5% inferior in terms of AR compared to Graph-based,
with an average AR value of 55.4% compared to 60.3% of Graph-based. BwGA, GAA and LBA
result in AR average values of 54.87%, 25.0% and 29.05%, demonstrating the superiority of RL due
to intelligently trading-off the service deployment objective and the resource utilisation efficiency in
comparison with the alternative approaches. Moreover, the policy neural network is able to make
efficient placement decisions, even for substrate networks whose size is inferior to the one used at the
training stage, demonstrating the generalization capability of our adopted approach using dummy

nodes when needed.

In terms of execution time, Graph-based results in up to a 86% overhead, with an average
processing time of 53.68 milliseconds per admitted request, compared to an average value of 7.13
milliseconds for RL. As the number of substrate nodes increases, the run time of Graph-based
greatly increases, since this fact increases the number of possible candidates for each virtual node
of the request (hence, increasing the number of nodes at each layer of the multi-layer graph), and

consequently, increasing the time-complexity of the multi-layer graph.

Online behaviour of the algorithms

From the results of Fig. 7.8, corresponding to experiment 4 of the performance analysis, we analyse
the behaviour of the algorithms while considering a poison arrival of the requests with a mean value
of 20 requests on each interval of 100 time units, for a total of 12,000 time units. This corresponds to
a total of 2,400 requests. From Fig. 7.8a, the deployment cost for the algorithms tends to decrease
along the time, with the decrease being dominant for BwG A, LBA and GAA. This is because, as
new requests arrive, most of the VNFs remain activated, which decreases the VNF activation cost.
Moreover, the number of feasible nodes and links decreases with the arrival of new requests, which
simplifies the mapping decision of the greedy algorithms. On average, RL results in the lowest
mapping cost per request, with an average value of $13.91, followed by GAA, LB A, Graph-based
and BwG A, with average values of $14.01, $14.61, $15.41 and $16.31 respectively.

From Fig. 7.8b, RL provisions each request in less than 8.52 milliseconds, which is 70.3% faster
than the alternative Graph-based algorithm. The running time of Graph-based decreases along the
time due to a reduction in the number of feasible nodes for provisioning each virtual node of the
request. This results in a reduction in the number of candidate nodes at each layer of the multi-layer

graph, decreasing the time-complexity for obtaining a mapping solution.
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Figure 7.8: Results of experiment 4 considering online arrival of requests under BIC topology.

7.5 Conclusion

This thesis chapter has addressed the problem of cost-effective and resource-efficient deployment
of service requests with a possibility of sharing VNFs among multiple service requests, and under
multiple conflicting cost components, including: resource fragmentation, VNF activation, energy
consumption, packet processing and traffic forwarding. Given the complexity and the NP-hard nature
of the above problem, the chapter has proposed a RL-based algorithm to solve the problem in practical
time while yielding near optimal solutions. Moreover, the policy neural network has been designed
in such a way that it can be adopted for making deployment decisions for substrate networks of
different size, as long as that size is smaller than the one used for training the neural network. From
the simulation results, the proposed algorithm has been found to be optimal in terms of acceptance
ratio, placement cost and request provisioning time. The algorithm results in a performance similar to
the brute-force algorithm in terms of AR while executing in less than 98% of the time required by the
brute-force algorithm. In terms of service deployment cost, the proposed algorithm obtains solutions
which are within a 14% margin of the optimal one; and results in up to a 20% and a 40% improvement
in comparison with a state-of-the-art algorithm and a set of algorithms that greedily target to minimise
only one cost component, respectively. Moreover, in some scenarios, the proposed algorithm is found
to provision each request within up to 70% less time compared to a state-of-the-art multi-layer graph
based algorithm. In addition, the proposed algorithm has been found to be scalable under changes in
both network and request size, exhibiting good generalized properties. Thanks to the intelligence
of the proposed algorithm, the above results have demonstrated that the proposed algorithm is well
suited for the deployment of delay sensitive service requests under resource constrained networks,
and where the placement objective is jointly influenced by multiple conflicting costs, which is a

common occurrence in network and service management problems.
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Part IV:  Summary of Results, Conclusions and Future work



CHAPTER

Summary of thesis results, Conclusion and Future work

8.1 Introduction

5G/6G service providers expect to leverage the flexibility introduced by NFV in order to deploy
services and applications, in the context of the eMBB, mMTC and uRLLC network slicing framework,
whose network infrastructure requirements may span beyond the coverage area of a single InP, by
leasing resources from multiple InPs in order to provide the end-to-end service. In this way, a
challenging aspect for a service provider is how to obtain an optimal set of InPs on which to provision
the service requests and the particular substrate nodes and links within each InP on which to map the
different VNFs and virtual links of the service requests, respectively. Given the NP-hard nature of
such a problem, its impractical to yield optimal solutions in polynomial time, and yet, the quality
of the obtained mapping solution and the adopted solution technique will have a direct impact on
both, the operational cost incurred by a Service Provider and the QoS of the deployed service in
terms of reliability and deployment time, among others. In this way, this thesis sets out to contribute
to this important aspect of the network and service management domain by proposing algorithms
and an architectural framework to aid the deployment of service requests that may span multiple
InPs. First, the thesis formulated the multi-domain service orchestration problem as an Integer
Linear Program which is a typical NP-hard problem. Then, aware that this is a two-level decision
making problem (i.e., choice of InPs and choice of substrate nodes and links within each InP to
map a service request), the thesis breaks the grand multi-domain service orchestration problem
into two interlinked sub-problems that are solved in a coordinated manner, namely: (1) the request
splitting/partitioning sub-problem which involves obtaining a subset of cooperating or competing
InPs and the corresponding inter-domain links on which to provision the different VNFs and virtual
links of the service request, respectively. This is denoted as sub-problem 1 throughout the thesis; (2)
the intra-domain VNF orchestration sub-problem which involves obtaining the intra-domain nodes
and links to provision the VNFs and virtual links of the sub-SFC associated with each InP at the
request partitioning sub-problem. This is denoted as sub-problem 2 throughout the thesis. Aware
of the stringent reliability requirements of future services, and the fact that the underlying resource
constrained network is to be shared by multiple services, the thesis sets out four key targets that are
necessary to align the thesis proposals with the envisaged scenario in terms of service deployment

cost and quality-of-service as follows:
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. Coordinated mapping of the VNFs and virtual links of the service requests with the aim

of realizing better utilization of the underlying substrate resources, hence achieving higher

acceptance ratios, revenue and reduced operational costs.

Survivable and fault-tolerant orchestration of service requests with the aim of minimizing QoS
degradation and penalties resulting from SLA violations due to failure of the physical nodes,
VNFs, or virtual links.

. Compliance with the privacy requirements of the participating InPs which may be imposed

due to reasons related to competition or security, among others.

Achieving all the above in practical run time in order to support deployment of delay sensitive

applications.

However, achieving the above thesis targets is non-trivial given the NP-hard nature of both, the grand

orchestration problem and its constituent sub-problems. In this way, the thesis adopted solution

techniques that manifest the following key attributes:

* able to incorporate information learned in the previous solutions search space and historical

mapping decisions in making the current mapping decision, hence, resulting in acceptable

performance even in scenarios of limited information exposure and fuzzy environments.

robust and less problem specific, hence, can be tailored to different optimization objectives,
network topologies and service request constraints, thus enabling to deal with requests with

either chained topologies or with bifurcated paths.

capable of dealing with an optimization problem that is jointly affected by multiple attributes.
This is critical since in practice, the service deployment cost is jointly affected by multiple
conflicting costs including SLA violation costs, resource consumption costs, VNF activation
cost, and resource fragmentation costs, among others. In this way, the thesis sought to propose
solution techniques that intelligently infer the influence of each cost component on the service

request deployment objective.

able to realize near-optimal solutions in practical run-times, thus rendering well suited ap-

proaches for delay sensitive and resource constrained scenarios.

In this chapter, first, we summarize the contributions and results of the thesis towards solving

the aforementioned sub-problems. Then, the key observations of the thesis regarding the solution

techniques and algorithms proposed in the thesis are highlighted. Furthermore, this chapter outlines

the technical limitations of the thesis proposals, which forms the basis for the possible future research

work that can leverage and enhance the proposals developed in the thesis. Finally, the chapter presents

the overall conclusion of the thesis.

The rest of this chapter is organized as follows: Section 8.2 gives a summary of the thesis results

from the proposed algorithms for the two sub-problems. Section 8.3 introduces the thesis observations

regarding the different adopted solution techniques while the possible future work enhancements to

the thesis proposals are introduced in Section 8.4. Finally, the thesis is concluded in Section 8.5.



172 8.2. Summary of thesis results from the perspective of addressed sub-problems

8.2 Summary of thesis results from the perspective of addressed sub-

problems

This thesis is consisted of four parts with the proposals of the thesis and the corresponding results
presented in Parts II and III. Specifically, the proposals to sub-problem 1 of the thesis are presented
in Part II with the results from these proposals presented at the end of Chapters 3 and 4 of the thesis.
Additional contributions to this sub-problem are introduced in [86] and [93]. The contributions to
sub-problem 2 of the thesis are discussed in Part III of the thesis with the different proposals and
their corresponding results introduced in Chapters 5- 7 of the thesis. In the sub-sections below, we
summarize the contributions of the thesis for the two sub-problems including a summary of the

corresponding results.

8.2.1 Request splitting/partitioning sub-problem

In order to deal with the problem of how to choose a set of InPs on which to deploy the different VNFs
and virtual links of a service request in a way that maximizes the service deployment objective while

adhering to the service request and network constraints, the thesis makes the following contributions:

A Reinforcement Learning based reliability-aware algorithm for orchestrating service requests
across multiple domains. The algorithm incorporates both resource and QoS-violation costs while
selecting the different InPs and their associated inter-domain links for provisioning a given service
request. This is targeted to jointly minimize the cost associated with resource consumption and that
resulting from QoS violation due to service failure. The simulation results from both online and

offline behavior of service requests confirmed that the proposed algorithm:

* Results in up to a 10% performance improvement in terms of acceptance ratio and up to a
10% reduction in terms of mapping cost per admitted request compared to the state-of-the-art
benchmark algorithms, demonstrating that the proposed algorithm offers a better utilization of

both substrate node and link resources.

* Results in up to more than 90% saving in execution time for large networks compared to a
SoA benchmark algorithm. Thus making it an ideal candidate for the practical case of resource

constrained networks and delay sensitive applications.
* Is scalable with increase in both request and substrate network size.

To the best of our knowledge, this is the first work incorporating service reliability in the cross-
domain service orchestration problem, which is critical for 5G and future scenarios involving
mission critical applications. Moreover, different from the existing RL implementations, the neural
network architecture of the policy in charge of making placement decisions in our work includes a
convolutional layer, allowing a faster training stage and providing a higher convergence, since it uses
a smaller number of trainable parameters compared to conventional feed forward neural networks.

Moreover, we incorporate innovative approaches which enable the same policy neural network to be
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used for substrate network sizes inferior to that used at the training stage and also for different cost

components without the need for its retraining.

However, just like the existing approaches in literature, the above RL algorithm relies on a
centralized entity for making the deployment decision. However, such approaches if not well
managed, may require a level of information exposure which violates the privacy requirements of the
participating InPs, which renders them unsuited for practical scenarios in which the InP privacy has
to be enforced. Moreover, it is not possible for multiple entities to compute the partitioning solution
in parallel, which affects the scalability and run time of the centralized approaches. In this way, with
a view of overcoming the limitations associated with centralized approaches, the thesis proposes an
additional algorithm for multi-domain service orchestration that relies on a fully distributed approach.
The proposed algorithm relies on a multi-stage graph and the results from the conducted simulations

confirmed that the proposed distributed algorithm:

* Is optimized in terms of acceptance ratio and embedding cost with up to a 60.0% reduction in
terms of embedding cost per admitted request for some scenarios in comparison with a SoA

benchmark algorithm.

* Can be executed in polynomial time with up to 88.7% performance improvement in terms of

execution time for each admitted request compared to the benchmark SoA algorithm.

* Results in up to 8.2% and 95% reduction in terms of the number of InPs participating in the
solution computation and the average number of messages processed by each participating

node, respectively, compared to the benchmark SoA algorithm.

* Achieves a better utilization of the substrate node and link resources while preserving the

privacy of the participating InPs and executing with acceptable run-time.

* Is scalable when increasing both the substrate network size and the request demand, rendering

it well suited for large scale networks.

To the best of our knowledge, this is the first work incorporating a fully distributed algorithm to
the cross-domain service orchestration problem involving coordination of both the request splitting
and intra-domain mapping steps. Moreover, in contrast with conventional distributed algorithms,
the solution computation in the thesis proposal involves only a pre-computed subset of InPs, thus
drastically reducing both the number of nodes and the average number of messages processed by

each node participating in the solution computation.

8.2.2 Intra-domain service orchestration sub-problem

In order to identify an optimal sub-set of substrate nodes and links for mapping the VNFs and virtual
links respectively of a sub-SFC assigned to a given InP, that InP relies on an intra-domain algorithm
that is executed in accordance with the internal policies of that InP. However, the quality of such an
embedding algorithm not only affects the resource consumption inside that InP, but also the overall

QoS and deployment cost for the entire service request. However, most of the existing intra-domain
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mapping algorithms are inefficient in that they either perform the mapping of VNFs and virtual links
in uncoordinated manner or do not incorporate service reliability during the mapping process, or they
do so from the perspective of stateless VNFs. In this regard, this thesis contributes towards narrowing

this existing gap by making the following contributions:

First, in order to achieve coordinated mapping of VNFs and virtual links of a service chain
within an InP network, the thesis proposes a generic multi-stage graph based algorithm that can be
tailored to different mapping objective functions such as reliability, energy consumption, deployment
cost or a combination of these with minimal modification in the algorithm execution. Whereas
most existing works consider chained SFC topologies that are typical of service applications in
which traffic flows through a chain of VNFs with a single source and destination nodes, in practice,
SFC topologies may need to support flows passing through a bifurcated path with single source
and multiple destination nodes. An example of which could be an SFC chain composed of a load
balancer which may be required to split the traffic flow between two or more servers according to
a given policy. Such a heterogeneity inhibits the applicability of a number of existing algorithms
for intra-domain service embedding such as those that rely on computing the shortest path between
the ingress and egress nodes as the service mapping path. In this way, the proposed algorithm
incorporates a request decomposition technique which splits a service request graph into a set of edge
disjoint paths that are then mapped in a coordinated manner, thus facilitating the mapping of SFC
chains with any topology such as star or mesh, among others. The results from the simulations reveal

that the proposed algorithm:

* Is optimized in terms of resource utilization resulting in a 10% improvement in terms of

acceptance ratio compared to a benchmark SoA algorithm.

* Is within a 4% margin of the optimal solution in terms of acceptance ratio, yet resulting in up

to a 99% performance improvement in terms of execution time compared to the optimal.

* Is scalable when considering an increasing network size and demand, and can be tailored,

easily and flexibly, to different mapping objectives.

Then, based on the above generic intra-domain embedding algorithm, the thesis proposes a set of
survivable service deployment algorithms applicable to a practical case in which a service provider
allocates resources for requests belonging to two service groups/priorities: the critical/high priority
service group, such as the uRLLC, in which the survivability of a service must be guaranteed through
backup resources, and the non-critical service group, such as the enhanced mobile broadband (eMBB)
group, in which the services can tolerate a service disruption, hence can be provisioned on the unused
backup resources of the high priority requests. In this respect, the thesis makes the following specific

proposals:

1. A migration-aware algorithm which targets to maximise resource utilisation by enabling non-
critical service applications to share the unused backup resources of critical services, in a way

that minimizes the average number of preemptions of these users from the shared resources.
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The results from the simulations confirmed that:

* The proposed algorithm results in more than 8% resource saving in most scenarios
compared to a provisioning scheme in which the backup resources allocated to the critical

requests cannot be shared by the non-critical requests.

* The proposed algorithm results in more than 70% performance improvement in terms
of the number of service preemptions compared to a scheme in which the non-critical

applications are mapped with a target of minimizing deployment costs.

* The proposed algorithm results in a negligible overhead in terms of execution time

compared to an algorithm in which backup resources are not shared.

2. A QoS-aware global-rerouting algorithm for remapping low priority users that may be pre-
empted from the borrowed resources, while minimizing the level of service interruption
resulting from migration of surviving VNFs and virtual links to other substrate nodes and paths,
hence, minimizing the overall delay and cost associated with the migration. The proposed
algorithm is shown to outperform a service restoration scheme based on local rerouting in

terms of successful service restoration and resource consumption.

The above approach enhances service survivability from the perspective of stateless VNFs.
However, in practice, a number of VNFs are stateful, hence necessitating full coordination when
mapping the active and stand-by instances of a service request, with a target of minimizing the overall
resource consumption, including that due to state updates. This may render algorithms developed for
stateless VINFs scenarios not well suited for the stateful VNFs case. In this way, the thesis proposes a
set of Metaheuristic algorithms, namely: Genetic and Harmony Search algorithms, for fault-tolerant
orchestration of service requests within a single domain Infrastructure considering stateful VNFs.
These algorithms have been proven to exhibit good performance in problems such as that addressed
in this thesis in which the objective function is influenced by multiple components including those

that may be conflicting. The results from the simulations have revealed that:

* The proposed metaheuristic solutions with a specific solution initialization result in up to a
78% performance improvement in terms of average AR and up to a 34% reduction in terms of
mapping cost per admitted request, compared to similar approaches with randomly initialized

solutions.

* The coordinated mapping of both the active and stand-by SFC using the metaheuristic approach
with a specific solution initialization results in up to a 20% performance improvement in terms
of average AR and up to a 5% reduction in terms of mapping cost per admitted request

compared to an approach that greedily targets to minimize bandwidth resource consumption.

To the best of our knowledge, this is the first work incorporating Genetic algorithm or Harmony
Search algorithm to the problem of fault-tolerant orchestration of stateful VNFs. Moreover, different
from existing works, we consider a practical scenario in which the different VNFs of the service

request may need to be deployed across different nodes such as servers or data centers.
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Finally, owing to the fact that multiple services can have common VNFs in their chaining, the
thesis proposes a solution for cost-effective and resource efficient intra-domain orchestration of
online services from the perspective of sharing their VNF instances. However, service deployment
problem under VNFs sharing is non-trivial given the multiple cost components that may influence the
decision on when and when not to share deployed VNFs among different services. In this way, the
thesis proposes a reinforcement learning based algorithm capable of making intelligent placement
decisions while considering multiple conflicting costs. Costs of transmission, VNF instantiation
or energy consumption, among others. Thanks to the intelligence of the RL algorithm, simulation

results confirm that the proposed algorithm:

* Is within a 14% margin and similar to an optimal solution in terms of request provisioning cost

and acceptance ratio, respectively.

* Results in more than a 20% and 40% reduction in terms of request deployment cost compared
to a state-of-the-art algorithm and an algorithm that greedily minimizes the transmission or

VNF activation costs.

* Executes in practical time and is scalable with increase in both request and substrate network
size resulting in up to a 70% improvement in terms of execution time compared to the SoA

benchmark algorithm.

To the best of our knowledge, this is the first work adopting a machine learning approach to the
problem of VNF instance sharing. Moreover, we incorporate multiple cost components that might

influence the VNF sharing decision.

8.3 Summary of thesis observations from the perspective of adopted

solution techniques

The thesis sought to contribute to the problem of how network services and resources can be
orchestrated across multiple InPs under a virtualized environment in a resource efficient and cost-
effective manner while adhering to the various service and system requirements including service
end-to-end delay, service reliability, and InP privacy, among others. Given that the grand multi-
domain service orchestration problem involves both Intra-domain and Cross-domain orchestration,
the thesis proposed algorithms for both of the above cases based on a number of solution techniques
including Deep Reinforcement Learning (DRL), Genetic Algorithm (GA), Harmony Search (HS) and
a multi-stage graph based approach, among others. In the subsequent subsections of this section, the

key observations regarding the proposed algorithms and adopted solution techniques are introduced.

8.3.1 Reinforcement learning for resource management

The reinforcement learning technique was applied to the request splitting sub-problem in Chapter
3 and to the intra-domain orchestration sub-problem in Chapter 7 and [78] while considering both

online and offline scenarios. From the different experiments conducted for the different simulation
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scenarios, the following observations were made.

RL for multiple attribute problems

The results from Chapter 7 and [78] reveal that in comparison to conventional heuristic approaches,
RL is more effective in dealing with problems whose objective function is jointly influenced by
multiple attributes. For instance, in Chapter 7 in which the request mapping objective of service
deployment cost was jointly affected by multiple conflicting costs, including: transmission, VNF
instantiation or energy consumption, among others, the RL approach was found to be within a 14%
margin and similar to an optimal solution in terms of request provisioning cost and acceptance ratio,
respectively, while resulting in more than a 20% and a 70% reduction in terms of request deployment
cost and execution time respectively compared to a state-of-the-art heuristic, and up to more than a
40% reduction in terms of cost compared to an algorithm that greedily minimizes the transmission or
VNF activation costs. These results demonstrated the ability of the RL approach to intelligently infer
and make a trade-off regarding the influence of each cost component towards the service orchestration

objective.

RL for varying state size

A key limitation of machine learning techniques incorporating policy neural networks in general is
that once learned, the internal structure of a neural network cannot be modified. In this way, it is
not possible to use policy neural networks for problem instances whose state size is different from
that used during the training stage. However, the results from Chapters 3 and 7 demonstrated that
in situations where the test state size is inferior to that used at the training stage, it is possible to
overcome this restriction by incorporating dummy features to assure fixed dimensions of the state
matrix in a manner that does not result in a performance loss. In this way, for a substrate network of
a smaller size than that used at the training stage, the input matrix is matched by appending dummy
nodes with dummy feature vectors to reach the expected state size used at the training stage. The
results in Chapter 7 reveal that doing this does not result in any loss in performance or generalization
capability of the policy neural network during the testing stage. For instance, when considering 50
substrate nodes, the proposed RL outperforms the SoA benchmark algorithms by 52.7% in terms
mapping cost and by 53.45% when considering 60 substrate nodes that are used for training the
policy network, which translates to less than a 1% margin. This is attributed to the fact that values
of the features assigned to the dummy nodes are chosen in a way that makes them less probable for

selection by the policy neural network.

Adoption of convolutional neural network architecture

The policy neural network training results obtained in Chapter 7 demonstrate that a policy neural
network incorporating a convolutional neural network (CNN) architecture converges to a similar
reward value with that based on a conventional feed-forward neural network (FFN) architecture, but

with a faster convergence. Moreover, considering a similar number of accepted requests, the two
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architectures demonstrate a similar training time per epoch. Such a good performance with fewer
trainable parameters makes CNN based architectures more memory efficient, making them better
candidates for edge-computing and multi-agent learning scenarios in which the different service

life-cycle management decisions may need to be executed by distributed resource constrained nodes.

RL for NP-hard problems

The problem addressed by the thesis is typically NP-hard, hence not feasible to realize optimal
solutions in practical time. In this way, RL was proposed targeting realization of near-optimal
solutions in acceptable run time. For instance, the results from Chapter 7 demonstrate that RL results
in up to a 86% reduction in terms of average time for mapping each request in some scenarios
compared to a state-of-art benchmark algorithm, while remaining competitive with respect to a
brute-force algorithm. Moreover, the algorithm is found to remain scalable with increase in both

substrate network and request size.

8.3.2 Multi-stage graph for service provisioning

The proposals in Chapters 4, 5 and [84] relied on a multi-stage graph for solution computation.
The results have demonstrated that a multi-stage graph approach is effective and able to obtain
near-optimal solutions in practical run time. However, the scalability of such an approach is shown to
be affected by the number of stages in the graph and the number of nodes at each layer of the graph.
The number of stages is directly related to the number of VNFs in the SFC request while the number
of nodes at each stage of the graph is directly related to the number of candidate nodes for the VNF
corresponding to that stage. In this way, this approach found to be well suited for problems and
scenarios in which a VNF can only be served by a subset of available nodes. This is typical for the
VNE problem since a given node cannot host two virtual nodes from the same request, and for SFC
orchestration problems in which the different VNFs are constrained by parameters such as location
and resource requirements, among others, hence rendering a number of substrate nodes unfeasible for
hosting any given VNF of the request. However, in a possible scenario in which a large number of
nodes are suitable candidates for a given VNF, the complexity of the graph can be tamed by selecting

a subset of these nodes based on factors such as cost or reliability, among others.

8.3.3 Genetic and Harmony Search Algorithms for fault-tolerant service provision-
ing
The thesis adopted a Metaheuristic approach based on Genetic Algorithm (GA) and Harmony
Search Algorithm (HS) in order to realize fault-tolerant orchestration of stateful VNFs in Chapter 6.
The obtained results reveal that by initializing the solution space based on a specific initialization
technique, the algorithms’® AR performance improves by up to 78% while the average mapping
cost per admitted request decreases by 34% over similar schemes in which the solution space is
randomly initialized. This is due to the fact that the fault-tolerant orchestration problem is associated

with additional constraints such as non-sharing of nodes between the active and stand-by instance
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solutions, which may result in a high number of invalid solutions if such considerations are not
reflected in the initialization process. Moreover, due to the stateful nature of VNFs, minimizing the
state-update cost requires coordinated mapping of both the stand-by and active instances, which

attribute results in better deployment solutions if reflected in the initialization process.

8.4 Future work Enhancements

Although the thesis has attempted to address critical aspects of the multi-domain service orchestration
problem, the multifaceted nature of such a problem leaves room for making enhancements to the
thesis proposals. In the subsequent subsections, we provide suggestions regarding aspects that can
be investigated to enhance and also build on the proposed algorithms regarding the different aspects
addressed by the thesis.

8.4.1 Orchestration of stateful VNF's

In this thesis, we have articulated that the state-update information needs to be continuously trans-
ferred to the standby instances of all the stateful VNFs during traffic processing in order to have
seamless transition in case of failure of the active instance. However, this results in a high resources
consumption and wastage in the event that no failure is experienced on the active instances. In this
regard, future work will explore and investigate the applicability of failure prediction techniques as
input to the fault-tolerant service orchestration algorithm in order to make intelligent decisions re-
garding the optimal intervals for state update that will guarantee seamless transition in case of failure.
In this way, state updates would only need to be made when failures are bound to be experienced,
hence saving resources and time for unnecessary processing of state-update information. Moreover,

such updates could only be made for a subset of stateful VNFs.

8.4.2 Resource elasticity in multi-domain orchestration

The algorithms proposed in the thesis considered the service requests to be characterized by immutable
requirements in terms of link and node resources throughout their life-time. However, in practice,
such requirements may have temporal variations in terms of the required amount of resources,
requiring the embedding algorithm to intelligently adapt to such dynamism. As opposed to the
existing approaches that deal with elasticity in single domain networks, the elasticity problem when
considering a limited information disclosure in a multi-domain setting is non-trivial. This scenario
requires the elasticity algorithm to intelligently rely on the partially disclosed information and its
past experience to infer short-term future resource availability or any request requirements alteration.
Therefore, it would be interesting to investigate and propose innovative and intelligent algorithms or
techniques for ensuring an elastic service provisioning across multiple domains while considering
limited information disclosure and intra-domain topology abstraction. One possible approach for
investigation is the application of multi-agent reinforcement learning in which the different InPs

could be treated as autonomous cooperative or competing agents that interact in a manner that ensures
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that the requirements of the supported services are always met with the least possible amount of

resources.

8.4.3 Delay models

The thesis has adopted linear models for resource costs, and assumed the propagation delay along
substrate links to be uniformly distributed between given values. However, it would be interesting
to investigate the impact of different delay models such as queuing models for both the packet
propagation and processing delays on the performance of the algorithms proposed by the thesis,
especially under VNF sharing considerations. This is because an increase in delay experienced by
service requests increases the request rejection rate, which may degrade the performance gain from

the adoption of a given solution approach.

8.4.4 Results validation on test bed scenarios

Whereas the algorithms proposed by the thesis have demonstrated excellent performance under the
adopted simulation environment, future works and enhancements to the current thesis proposal will
target the experimental implementation of an end-to-end slice instance spanning multiple domain
infrastructure based on the algorithms proposed in the thesis proposal. This will entail the usage
of realistic considerations regarding traffic models, resource requirements behavior, and life-cycle
management. Furthermore, such an implementation needs to analyze the performance of the RL
algorithm in possible situations in which the values of the parameters and features could change from

those used at the training stage when using the policy neural network at test stage.

8.5 Conclusion

In this thesis, a detailed review of the state-of-the-art regarding the multi-domain service orchestration
problem has been provided, highlighting the limitations of existing approaches. Based on this,
comprehensive proposals, targeting to narrow the existing research gap, were introduced in part I1
and part III of the thesis. Specifically, the thesis decomposed the grand multi-domain orchestration
problem into two sub-problems: sub-problem 1 deals with the problem of partitioning / splitting
the different components of a given service request across a subset of InPs. The corresponding
algorithms proposed by the thesis are introduced in part II of the thesis comprised of Chapters 3 and
4 with additional contributions introduced in [86] and [93]; sub-problem 2 involves orchestrating
the assigned sub-SFC or an entire SFC within a single InP infrastructure. The solution approaches
for this sub-problem are introduced in part III of the thesis which is comprised of Chapters 5, 6 and
7 with additional contributions introduced [84].

While addressing the problem, the thesis set out four key targets that were necessary to align the
proposals with the multi-domain NFV scenario in terms of deployment cost and quality-of-service of
service requests: (1) coordinated mapping of service requests not only in terms of VNFs and virtual

links but also in terms of request splitting and intra-domain mapping, with a view of realizing better
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utilization of the underlying substrate resources, (2) survivability and fault-tolerant orchestration
of service requests with a view of not only taming QoS violations but also minimizing penalties
that may result from such violations, (3) limited disclosure of InP internal information with a view
of adhering to the privacy requirements of the participating InPs, and (4) achieving all the above
targets in polynomial time with a view of supporting delay sensitive applications. Specifically, the
proposals in Chapters 5 and 6, and [78] focus on survivability and fault-tolerant orchestrations of
network services. The proposals in [84], [86], [93] and part of Chapter 5 focus on coordinated and
cost-effective mapping of service requests. On the other hand, the fully distributed algorithm proposed
in Chapter 4 targets scenarios with limited or no information disclosure from the participating InPs.
Moreover, in order to realise near-optimal solutions in feasible time, the thesis proposed techniques
based on metaheuristic and heuristic solutions designed in a manner that allows faster execution
without compromising the solution quality. For instance, in the multi-stage graph based heuristic,
only a precomputed set of candidate nodes where used in constructing the multi-stage graph which,
not only results in faster execution, but also better solution quality, since unfeasible nodes which

would possibly leak into the solution are not part of the graph.

Moreover, in order to guide the implementation, execution and adherence of the thesis proposals
to the four main targets of the thesis, an architectural framework is proposed in Chapter 3. The
proposed framework is aligned with the ETSI NFV-MANO architectural framework described in [51]
and the ETSI’s architecture options introduced in [10], in which there is a single NFV Orchestrator
(NFVO) per administrative domain, with the different orchestrators able to communicate through the

Orchestrator-to-Orchestrator (Or-Or) interface proposed in [10].

Based on the above thesis proposals, this thesis-report has highlighted the key observations
regarding the adopted solution techniques and algorithms, and it has provided recommendations
regarding possible aspects that need to be investigated in order to enhance the contributions of the
thesis concerning both the proposed algorithms and the adopted solution approaches. Overall, the
results from the different experiments conducted have proved that the thesis proposals are optimized
in terms of request acceptance ratios, mapping cost and execution time. This renders such proposals
well suited for 5G and future scenarios characterized by stringent delay, priority and resources

requirements for which the thesis was targeted.
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