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Standardisation of the protection and governance of multimedia content 

 

Abstract 
Nowadays, unauthorised use of multimedia content is a key issue. Different initiatives, 
standard or proprietary, try to provide a complete solution to this problem specifying 
different pieces and formats needed by a complete Digital Rights Management (DRM) 
system.  
The contribution of this work is related to the standardisation of formats and mechanisms to 
enable governed use of multimedia content through the digital value chain. This 
contribution can be divided in three main parts. The first part is related to the 
standardisation of validation rules for rights expressions and authorisation algorithms based 
on licenses. It is also divided in two different subparts. The first one is focussed in the 
validation of the rights expressions associated to governed multimedia content. This implies 
the normative specification of the rules for rights expressions to be compliant with a 
specific Rights Expression Language and its syntactic verification. The second one is 
focussed in the definition and implementation of license based authorisation models to 
manage governed use of multimedia content through the digital value chain according to the 
rights specified by content creators, distributors, rights issuers, etc. This also implies the 
definition of the data types for the elements of the authorisation models and the definition of 
verification algorithms. 

The second part of the work is related to the protection of multimedia content. It presents 
standard formats for specifying intellectual property management and protection 
information. This will provide interoperability between different management systems 
compliant with MPEG-21 standard. It also presents standard mechanisms to associate 
governance rules and protection information to multimedia content. 

The third part of the work is related to the management and protection of event reporting 
information. Different mechanisms to manage and protect notification of events in DRM 
systems compliant with the MPEG-21 standard has been specified. 

Additionally, the design and implementation of governance and protection tools that will be 
used by different modules of a DRM system. Governance tools implement the authorisation 
models defined in order to perform authorisations based on licenses when distributing or 
consuming multimedia content. Protection tools implement the definition and association of 
governance and protection information to the digital objects, as well as the content 
protection itself. Finally, the reporting tools implement the management an protection of the 
reported information. 
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Chapter I 
 

1 Introduction 
 
 

 

1.1 Introduction 
The purpose of this work is to provide a new contribution in the Digital Rights Management 
field. The scope of this contribution focus in three well known disciplines in the DRM field 
that are the governance multimedia content; the intellectual property management and 
protection and the notification of events within digital rights management systems. 

In the one hand, the contribution in the area of governance of multimedia content is related 
to the validation of the rights expressions associated to the governed multimedia content. 
This implies the normative specification of the rules associated to rights expressions and its 
syntactic verification. Other contribution done in this area is the definition and 
implementation of license based authorisation mechanisms and models, as well as the data 
types for the elements that form the authorisation models. The final contribution in this area 
is the specification of verification algorithms to manage governed content through the 
complete digital value chain according to the rights specified by content creators, 
distributors, rights issuers, etc. 

In the other hand, the contribution in the area of intellectual property management and 
protection is the specification of protection and governance information in a standardised 
way that will provide interoperability between different management systems compliant 
with MPEG-21 standard. 

Finally, the contribution in the area of event reporting is the specification of different 
mechanisms and tools to manage and protect notification of events in DRM systems. 
 

1.2 Objectives 
The general goal of this research project is to study how multimedia content can be 
governed and protected in a standardised way in order to provide interoperability between 
different rights management systems compliant with the MPEG-21 standard. Within this 
ambitious and broad aim, the work has been focused in three areas: content governance, 
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intellectual property management and protection and notification of events within the 
MPEG-21 framework [1]. 

Achieve these goals means first studying the MPEG-21 standard [2] that specifies a 
multimedia framework that provides interoperability among systems that deliver 
multimedia content. In the other hand, the most relevant rights expression languages 
(RELs), as MPEG-21 REL [3], ODRL [4] or License Script [5] also have been studied in 
order to determine how rights expressions can be associated to multimedia content and how 
they can be validated syntactic and semantically to be conformant with a specific REL. A 
final stage of the study is to analyse how data formats for the elements in the authorisation 
model can be defined. REL authorisation models make authorisation decisions using REL 
licenses when accessing to governed multimedia content. Finally, we have specified 
verification algorithms in order to manage governed content through the complete digital 
valued chain according to the rights specified by content creators, distributors, rights 
issuers, etc. 

A more tangible sub-goal of the work in this area is the development of the correspondent 
software modules for the syntactic and semantic verification of rights expressions 
associated to the multimedia content. It is also important the development of software 
modules that perform authorisation decisions based on licenses and that verify that the 
rights and conditions stated by content creators are enforced through the digital value chain.  

In the other hand, Part 4 of the MPEG 21 standard, Intellectual Property Management and 
Protection [6], aims to develop an architecture that facilitates management of trust 
relationships between elements of the architecture. This means that it must describe content 
usage requirements and peer capabilities and those requirements associated with making 
trustworthy guarantees about MPEG-21 peer capabilities must be considered too. 

IPMP defined their requirements [7] on March 2004. Then, a Call for Proposals [8] was 
opened until the end of June of 2004. After receiving ten proposals from different 
universities, research institutes and companies, the evaluation of all them against the 
requirements was carried out during the 69th MPEG meeting. Then, it was decided that the 
first stage of work was to focus on the ‘framework level’ in order to convey IPMP 
information within MPEG-21. The result of the evaluation process was published as a first 
draft that included our proposal [9], as it was one of the three accepted. We continued our 
research work in this area and integrated our proposal with the other two accepted and with 
the new technologies that will be proposed to fulfil missing requirements. Currently, the 
technologies that form part of the IPMP Components standard specification are the IPMP 
DIDL extension presented by the University of Wollongong [10] and the IPMP Information 
Description specification that results from the integration of our proposal [9] and the 
presented by Panasonic [11]. 

A more tangible sub-goal of the work in this area is the development of the correspondent 
software modules for the creation, verification and association of IPMP information to 
digital objects in order to ensure that multimedia content is consumed according to the 
specified terms and conditions. 

The final contribution was to provide standardised mechanisms to manage and protect 
notification of events within DRM systems. Achieve this goal means first studying the 
MPEG-21 Event Reporting [12] standard. This standard provides a standardised means for 
sharing information about events amongst peers and users. Such events are related to 
multimedia content and/or peers that interact with them. In the MPEG-21 context, the 
reporting messages that include information about different aspects of media usage are 
called Event Reports. MPEG-21 Event Reporting has some limitations when trying to 
manage events in trusted systems. Then, we proposed a way to improve this standard 
expanding its capabilities. A core experiment was carried out, in order to verify the solution 
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we have proposed for the report of events in trusted systems. Finally, the proposed 
technologies were integrated in this part of the MPEG-21 standard. On the other hand, 
MPEG-21 Event Reporting standard initiative does not take into account the security of the 
events being notified. This specification didn’t provide a way to ensure integrity and 
authenticity or protection to the reported data neither to the request data. We have 
contributed in this area specifying mechanisms to provide protection to event reports.  

 

1.3 Structure of the document 
This document has two main parts, the “State of the Art” and “Contribution”, and other 
smaller sections like this introduction or the final comments about conclusions and future 
work. The State of the Art tries to compile in a coherent way all the results of the 
exploratory stage. This implies to define and describe all the concepts related to the project, 
and also the difficult task to weave all the relationships between them. In this part has been 
presented the present most relevant Digital Rights Management systems. The MPEG-21 
standard [2] that specifies different components of a DRM system has been presented in a 
more detailed way. It specifies a multimedia framework providing interoperability among 
systems that deliver multimedia content. In the context of digitals rights management within 
MPEG-21 standard, we present in more detail MPEG-21 Part 4 that aims to aims to develop 
an architecture that facilitates management of trust relationships between elements of the 
architecture, MPEG-21 Part 5 that defines a Rights Expression Language, MPEG-21 Part 6 
that defines a Rights Data Dictionary and MPEG-21 Part 15 that specifies notification of 
events in a standardised way.  

The second part named “Contribution” describes the research carried out in the context of 
digital rights management. This part has been divided in six chapters. The first four chapters 
present our contribution in the area of governance of multimedia content. The first chapter 
presents the validation of rights expressions and normative definition of rules that will be 
used by DRM systems to determine if certain licenses are compliant to the MPEG-21 REL 
standard specification. In the second chapter is presented the definition of the data format 
for the elements that form the authorisation model and the rules that applies to these 
elements according to the MPEG-21 REL standard specification. The third chapter consists 
of two reference implementations for license based authorisation mechanisms. The fourth 
chapter specifies verification mechanism to automatically control the distribution, offering, 
etc. of multimedia content the digital distribution chain. The fifth chapter presents our 
contribution in the area of intellectual property management and protection. Our main 
contribution in this area is the definition of protection and governance information in a 
standardised way, in order to provide interoperability between different management 
systems compliant with MPEG-21 standard. Moreover, it presents the association of 
protection information to multimedia content and the association of rights expressions to 
multimedia content also in a standardised way. Finally, the sixth chapter presents our 
contribution in the area of notification of events. Our main contribution in this area is the 
specification of mechanisms to manage and provide protection to notified events. 

Part of the research work presented in the “Contribution” part has been published in IEEE 
International Conference on Web Delivering of Music 2003 (WEDELMUSIC’03), in the 
First International Mobile IPR Workshop (MobileIPR 2003), in IEEE International 
Conference on Web Delivering of Music 2004 (WEDELMUSIC’04), in the second 
International Workshop on Regulatory Ontologies (Worm 2004), in the second International 
Workshop on Multimedia Interactive Protocols and Systems (Mips 2004), in the Second 
International ODRL Workshop 2005 (ODRL 2005), in the 9th ICCC International 
Conference on Electronic Publishing (ELPUB2005), in the IASTED International 
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Conference on Web Technologies, Applications and Services (WTAS 2005), in the 7th 
International IEEE Conference on E-Commerce Technology 2005 (IEEE CEC 2005), in the 
9th IFIP TC-6 TC-11 Conference on Communications and Multimedia Security (CMS 
2005), in the 6th International Conference on Electronic Commerce and Web Technologies 
(EC-Web 2005), 3rd Workshop on Regulatory Ontologies (WORM 2005), in IEEE 
International Conference on Automated Production of Cross Media Content for 
Multichannel Distribution (AXMEDIS 05) and in the 4th Workshop on Security Information 
Systems (WOSIS 2006). The contribution presented in this research work also has been 
published in the Journal of New Music Research, in the Chapter 4 – IPMP Components of 
the MPEG-21 Book and in Part 4 of the MPEG-21 standard: ISO/IEC IS 21000-4 - 
Intellectual Property Management and Protection Components.  
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2 DRM Systems 
 
 

 

 

2.1 Introduction 
Conventionally, digital assets were managed by digital management systems that do not 
control the distribution or consumption of these assets according to the terms imposed by 
their creators. Occasionally, metadata related to the use of the digital content was generated, 
associated to the asset and stored for later search and retrieval.  

Nowadays, digital objects are managed in a controlled way by Digital Rights Management 
(DRM) systems. These systems enable the creation, distribution and consumption of 
multimedia content according to the permissions and constrains imposed by the content 
creator and rights issuers. DRM permits the governance of multimedia content throughout 
the complete digital value chain. For example, when a distributor buys content, he agree to 
certain permissions and constraint, for example to distribution freely a low quality version 
of a track, and to distribute the complete music album to the members of a music club with 
a special fee. 

DRM systems are made up a set of elements specified in different standards, nevertheless 
there is not standardised yet how these elements relate to each other. The basic elements 
that form a DRM system are detailed next. 

Definition of rights expressions 

Rights expressions are defined to be the terms that govern the usage of digital assets 
through the complete digital value chain. These permissions and constrains are usually 
presented to the actors of the value chain as an XML file, usually called license, that is 
expressed according to a Rights Expression Language (REL). Licenses are generated 
according to a specific REL with the digital content usage rules, permissions and 
constraints, associated to an entity. Then, licenses are associated to a digital asset and could 
be interpreted and enforced by a DRM system. 

In some cases licenses also contains information related to the protection of digital objects, 
for example the key needed to decipher the digital object or asset. Usually, licenses are 
signed to provide integrity and authenticity to the rights expressions that govern the digital 
object. 
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Intellectual Property Protection Tools 

Nowadays, different technical protection measures are used, for example encryption, 
watermarking or finger printing. Among them, the most used to protect digital objects or 
part of these digital objects is encryption. 

The other technologies, watermarking, finger printing or hashing technologies, are used for 
embedding information in content to facilitate tracking or to verify the integrity of the 
content itself. 

Creation of digital objects 

The creation of digital objects process involves combining the protected digital assets with 
associated metadata to create digital objects that include the defined usage rules, 
information regarding the protection tools and other data as the creator of the asset, etc.  

On the other hand, licenses could be issued to users separately from the content; then 
governance information is not associated to digital objects at this stage. 

Distribution of content 

Protected and governed digital objects are distributed to the different actors of the value 
chain. This process requires the digital rights management system to provide to the 
associated distribution service the digital object and to the license creator service the 
associated encryption keys.  

Governed digital objects can be distributed with the management rules or these rules can be 
distributed separately of the content. Different processes can carry out the distribution, as 
broadcast, download streaming, etc. 

Content Consumption 

DRM players consume digital objects according to the terms and conditions specified in the 
associated licenses. Then, they make use of authorisation tools that resolve if users are 
authorised to consume digital objects according to the permissions and constraints specified 
within user’s licenses. If the user is authorised, then the content is deciphered and 
consumed. Typically, DRM players have secure storage, execution and consumption 
environments where unauthorised parties cannot access keys and status information. 

Report of Events 
Some participants of the distribution chain, as content creators or distributors, could want to 
monitor usage of their copyrighted material. Therefore, some mechanisms will be necessary 
to allow systems to share information about events referred to multimedia content and peers 
that interact with the content. 

 

Currently, there are standard and commercial initiatives that specify DRM systems. The 
most relevant are: 

MPEG-21 standard  

MPEG-21 [13] aims to identify and define the different mechanisms and elements needed to 
support the multimedia delivery chain, the relationships and the operations supported by 
them. In the different parts of the standard, these elements are elaborated by defining the 
syntax and semantics of their characteristics, such as interfaces to these elements. 
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Open Mobile Alliance (OMA) DRM  

The scope of OMA DRM [14] is to enable the controlled consumption of digital content by 
allowing content providers the ability to manage previews of DRM content, to enable 
superdistribution of DRM content and to enable transfer of content between DRM agents. 

TV Anytime DRM  

TV Anytime Forum [15] is developing open specifications for inter-operable and integrated 
systems that will allow broadcasters and other service providers, consumer electronics 
manufacturers, content creators and telecommunications companies to most effectively 
utilize high-volume digital storage in consumer devices. The TV-Anytime Working Group 
on Rights Management and Protection is developing standards to enable the secure and 
flexible expression and enforcement of rights holders' usage conditions for media 
distributed to personal digital recorders. 

Internet Streaming Media Alliance DRM 

ISMA [16] is composed of companies from the information technology, consumer 
electronics and media industries. They are jointly specifying protocols for media streaming 
over IP networks. ISMA/DRM must preserve the ISMA interoperability goals using 
standard encryption, authentication and integrity validation for ISMA conforming media 
and protocols. 

Organization for the Advancement of Structured Information Standards (OASIS)  

OASIS [17] is a not-for-profit, global consortium contributing to the development, 
convergence and adoption of e-business standards. OASIS produces worldwide standards 
for security, Web services, XML conformance, business transactions, electronic publishing, 
topic maps and interoperability within and between marketplaces. OASIS has more than 
500 corporate and individual members in 100 countries around the world. OASIS and the 
United Nations jointly sponsor ebXML [18], a global framework for e-business data 
exchange.  
One of the current OASIS technical committees is the OASIS Rights Language Technical 
Committee (RLTC). The purpose of the RLTC is to define the industry standard for a 
digital rights language that supports a wide variety of business models and has an 
architecture that provides the flexibility to address the needs of the diverse communities that 
have recognized the need for a rights language. OASIS RLTC uses XrML as the basis in 
defining the industry standard rights language in order to maximize continuity with ongoing 
standards efforts. 

Open eBook Forum (OeBF)  

OeBF [19] is trade and standards Group for eBook Industry. It is formed by more than 70 
members Worldwide, this independent organization is guided by board of directors and 
membership. The Rights and Rules Working Group [20] aims to create an open and 
commercially viable standard for interoperability of digital rights management (DRM) 
systems, providing trusted exchange of electronic publications (ePublications) among rights 
holders, intermediaries, and users. The Rights and Rules group is working on a specification 
for a Rights Grammar, taking as a baseline the MPEG-21 Rights Expression Language. The 
specification will provide the publishing community with a means to express business rules 
by granting unambiguous access permissions. 

Publishing Requirements for Industrial Standard Metadata (PRISM) [21]: PRISM 
Working Group was established by a group of companies, included publishers,  systems 
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integrators, software developers and content aggregators, primarily involved in the 
production of serial and web-based editorial content who recognized the value of content 
standards. PRISM specification [22] defines an XML metadata vocabulary for managing, 
aggregating, post-processing, multi-purposing and aggregating magazine, news, catalog, 
book, and mainstream journal content. PRISM specification provides mechanisms to 
describe the most common rights and permissions associated with content, but does not 
specify the means to enforce compliance with those descriptions. In addition PRISM 
provides a framework for the interchange and preservation of content and metadata, a 
collection of elements to describe that content, and a set of controlled vocabularies listing 
the values for those elements. 

Windows Media DRM  

Windows Media DRM[23] is a proven platform to protect and securely deliver content for 
playback on a computer, portable device, or network device. It's flexible to support a range 
of business models from single downloads or physical format delivery.  

DReaM  

DReaM [24] is a Sun Labs [25] initiative to develop a Digital Rights Management solution 
based on open standards that will also integrate with proprietary DRM solutions, thus 
providing both openness and interoperability for specific customer requirements. The 
DReaM initiative goes far beyond protection of content and addresses needs of other market 
categories, including business and individuals in everyday life, and providing improved 
levels of content protection that directly protect the content during its entire lifetime rather 
than simply managing file level access. The DReaM initiative will leverage the 
methodology of service oriented architectures and introduce rights management services 
that leverage open standards and support cross service capabilities  

Sun Labs aimed to move the industry toward an open, scalable and dynamically adaptable 
solution. Then, Sun launched the Open Media Commons (OMC) initiative that will host a 
community forum where the technical, legal and source code issues related to DReaM will 
be discussed in an open manner. Sun has committed that DReaM will be open sourced 
without royalty. 

Real Networks DRM 

RealNetworks, Inc. [26] pioneered the entire Internet media industry, and continues to fuel 
its exponential growth. Because the Internet was built to handle text-based information, not 
audio and video and other rich media, RealNetworks, Inc. foresaw the need for specific 
solutions that could handle the creation, delivery and consumption of media via the Internet. 
Helix DRM [27] replaces the company's Media Commerce Suite (MCS) [28], which 
provided DRM only for RealAudio and RealVideo formats, and is part of RealNetworks 
ambitious open-source push for adoption among content producers and consumer 
electronics manufacturers. Helix DRM is the first multiformat digital rights management 
platform for secure delivery of media to any device. It is a comprehensive and flexible 
platform for the secure media content delivery of standards-based as well as leading Internet 
formats, including RealAudio, RealVideo, MP3, MPEG-4, AAC, H.263 and AMR. Helix 
DRM makes it possible to deliver these formats not only to PCs but also to a wide array of 
non-PC devices, including mobile devices and home appliances. 
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2.2 Standardisation activities 

2.2.1  MPEG-21 standard 
MPEG’s approach is to define a Multimedia Framework to ensure that the systems that 
deliver multimedia content are interoperable and that the transactions between them are 
simplified and automated. This approach should apply to the infrastructure requirements for 
content delivery, content security, rights management, secure payment, and the technologies 
enabling them. The result is an open framework for multimedia delivery and consumption 
for use by all the players in the delivery chain. This open framework will provide content 
creators, producers, distributors and service providers with equal opportunities in the 
MPEG-21 [13] enabled open market. This will also be to the benefit of the content 
consumer providing them access to a large variety of content in an interoperable manner. 
The MPEG-21 multimedia framework has two essential concepts the Digital Item, a 
fundamental unit of distribution and transaction and the Users that interact with Digital 
Items. 

Different parts of MPEG-21 standard normatively specify different pieces and formats 
needed by a complete DRM system. This parts are MPEG-21 Digital Item Declaration 
(DID, Part 2) [29], specify the model for a DI that is constituted by the digital content, 
referenced or embedded, plus related metadata that describes additional information 
regarding the content, i.e. protection, governance and processing information. MPEG-21 
Rights Expression Language (REL, Part 5) [3] defines as a machine-readable language to 
declare rights and permissions using the terms as defined in the Rights Data Dictionary. 
MPEG-21 Rights Data Dictionary (RDD, Part 6) [30] comprises a set of clear, consistent, 
structured, integrated and uniquely identified terms. The structure of the RDD is designed to 
provide a set of well-defined terms for use in rights expressions. MPEG-21 Intellectual 
Property Management and Protection Components (IPMP, Part 4) [6] deals with the 
standardisation of a general solution for the management and protection of Intellectual 
Property. Digital Items can be protected in order to ensure that the access to the contents is 
done according to the license terms. The solution lies in the use of digital signatures and 
encryption techniques over the digital content, which makes it possible to deploy a business 
model that ensures the accomplishment of the license terms in a controlled way. MPEG-21 
Event Reporting (ER, Part 15) [12] provides provide a standardised means for sharing 
information about Events amongst Peers and Users. Such Events are related to Digital Items 
and/or Peers that interact with them. 

2.2.2  OMA DRM 
The scope of OMA “Digital Rights Management” [31] is to enable the controlled 
consumption of digital media objects by allowing content providers the ability to manage 
previews of DRM Content, to enable superdistribution of DRM Content and to enable 
transfer of content between DRM Agents.  

The OMA DRM specifications provide mechanisms for secure authentication of trusted 
DRM Agents and for secure packaging and transfer of usage rights and DRM Content to 
trusted DRM Agents. The OMA DRM specifications define the format and the protection 
mechanism for DRM Content, the expression language and the protection mechanism for 
the Rights Object, and the security model for management of encryption keys. The OMA 
DRM specifications also define how DRM Content and Rights Objects may be transported 
to devices using a range of transport mechanisms, including pull (HTTP Pull, OMA 
Download), push (WAP Push, MMS) and streaming.  
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2.2.2.1  Overall system architecture  
OMA DRM system enables content issuers to distribute protected content and rights issuers 
to issue rights objects for the protected content. The DRM system is independent of media 
object formats, operating systems, and runtime environments.  

Then, users acquire permissions to consume protected content by contacting rights issuers 
that grant the appropriate permissions for the protected content to user devices. The content 
is cryptographically protected when distributed; hence, protected content will not be usable 
without an associated Rights Object, which is an XML document specifying conditions and 
constraints, issued for the user's device. The protected content can be delivered to the device 
by any means, but the Rights Objects are tightly controlled and distributed by the rights 
issuer in a controlled manner. The protected content and Rights Objects can be delivered to 
the device together, or separately. 

Rights Objects associated with DRM Content have to be enforced at the point of 
consumption. This is modelled in the OMA DRM specifications by the introduction of a 
DRM Agent. The DRM Agent embodies a trusted component of a device, responsible for 
enforcing permissions and constraints for DRM Content on the device, controlling access to 
DRM Content on the device, and so on. A Rights Object is cryptographically bound to a 
specific DRM Agent, so only that DRM Agent can access it. DRM Content can only be 
accessed with a valid Rights Object, and so can be freely distributed. This enables, for 
example, superdistribution, as users can freely pass DRM Content between them. To access 
DRM Content on the new device, a new Rights Object has to be requested and delivered to 
a DRM Agent on that device. 

Figure 2.1 depicts OMA DRM system architecture [32]. 

 
Figure 2.1 OMA Architecture 

2.2.2.2  Trust and Security Model 
The fundamental challenge facing any DRM solution is how to ensure that permissions and 
constraints associated with DRM Content are enforced. The main threat comes from 
unauthorised access to DRM Content beyond what is stipulated by the associated Rights 
Objects, or creation of illegal copies and redistribution of valuable.  

The basic steps for distributing DRM Content can be summarised as follows: 

Content packaging: Content is packaged in a secure content container (DCF). DRM Content 
is encrypted with a symmetric content encryption key (CEK). Content can be pre-packaged, 
i.e. content packaging does not have to happen on the fly.  
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DRM Agent authentication: All DRM Agents have a unique private/public key pair and a 
certificate. The certificate includes additional information, such as maker, device type, 
software version, serial numbers, etc. This allows the content and rights issuers to securely 
authenticate a DRM Agent.  

Rights Object generation: A Rights Object is an XML document, expressing the 
permissions and constraints associated with the content. The Rights Object also contains the 
CEK; this ensures that DRM Content cannot be used without an associated Rights Object. 

Rights Object protection: Before delivering the Rights Object, sensitive parts are encrypted 
(e.g. the CEK), and the Rights Object is then cryptographically bound to the target DRM 
Agent. This ensures that only the target DRM Agent can access the Rights Object and thus 
the DRM Content 

Delivery: The Rights Object and DCF can be delivered to the target DRM Agent. Since 
both are inherently secure, they can be delivered together or separately using any transport 
mechanism (e.g. HTTP/WSP, WAP Push, MMS).  

2.2.2.3  The Rights Object Acquisition Protocol (ROAP) Suite 
The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM 
security protocols between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol 
suite contains the 4-pass protocol for registration of a Device with a Rights Issuer and, the 
2-pass RO acquisition protocol that encompasses request and delivery of an RO, the 1-pass 
RO acquisition protocol that is only a delivery of an RO from an RI to a Device, the 2-pass 
Join Domain protocol that is the protocol by which a Device joins a Domain and the 2-pass 
Leave Domain protocol is the protocol by which a Device leaves a Domain.  

The Registration protocol is a complete security information exchange and handshake 
between the Rights Issue and the Device, this protocol includes negotiation of protocol 
parameters and protocol version, cryptographic algorithms, exchange of certificate 
preferences, optional exchange of certificates, mutual authentication of Device and RI, 
integrity protection of protocol messages and optional Device DRM Time synchronization. 
Successful completion of the Registration protocol results in the establishment of an RI 
Context in the Device containing RI-specific security related information such as agreed 
protocol parameters, protocol version, and certificate preferences. An RI Context is 
necessary for execution of the other protocols in the ROAP suite. 

The 2-pass RO acquisition protocol encompasses is the protocol by which the Device 
acquires Rights Objects. This protocol includes mutual authentication of Device and RI, 
integrity-protected request and delivery of ROs, and the secure transfer of cryptographic 
keying material necessary to process the RO. The successful execution of this protocol 
assumes the Device to have a pre-established RI Context with the RI.  On the other hand, 
the successful execution of the 1-pass RO acquisition protocol assumes the Device to have 
an existing RI Context with the sending RI.  

2.2.2.4  OMA Rights Expression Language  
OMA has developed the OMA DRM Rights Expression Language [33] based on ODRL 
[34]. OMA specification uses models to group rights elements according to their 
functionality.  

The foundation model that constitutes the basis for rights. The agreement model that 
expresses the rights that are granted over a DRM Content. The context model that provides 
meta information about the rights. It augments other models by expressing additional 
information. The permission model that facilitates the expression of permissions over assets 
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by specifying the access granted to a device. The constraint model that enhances the 
permission model by providing fine-grained consumption control of content. The 
inheritance model that describes how a parent Rights Object can specify Permissions and 
Constraints for one or more pieces of DRM Content each governed by a child Rights 
Object, using a limited subset of the ODRL inheritance model. Then, a parent Rights Object 
must not inherit Permissions and Constraints from another Rights Object. Finally, the 
security model that 2.0 provides confidentiality for the Content Encryption Key of Rights 
Objects, integrity of the association between Rights Objects and DRM Content and Rights 
Object integrity and authenticity. The ODRL security model, which forms the basis for the 
security model of this specification, is based on XMLENC [35] and XMLSIG [36]. 

2.2.3  TV Anytime 
TV-Anytime Forum [15] is an association of organizations which seeks to develop 
specifications to enable audio-visual and other services based on mass-market high volume 
digital storage in consumer platforms. The TV-Anytime Forum was formed in California on 
27-29 September 1999. It has started work to develop open specifications designed to allow 
Consumer Electronics Manufacturers, Content Creators, Broadcasters and Service Providers 
to exploit local storage. 

As part of its formation, the TV-Anytime Forum has established four fundamental 
objectives for the organization. It will define specifications that will enable applications to 
exploit local persistent storage in consumer electronics platforms. It will be network 
independent with regard to the means for content delivery to consumer electronics 
equipment, including various delivery mechanisms (e.g. ATSC, DVB, DBS and others) and 
the Internet and enhanced TV. It will develop specifications for interoperable and integrated 
systems, from content creators/providers, through service providers, to the consumers and 
will specify the necessary security structures to protect the interests of all parties involved.  

2.2.3.1  Rights Management and Protection 
TV-Anytime has specified in [37] a minimum set of usage rules and conditions required to 
enable protection of broadcast digital television content within a Rights Management and 
Protection (RMP) compliant domain.  When associated with a broadcast signal, RMP 
Information (RMPI) for Broadcast Applications is called RMPI-Micro Broadcast (RMPI-
MB). When associated with content present in a TVA RMP compliant domain (post 
broadcast / acquisition) it is called RMPI-Micro (RMPI-M). 

RMPI for Broadcast Applications can be used in conjunction with both free-to-air 
broadcasts and broadcasts protected by CA or DRM systems. In Figure 2.2, transfer of 
content from one RMP domain to another is not regulated by the RMPI-M/MB but the use 
of this content is. 

TV-Anytime specification features enables the search, selection, acquisition and rightful use 
of content on local and/or remote personal storage systems from both broadcast and online 
services. These features are supported and enabled by the specifications for metadata, 
content referencing, rights management and bi-directional metadata delivery protection. 
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Figure 2.2. RMPI in the broadcast environment 

 

2.2.3.2 RMP Information for Broadcast Applications 
RMP information is a set of usage rules and conditions required to enable protection of 
broadcast digital television. In TV-Anytime RMPI-MB rights are positively asserted and 
never implied. These rights are granted to the RMP System and not to a person.  When a 
right is exercised, asserted conditions are validated.  If those asserted conditions are not met 
then the right cannot be exercised, e.g. a user could hit pause without asking for permission, 
however hitting play after pause would cause the conditions to be validated and the rights to 
be acquired.  If conditions are not asserted, then they do not constrain the rights. 

2.2.3.3 RMPI syntax and semantics 
RMP information consists of three main elements that are principals, rights and conditions. 
The principals defined are the receiving domain, which is the first domain that receives the 
content and associated rights management and protection information via broadcast and any 
domain, which is any compliant domain that can respond to the usage conditions stated 
within RMPI-MB and RMPI-M. The rights specified are play, analogue export, digital 
export standard, digital export high definition and extend rights. Finally, the conditions 
specified are geographical control, which limits the use of a right within one or more 
specified territories. Single point of control condition allows the implementation of device-
bound rights within the TVA RMP domain. Physical proximity condition limits the use of a 
right to RMP compliant devices within close physical proximity of the receiver that first 
received the broadcast content.  Buffer duration condition limits the use of a right in such a 
way that each frame of broadcast content is used only within a specified duration after that 
frame was broadcast.  Time window start date and time window end date conditions define 
the window of time during which the rights are granted. Standard and high definition digital 
export control conditions forward content management rules to external content protection 
systems on standard definition outputs whilst exercising the digital export standard or high 
definition rights for immediate viewing only bound to device or media for future viewing. 
Analogue export signalling condition forwards content management rules to external 
content protection systems  for immediate viewing only bound to device or media for 
future viewing. Analogue standard definition control condition constrains the resolution of 
the exported analogue signal.  Security level condition constrains the execution of rights 
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based on the invoked components’ robustness level. Simultaneous rendering count 
condition limits the number of simultaneous plays, analogue exports and digital exports of 
content within a domain. Source of additional rights condition identifies the authority which 
may assign new rights to the content. 

Apart from the semantics TV-Anytime also specifies the syntax and encoding for the RMPI 
and RMPI payload.  The payload describes the minimum set of usage rights and rules that 
can be conveyed alongside a digital television broadcast.  It is composed of at most four 
grants including a grant for the Receiving domain that signals the rights (except the extend 
right) and conditions that apply to content once it has entered a given Receiving domain. A 
grant for any domain that signals the rights (except the extend right) and conditions that 
apply to content once it has entered. A grant for the Receiving Domain that signals the 
extend rights and associated conditions. And a grant for Any Domain that signals the extend 
rights and associated conditions. 

The encoding of the payload allows for the signalling of all relevant conditions for each of 
the rights expressed in each respective grant.  The encoding also allows signalling that no 
rights have been granted by assigning null values to the respective rights flags.   

2.2.3.4  Binding of RMP Information 
Binding of Rights Management and Protection Information is a component of the 
TV-Anytime Rights Management and Protection system suite of specifications.  When used 
in conjunction with the RMPI specification as components of an end-to-end RMP system, 
binding ensures that RMPI is appropriately applied. TV-Anytime defines binding as the 
process of creating a strong association between a given set of RMPI and the content to 
which it applies.  

TV-Anytime defines Secure Binding as a Binding adequate to ensure that bound RMPI 
cannot be reassigned to unintended content without detection. They specify two kinds of 
secure binding, the first one by content scrambling. The security of this binding method 
depends on the use of content scrambling keys that are sufficiently unique for each binding. 
The content license includes RMPI, content scrambling keys or a reference to their location, 
the Content Identifier and a cryptogram. Content scrambling keys, when present, are 
encrypted. The cryptogram is computed over RMPI, content identifier and clear scrambling 
keys. Upon content usage, RMPI is retrieved. If no RMPI is present, content is unusable. 
Otherwise, scrambling keys are first deciphered or obtained from their location and the 
cryptogram is verified. A verification failure means RMPI has been tampered with. If 
verification is successful and applicable rights are granted in the RMPI, scrambling keys are 
tested to descramble the content. If the keys do not descramble the content, the binding has 
been tampered with. Otherwise, binding verification is successful. The second one is by 
watermark and RPMI authentication and applies only in clear content. In this method 
binding is provided using both cryptography and watermarking techniques. Successful use 
of this method depends upon the selection of watermarking technologies and cryptography 
which are sufficiently robust. Prior to distribution, content is watermarked with a Content 
Identifier. Then, the RMPI is bound to the content using cryptography techniques. To that 
end, a cryptogram (a signature or a Message Authentication Code) is computed on the 
RMPI and the content identifier. The cryptogram ensures secure binding of the content 
identifier and the RMPI.  The watermarking ensures the secure binding of the content and 
the Content Identifier. The content license includes RMPI, the Content Identifier and the 
cryptogram. Upon content reception, RMPI is retrieved. If no RMPI is present, the verifier 
tries to extract the watermark from the content. If a watermark is present, binding has been 
tampered with. Otherwise content is viewed as non-RMP content. If RMPI is present, the 
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cryptogram has to be first verified in order to check the authenticity of RMPI. If the 
verification fails, this means the RMPI has been tampered with. 

Non-secure binding is binding which is not secure, and includes insufficient mechanisms to 
protect against tampering and/or modifications to RMPI. This binding method is only 
applicable to in-the-clear content. It protects against RMPI modifications, but does not 
protect against tampering with the binding itself. Using this method, the association of 
RMPI and CID is authenticated through the generation of a cryptogram that is appended to 
the RMPI. The cryptogram is verified to check the authenticity of the RMPI. If the 
verification fails, this means the RMPI has been tampered with. 

 

2.3 An example of Industry solutions 
Nowadays, there different companies that have developed its proprietary DRM system, such 
as Microsoft (Windows Media DRM [38]), Apple (FairPlay [39]) or Sony (ATRAC[40]). 
RealNetworks has licensed Windows Media DRM, while Apple does not license its 
technology. Soon, with the advent of new services and products, probably new proprietary 
DRM technologies will enter the market.  

Currently, the dominating protective system for mobile content is OMA DRM [14], 
physical media such as CDs and DVDs are usually protected using DRM systems from 
Intertrust [41], Macrovision [42] and SunnComm [43], while most electronic documents 
and eBooks are secured using Adobe’s DRM system [44]. 

This section presents Windows Media DRM, since it is the only proprietary DRM system 
from the aforementioned above with public specifications. 

2.3.1 Windows Media DRM 10 
Windows Media digital rights management (DRM) [38] is a platform to protect and 
securely deliver content for playback on a computer, portable device or network device. It is 
flexible to support a range of business models from single downloads or physical format 
delivery, for example it enables direct and indirect license acquisition, subscription services, 
purchase and download single tracks, rental services, video-on-demand and pay-per-view. 

Windows Media Rights Manager lets content providers deliver songs, videos, and other 
digital media content over the Internet in a protected, encrypted file format. Moreover, it 
helps to protect digital media by packaging digital media files. A packaged media file 
contains a version of a media file that has been encrypted and locked with a key. This 
packaged file is also bundled with additional information from the content provider. The 
result is a packaged media file that can only be played by a person who has obtained a 
license.  

Microsoft is introducing two new technologies that allow devices to use media files 
protected with Microsoft Windows Media digital rights management (DRM) technology. 

Microsoft Windows Media DRM 10 for Portable Devices: a lightweight DRM technology 
that enables portable devices, for example music players, digital video recorders and mobile 
phones, to use protected content. A portable device built on this technology can host a 
player that allows approved users to acquire and play protected content, subject to the rights 
in the license.  

Microsoft Windows Media DRM 10 for Network Devices: Network devices use Windows 
Media DRM 10 for Network Devices to render protected content from a computer running 
Microsoft Windows XP or Windows XP Media Center Edition over a home network. These 
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devices include set-top boxes for video playback, or audio playback. A network device only 
requests protected content and renders it immediately. It cannot store or perform any other 
actions on content.  

Both technologies require the device designer to sign a licensing agreement with Microsoft. 
They consist of a porting kit that enables portable devices to play content that was protected 
using the Windows Media Rights Management Software Development Kit (SDK). 

2.3.1.1  Architecture 
The basic Windows Media Rights Manager process is as follows. Firs of all, Windows 
Media Rights Manager packages the digital media file. The packaged media file has been 
encrypted and locked with a key. This key is stored in an encrypted license, which is 
distributed separately. Other information is added to the media file, such as the URL where 
the license can be acquired. This packaged digital media file is saved in windows media 
audio or video format.  

Then, the packaged media file is distributed, it can be placed on a Web site for download, 
placed on a media server for streaming, etc. Windows Media Rights Manager permits 
consumers to send copy-protected digital media files to their friends, as well. Then, a 
License Server is established. The content provider chooses a license clearing house that 
stores the specific rights or rules of the license and implements the Windows Media Rights 
Manager license services. The role of the clearing house is to authenticate the consumer's 
request for a license. Digital media files and licenses are distributed and stored separately, 
making it easier to manage the entire system.  

To play a packaged digital media file, the consumer must first acquire a license key to 
unlock the file. The process of acquiring a license begins automatically when the consumer 
attempts to acquire the protected content, acquires a pre-delivered license, or plays the file 
for the first time. Windows Media Rights Manager either sends the consumer to a 
registration page where information is requested or payment is required, or "silently" 
retrieves a license from a clearing house. Then, the consumer needs a media player that 
supports Windows Media Rights Manager. The consumer can then play the digital media 
file according to the rules or rights that are included in the license.  

Licenses can have different rights, such as start times and dates, duration, and counted 
operations. For instance, default rights may allow the consumer to play the digital media 
file on a specific computer and copy the file to a portable device.  

Licenses are not transferable, i.e. if a consumer sends a packaged digital media file to a 
friend, this friend must acquire his or her own license to play the file. This PC-by-PC 
licensing scheme ensures that the packaged digital media file can only be played by the 
computer that has been granted the license key for that file. 

 
 

Figure 2.3. Windows Media Rights Manager Flow 
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2.3.1.2  Licenses and keys 
The content owner locks their content with a key to create a packaged file. Before the 
consumer can play the file, the license clearing house creates a license containing the key 
that can unlock the packaged file and download the license to the consumers PC. The 
following diagram shows how keys are created and used in Windows Media Rights 
Manager. 

To generate a key, a license key seed and a key ID are needed:  

- The license key seed is a value that is known only to the content owner and license 
clearing house.  

- The key ID is created by the content owner for each Windows Media file. This 
value is included in the packaged file.  

When the license clearing house needs to issue a license for a packaged file, a key can be 
recreated by retrieving the key ID from the packaged file. The Windows Media License 
Service uses the license key seed and the key ID from the packaged file to create a key. The 
key is included in the license sent to the consumer computer. Using the key included in the 
license, the player on the consumer computer can open and play the protected file. 

 
Figure 2.4. Licenses and keys 

 
Each license contains the key to unlock the Windows Media file. The license also contains 
the rights, or rules, that govern the use of the digital media file. The content owner sets 
these rights to determine which actions are allowed from minimal control over playback to 
more restrictive licenses. The licenses in Windows Media Rights Manager can support a 
wide range of different business rules, including: 

- How many times a file can be played.  
- Which devices a file can be played or transferred on. For example, rights can 

specify if consumers can transfer the file to portable devices that are compliant with 
the Secure Digital Music Initiative (SDMI). When the user can start playing the file 
and what is the expiration date.  

- If the file can be transferred to a CD recorder (burner).  
- If the user can back up and restore the license.  
- What security level is required on the client to play the Windows Media file. 

 



 

 
 

 
 
 
 
Chapter 3 
 

3 Rights Expression Languages 
 
 
 
 

3.1 Introduction 
The different parties involved in the online distribution and consumption of multimedia 
resources need to exchange information about the rights, terms, and conditions associated 
with each resource at each step in the multimedia resource lifecycle. For example in 
distribution and super distribution business models, the information related to the rights and 
the terms and conditions under which the rights may be exercised needs to be 
communicated to each participant in the distribution chain.  

In an end-to-end system, other considerations such as authenticity and integrity of Rights 
Expressions become important.  For example, any content provider or distributor who 
issues rights to use or distribute resources must be identified and authorised. In addition, a 
Rights Expression may be accessed by different participants which requires mechanisms 
and semantics for validating the authenticity and integrity of the Rights Expression. A 
common Rights Expression Language that can be shared among all participants in this 
digital workflow is required.  

Right expression languages (RELs) are languages devised to express conditions of use of 
digital content. They have been proposed to describe licenses governing the terms and 
conditions of content access. Right expression languages can be used for example to 
describe an agreement between a content provider and a distributor, or between a distributor 
and an end user or can be used to express the copyright associated to a given digital content 
such as video, an e-book or a piece of music, by specifying under which conditions the user 
is allowed to exercise a right such as play, print or copy. 

The most relevant right expression languages are MPEG-21 REL based on the eXtensible 
rights Markup Language (XrML) [45] proposed by ContentGuard, Inc. [46] and the Open 
Digital Rights Language (ODRL) [34] proposed by Renato Ianella form IPR Systems [47]. 
XrML and ODRL syntactically are based on XML while structurally they both conform to 
the axiomatic principles of rights modelling first laid down by among others Dr. Mark 
Stefik of Xerox PARC, the designer of the Digital Property Rights Language (DPRL) [48]. 

License Script [5] is a logic-based Right expression language that tries to avoid some 
intrinsic disadvantages of XML-based DRLs such as the complicated syntax of them when 
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the conditions of use become complex and the lack of formal semantics. License Script has 
a declarative as well a procedural reading and this makes it possible to capture a multitude 
of sophisticated usage patterns precisely and unambiguously. 

 

3.2 MPEG-21 REL 
Part 5 of the MPEG-21 standard specifies the syntax and semantics of a Rights Expression 
Language. MPEG chose XrML as the basis for the development of the MPEG-21 Rights 
expression language.  

MPEG-21 Rights Expression Language (REL) [3] specifies the syntax and semantics of the 
language for issuing rights for Users to act on Digital Items, their Components, Fragments, 
and Containers.  
The most important concept in REL is the license (see Figure 3.1) that conceptually is a 
container of grants, each one of which conveys to a principal the sanction to exercise a right 
against a resource. A license if formed by the elements title, inventory, grant or grantGroup 
and otherInfo. Title element provides a descriptive phrase about the License that is intended 
for human consumption in user interfaces. Inventory element is used for defining variables 
within a License. In the Inventory element of a license can be defined LicensePart elements 
that in turn can have licensePartId attributes that can be referenced from elsewhere in the 
license The Grants and GrantGroups contained in a license are the means by which 
authorisation policies are conveyed in the REL architecture. Other information element uses 
the wildcard construct from XML Schema, then a License provides an extensibility hook 
within which license issuers may place additional content as they find appropriate and 
convenient. This can be useful for conveying information that is peripherally related to, for 
example, authentication and authorisation, but is not part of the REL core infrastructure. It 
should, however, be carefully understood that not all processors of REL licenses will 
understand the semantics intended by any particular use of this extensibility hook. 
Processors of the license may choose wholly at their own discretion to completely ignore 
any such content that might be present therein. 

License

Grant

Principal

Right

Resource

Condition

Title

Inventory

Issuer

OtherInfo

 
Figure 3.1: REL License Structure 
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The most important concept within a license is the grant that conveys to a particular 
principal the sanction to exercise some identified right against some identified resource, 
possibly subject to the need for some condition to be first fulfilled. A Grant is an XML 
structure that is at the heart of the rights management and authorisation policy semantics 
that REL is designed to express.  

A grant is formed by four elements, a Principal that represents the unique identification of 
an entity involved in the granting or exercising of Rights. A Right that specifies an action or 
activity that a Principal may perform on, or using, some associated target Resource. A 
Resource that represents the object against which the Principal of a Grant has the Right to 
perform. The use of a digital resource in a Grant provides a means by which a sequence of 
digital bits can be identified within the Grant. The Condition element represents 
grammatical terms, conditions and obligations that a Principal must satisfy before it may 
take advantage of an authorisation conveyed to it in a Grant. The issuer element that may 
contain two pieces of information, a set of issuer-specific details about the circumstances 
under which he issues the license, and an identification of the issuer, possibly coupled with 
a digital signature for the license. The optional issuer-specific details are found in the details 
element of the issuer. These details optionally include any of the following information the 
specific date and time at which this issuer claims to have effected his issuance of the license 
and an indication of the mechanism or mechanisms by which the Issuer of the license will, 
if he later Revokes it, post notice of such revocation. When checking for revocation, REL 
processing systems may choose to use any one of the identified mechanisms, that is, they 
are all considered equally authoritative as to the revocation status of the issuance of the 
License. 

The structure of a REL license is the one described if it is in clear text, but a REL license 
can contain only an encryptedLicense element if the license is encrypted. The 
encryptedLicense element provides a mechanism by which the contents of a License may be 
encrypted and so hidden from view from inappropriate parties. This mechanism makes 
straightforward use of XML Encryption Syntax and Processing (XML Encryption). 
Specifically, the XML content model of a License is a choice between a sequence 
containing the elements previously described in this section and an encryptedLicense 
element that represents the encryption of the contents of the License element.   

The principals, rights, resources and conditions of the REL are organized in three main 
groups. The first one, the Core specifies structural elements and types and how are they 
related. The standard extension and the multimedia extension specifies standard or 
multimedia principals, rights, resources and conditions. Each one of the parts is related to a 
namespace. Table 3.1gives the prefix and the corresponding namespace. 

 
Table 3.1 Namespace prefixes 

Part Namespace prefix Namespace 

Core R urn:mpeg:mpeg21:2003:01-REL-R-NS 

Standard sx urn:mpeg:mpeg21:2003:01-REL-SX-NS 

Multimedia mx urn:mpeg:mpeg21:2003:01-REL-MX-NS 

 
 
At the heart of REL is the REL Core Schema whose elements and types define the core 
structural and validation semantics that comprises the essence of the specification. The REL 
Core Schema includes different elements and types organised in four main groups:  

 



Chapter 3: Rights Expression Languages   41  

   

Principals 

Within REL, instances of the type Principal represent the unique identification of an entity 
involved in the granting or exercising of rights. They represent the subject that is permitted 
to carry out the action involved in exercising the Right. The principal element and its type 
are conceptually abstracts. Then, it does not indicate how a particular principal is actually 
identified and authenticated. Rather, this is carried out in types that are derivations of 
Principal. Such derived types may be defined in extensions to REL in order to provide, for 
example, a means by which Principals who are authenticated using some proprietary logon 
mechanism may be granted certain Rights using the REL License mechanism.  
There are derivations that are important and central enough to be defined within the REL 
core itself: 

- allPrincipals: Structurally, an AllPrincipals Principal is a simple container of 
Principals. Semantically, an AllPrincipals a represents the logical conjunct of the 
Principals represented by all of its children. 

- keyHolder: Instances of a KeyHolder Principal represent entities which are 
identified by their possession of a certain cryptographic key. For example, using a 
KeyHolder, a Principal that uses public-key cryptography may be conceptually 
identified as that Principal which possesses the private key that corresponds to this-
here public key.  

Rights 

Within REL, instances of the type Right represent a verb that a Principal may be authorised 
to carry out under the authority conveyed by some authorised Grant. Typically, a Right 
specifies an action or activity that a Principal may perform on or using some associated 
target Resource. The semantic specification of each different particular kind of Right should 
indicate which kinds of Resource if any may be legally used in authorised Grants containing 
that Right. 
The element right and its type are conceptually abstract. Therefore, the type Right itself 
does not indicate any actual action or activity that may be carried out. Rather, such actions 
or activities are to be defined in types that are derivations of Right. Such derived types will 
commonly be defined in extensions to REL. However, the following rights are related to the 
domain of the REL core itself: 

- issue: When an Issue element is used as the right in an authorised grant, it is 
required that resource against which the right is applied in fact be a grant or 
grantGroup. The grant then conveys the authorisation for the principal to issue the 
resource.  

- At the instant a License is issued, the issue right must be held by the issuer of the 
License with respect to all the grants and grantGroups directly authorised therein. 

- obtain: When an obtain element is used as the right in an authorised grant, the 
resource must be present and be a grant or a grantGroup. The use of the obtain right 
can be conceptualized as an offer or advertisement for the sale of the contained 
grant 

- possessProperty: The possessProperty right represents the right for the associated 
principal to claim ownership of a particular characteristic, which is listed as the 
resource associated with this Right. 

- revoke: The authorised act of exercising the revoke right by a principal effects a 
retraction of a dsig:Signature that was previously issued and thus accomplishes a 
withdrawal of any authorisation conveyed by that dsig:Signature. 
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Resources 

An instance of type resource represents the direct object against which the subject principal 
of a grant has the right to perform some verb. The actual element resource and its type are 
conceptually abstracts. That is, the type resource itself does not indicate any actual object 
against which a Right may be carried out. Rather, such target objects are to be defined in 
types that are derivations of Resource. Such derived types will commonly be defined in 
extensions to REL. The relevant resources defined within the REL core: 

- digitalResource: Use of a digitalResource resource in a grant provides a means by 
which an arbitrary sequence of digital bits can be identified as being the target 
object of relevance within the grant. Specifically, such bits are not required to be 
character strings that conform to the XML specification, but may be arbitrary binary 
data. The means by which this is accomplished breaks down into several cases. For 
example, the bits are to be physically present within the digitalResource or the bits 
are to be physically located at some external location (e.g. in a Web site). 

- propertyAbstract: An instance of type propertyAbstract represents some sort of 
property that can be possessed by principals via possessProperty right. 

Conditions  

Within REL, instances of the type Condition represent grammatical terms and conditions 
that a Principal must satisfy before it may take advantage of an authorisation conveyed to it 
in a grant containing the condition instance. The semantic specification of each different 
particular kind of condition must indicate the details of the terms, conditions, and 
obligations that use of the Condition actually imposes. When these requirements are 
fulfilled, the Condition is said to be satisfied. 
The actual element condition and its type are conceptually abstracts. That is, the type 
Condition itself does not indicate the imposition of any actual term or condition. Rather, 
such terms and conditions are to be defined in types that are derivations of Condition. Such 
derived types will commonly be defined in extensions to REL. The conditions defined 
within the REL core that we consider relevant to detail: 

- AllConditions: Structurally, an allConditions is a simple container of conditions. 
Semantically, the allConditions represents a logical conjunct of the conditions 
represented by all of its children. 

- validityInterval: A ValidityInterval condition indicates a contiguous, unbroken 
interval of time. The semantics of the condition expressed is that the interval of the 
exercise of a right to which a validityInterval is applied must lie wholly within this 
interval. The delineation of the interval is expressed by the presence, as children of 
the condition, of up to two specific fixed time instants: 
- notBefore element, of type xsd:dateTime, indicates the inclusive instant in time 

at which the interval begins. If absent, the interval is considered to begin at an 
instant infinitely distant in the past  

- notAfter element, also of type xsd:dateTime, indicates the inclusive instant in 
time at which the interval ends. If absent, the interval is considered to end at an 
instant infinitely distant in the future. 

 

The Standard Extension schema defines terms to extend the usability of the Core Schema, 
some of them are: 

- Right Extensions: Right Uri. 
- Resource Extensions: Property Extensions and Revocable. 
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- Condition Extensions: Stateful Condition, State Reference Value Pattern, Exercise 
Limit Condition, Transfer Control Condition, Seek Approval Condition, Track 
Report Condition, Track Query Condition, Validity Interval Floating Condition, 
Validity Time Metered Condition, Validity Time Periodic Condition, Fee Condition 
and Territory Condition. 

- Payment Abstract and its Extensions: Payment Abstract, Rate, Payment Flat, 
Payment Metered, Payment per Interval, Payment per Use, Best Price Under, Call 
for Price and Markup. 

- Service Description: WSDL and UDDI 
- Country, Region and Currency Qualified Names: Namespace URI Structure, 

Country Qualified Names, Region Qualified Names and Currency Qualified Names. 
- Matches XPath Function: Regular Expression Syntax and Flags. 

The REL Multimedia Extension expands the Core Schema by specifying terms that relate to 
digital works. Specifically describes rights, conditions and metadata for digital works, that 
includes: 

- Rights: Modify, Enlarge, Reduce, Move, Adapt, Extract, Embed, Play, Print, 
Execute, Install, Uninstall and Delete. 

- Resources: Digital Item Resources. 
- Conditions: Resource Attribute Conditions, Digital Item Conditions, Marking 

Conditions, Security Conditions and Transactional Conditions. 
- Resource Attribute Set Definitions: Complement, Intersection, Set and Union. 

 A typical example of a REL license issued to an end-user. In this case a distributor, 
MusicDist, issues to a user, Alice, a license that permits her the right of play a song, 
TheEnd.mp3, during this year. The license is sketched in Figure 3.2. 
 
The main elements of the license are the grant and the issuer. The grant element is formed 
by four elements. The keyHolder that represents the user, Alice, which is identified by her 
possession of a certain cryptographic key. Then, she is identified as the Principal that 
possess the private key that corresponds to this-here public key. The play element that 
represents the right. The definition of Play in the Rights Data Dictionary is to derive a 
transient and directly perceivable representation of a resource. The digitalResource element 
that provides a means by which an arbitrary sequence of digital bits can be identified as 
being the target object of relevance within the Grant. Conceptually, an instance of 
DigitalResource defines an algorithm by which a sequence of bits is to be located. If the bits 
are to be physically located at some external location, for example in this example they are 
located on a Web site, we use that nonSecureIndirect element child where we indicate the 
algorithm used to allocate the bits. In this example we indicate that the song is in the URI 
http://www.webmusic.com/TheEnd.mp3. And the fourth one, the ValidityInterval element 
that represents the condition. It indicates a contiguous, unbroken interval of time. The 
semantics of this Condition is that the interval of the exercise of a Right to which a 
ValidityInterval is applied must lie wholly within this interval. The delineation of the 
interval is expressed by the presence, as children of the Condition, of up to two specific 
fixed time instants, notBefore of type xsd:dateTime, indicates the inclusive instant in time at 
which the interval begins, 1 January 2006. And the notAfter element of type xsd:dateTime, 
indicates the inclusive instant in time at which the interval ends, 31 December 2006. 
Therefore, with this license the user can play the song during this year. 

The issuer element indicates the entity that issues the license. In this example, it represents 
the music distributor that has the right to issue this kind of licenses to end-users. 
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Figure 3.2 REL License Example 

 
 

3.3 ODRL 
The Open Digital Rights Language (ODRL) [34] is a proposed language for the Digital 
Rights Management community for expressing rights information over the digital content. It 
intends to provide flexible and interoperable mechanisms to support transparent use of 
digital resources in distributing or consuming of creations in digital form. ODRL is focused 
on the semantics of expressing rights languages and definitions of elements in the data 
dictionary and it can be used within trusted or untrusted systems for both digital and 
physical resources. 

The models for the ODRL language and data dictionary contains the structure and core 
semantics for the expressions. These models provide the overall framework for the 
expressions into which elements can be applied. 

ODRL is based on an extensible model for rights expressions which involves three core 
entities and their relationships. The core entities are assets that include any physical or 
digital content, rights that include permissions that are the usages or activities allowed over 
the users. The Permissions can contain constrains, requirements and conditions. Constraints 
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are limits to these permissions, requirements are obligations needed to exercise the 
permission and conditions specify exceptions and parties that include end users and Rights 
Holders. 
An ODRL license is formed by the elements shown in Figure 3.3. 
 

License

Party

Right

Asset

Constraint

 
Figure 3.3 ODRL License 

 

3.4 Creative Commons 
Creative Commons [49] initiative was launched in the beginning of 2003. It is a non-profit 
organization founded on the notion that some people would prefer to share their creative 
works instead of exercising all of the restrictions of copyright law. It offers a flexible 
solution that situates itself between traditional copyright and the strict open source and open 
content licenses. It allows rights owners to specify that their content is some rights reserved, 
not all rights reserved. Users can choose and combine a custom-made license, based on four 
fundamental choices: Should the work always be attributed to its original maker? Can the 
work be reused for commercial purposes? Are derivatives allowed or should the work be 
reproduced in its original form? Should the work be reproduced under the same conditions? 

 

3.4.1  Creative Commons licenses 
Creative Commons first project, in December 2002, was the release of a set of copyright 
licenses free for public use. Taking inspiration in part from the Free Software Foundation's 
GNU General Public License (GNU GPL), Creative Commons has developed a Web 
application that helps people dedicate their creative works to the public domain or retain 
their copyright while licensing them as free for certain uses, on certain conditions. Unlike 
the GNU GPL, Creative Commons licenses are not designed for software, but rather for 
other kinds of creative works: websites, scholarship, music, film, photography, literature, 
courseware, etc.  

They hope to build upon and complement the work of others who have created public 
licenses for a variety of creative works. Their aim is not only to increase the sum of raw 
source material online, but also to make access to that material cheaper and easier. To this 
end, they have also developed metadata that can be used to associate creative works with 
their public domain or license status in a machine-readable way. They hope this will enable 
people to use their search application and other online applications to find, for example, 
photographs that are free to use provided that the original photographer is credited, or songs 
that may be copied, distributed, or sampled with no restrictions whatsoever. They hope that 
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the ease of use fostered by machine- readable licenses will further reduce barriers to 
creativity. 

Creative Commons offer to work creators the possibility offer their work using CC licenses 
without giving up their copyright. It means offering some of creators rights to any taker, and 
only on certain conditions. The different licenses offered by Creative Commons are: 

- Attribution. Let others copy, distribute, display, and perform copyrighted work but 
only if they give to creator credit. 

- Noncommercial. Let others copy, distribute, display, and perform original work and 
derivative works based upon it but for noncommercial purposes only. 

- No Derivative Works. Let others copy, distribute, display, and perform only 
verbatim copies of your work, not derivative works based upon it. 

- Share Alike. Creator allows others to distribute derivative works only under a 
license identical to the license that governs creator’s work. 

Creative Commons Metadata files have two major parts a work description and a license 
description. The work description uses Dublin Core properties to provide information about 
the work. The properties used are the title or name for the resource (dc:title), a text 
description of the resource (dc:description, the key words and phrases describing the topic 
of the resource (dc:subject), an agent responsible for making the resource available 
(dc:publisher), the agent who created the resource (dc:creator), the agent who contributed to 
the creation of the resource (dc:contributor), the cc:Agent who holds the copyright on the 
resource (dc:rights), the copyright date for the resource (dc:date), the media type of the 
resource (dc:format), the DCMI type or schema of the resource (dc:type), the work that the 
resource was derived from (dc:source),  the Work that was derived from the resource 
(cc:derivativeWork) and the a copyright license for the resource (cc:license). Figure 3.4 
shows how a full file will look like: 

<rdf:RDF xmlns="http://web.resource.org/cc/"
xmlns:dc="http://purl.org/dc/elements/1.1/"
xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#">

<Work rdf:about="http://example.org/gnomophone.mp3">
<dc:title>Compilers in the Key of C</dc:title>
<dc:description>A lovely classical work on compiling code.</dc:description>
<dc:creator><Agent>
<dc:title>Yo-Yo Dyne</dc:title>

</Agent></dc:creator>
<dc:rights><Agent>
<dc:title>Gnomophone</dc:title>

</Agent></dc:rights>
<dc:date>1842</dc:date>
<dc:format>audio/mpeg</dc:format>
<dc:type rdf:resource="http://purl.org/dc/dcmitype/Sound" />
<dc:source rdf:resource="http://example.net/gnomovision.mov" />
<license rdf:resource="http://creativecommons.org/licenses/by-nc-nd/2.0/" />
<license rdf:resource="http://www.eff.org/IP/Open_licenses/eff_oal.html" />
</Work>
<License rdf:about="http://creativecommons.org/licenses/by-nc-nd/2.0/">
<permits rdf:resource="http://web.resource.org/cc/Reproduction" />
<permits rdf:resource="http://web.resource.org/cc/Distribution" />
<requires rdf:resource="http://web.resource.org/cc/Notice" />
<requires rdf:resource="http://web.resource.org/cc/Attribution" />
<prohibits rdf:resource="http://web.resource.org/cc/CommercialUse" />
</License>
</rdf:RDF>

 
Figure 3.4. Creative Commons file 
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3.5 OMA DRM v2 REL 
OMA has developed the OMA DRM Rights Expression Language [50] based on ODRL 
[51], as previously presented in section 2.2.2.4. In this section we present more in detail the 
models defined by OMA, the elements that form these models and the defined schemas for 
the OMA DRM REL v2 and Data Dictionary. 
OMA specification uses models to group rights elements according to their functionality. 
The following models have been defined: 

Foundation model 

Constitutes the basis for rights. It contains the rights element bringing together meta 
information and agreement information. The foundation model serves as the starting point 
for incorporating the agreement model and the context model. 
Agreement model  
Expresses the Rights that are granted over a DRM Content. It consists of the agreement 
element connecting a set of Rights with the corresponding DRM Content specified with the 
asset element. The agreement model incorporates the permission model and the security 
model 

Context model  

Provides meta information about the rights. It augments other models by expressing 
additional information. 

Permission model  

Facilitates the expression of permissions over assets by specifying the access granted to a 
device. The permission model incorporates the constraint model allowing fine-grained 
consumption control of DRM Content. The set of permissions comprises play, display, 
execute, print, and export. Usage of the DRM Content must only be granted according to 
the permissions explicitly specified by the corresponding Rights Objects. Content can only 
be accessed if a corresponding Rights Object is available. Similarly, encrypted content can 
be super-distributed without unnecessarily complicating the REL; no separate distribution 
permissions are necessary, since DRM Content without the decryption key is of no value. 

Constraint model 

Enhances the permission model by providing fine-grained consumption control of content. 
Constraints are associated with one permission element at a time. For a permission to be 
granted all its constraints must be fulfilled. 
Inheritance model 
Describes how a parent Rights Object can specify Permissions and Constraints for one or 
more pieces of DRM Content each governed by a child Rights Object, using a limited 
subset of the ODRL inheritance model. Then, a parent Rights Object must not inherit 
Permissions and Constraints from another Rights Object. 

Security model 

OMA DRM 2.0 provides confidentiality for the Content Encryption Key of Rights Objects, 
integrity of the association between Rights Objects and DRM Content and Rights Object 
integrity and authenticity. The ODRL security model, which forms the basis for the security 
model of this specification, is based on XMLENC [52] and XMLSIG [53]. 
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Figure 3.5 depicts the syntax of the ODRL mobile profile using XML document type 
definition. The document type definition has the public identifier ’//OMA//DTD DRMREL 
2.0//EN’ and is located at ‘http://www.openmobilealliance.org/tech/DTD/drmrel20.dtd’. 
 

<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)> 

<!ATTLIST o-ex:rights 

xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX” 

xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD” 

xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd” 

xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#” 

xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#” 

o-ex:id id #REQUIRED> 

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)> 

<!ELEMENT o-dd:version (#PCDATA)> 

<!ELEMENT o-dd:uid (#PCDATA)> 

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)> 

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)> 

<!ATTLIST o-ex:asset o-ex:id ID #IMPLIED o-ex:idref IDREF #IMPLIED> 

<!ELEMENT o-ex:inherit (o-ex:context)> 

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)> 

<!ELEMENT ds:DigestMethod (#PCDATA)> 

<!ATTLIST ds:DigestMethod  

Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"> 

<!ELEMENT ds:DigestValue (#PCDATA)> 

<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)> 

<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)> 

<!ELEMENT xenc:EncryptionMethod (#PCDATA)> 

<!ATTLIST xenc:EncryptionMethod 

Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"> 

<!ELEMENT xenc:CipherData (xenc:CipherValue)> 

<!ELEMENT xenc:CipherValue (#PCDATA)> 

<!ELEMENT ds:RetrievalMethod (#PCDATA)> 

<!ATTLIST ds:RetrievalMethod URI CDATA #REQUIRED> 

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, 

odd:execute?, o-dd:print?, oma-dd:export?)> 

<!ELEMENT o-dd:play (o-ex:constraint?)> 

<!ELEMENT o-dd:display (o-ex:constraint?)> 

<!ELEMENT o-dd:execute (o-ex:constraint?)> 

<!ELEMENT o-dd:print (o-ex:constraint?)> 

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, odd: 

interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)> 

<!ELEMENT o-dd:count (#PCDATA)> 

<!ELEMENT oma-dd:timed-count (#PCDATA)> 

<!ATTLIST oma-dd:timed-count oma-dd:timer CDATA #IMPLIED> 

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)> 

<!ELEMENT o-dd:start (#PCDATA)> 
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<!ELEMENT o-dd:end (#PCDATA)> 

<!ELEMENT o-dd:interval (#PCDATA)> 

<!ELEMENT o-dd:accumulated (#PCDATA)> 

<!ELEMENT o-dd:individual (o-ex:context)> 

<!ELEMENT oma-dd:export (o-ex:constraint)> 

<!ATTLIST oma-dd:export oma-dd:mode (move | copy) #REQUIRED> 

<!ELEMENT oma-dd:system (o-ex:context)> 

Figure 3.5 OMA DRM REL v2 Syntax 

A DRM Agent MUST be able to parse all elements defined in the DRM REL DTD. 
Proprietary elements MAY be added in new namespaces. DRM Agents MAY ignore any 
element not defined in the DRM REL DTD. This DTD defines the valid subset of Rights 
Objects for OMA DRM 2.0 that can be generated as jointly defined by the ODRL 
expression language XML schema, the ODRL data dictionary XML schema and the OMA 
data dictionary XML schema. Rights Issuer servers MUST be able to generate Rights 
Object according to the below DTD. 

Figure 3.6 shows an example of a rights object specified according to the OMA DRM REL 
v2 syntax presented in Figure 3.5. The rights depicted in this example grant the right to 
display the corresponding contents once, thus implementing the functionality to test-drive, 
i.e., preview content and to print Content2. Moreover, this example describes how to 
associate security information and multiple permissions to different ODRL resources. 

 

<!DOCTYPE o-ex:rights SYSTEM "..\omaodrl2.dtd"> 

<o-ex:rights xmlns:o-ex="http://odrl.net/1.1/ODRL-EX" xmlns:o-

dd="http://odrl.net/1.1/ODRL-DD" xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd" 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

  <o-ex:context> 

    <o-dd:version>2.0</o-dd:version> 

    <o-dd:uid>RightsObjectID</o-dd:uid> 

  </o-ex:context> 

  <o-ex:agreement> 

    <o-ex:asset o-ex:id="Asset-1"> 

      <o-ex:context> 

        <o-dd:uid>ContentID1</o-dd:uid> 

      </o-ex:context> 

      <o-ex:digest> 

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

        <ds:DigestValue>DCFHash</ds:DigestValue> 

      </o-ex:digest> 

      <ds:KeyInfo> 

        <xenc:EncryptedKey> 

         <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/> 

          <xenc:CipherData> 

            <xenc:CipherValue>EncryptedCEK</xenc:CipherValue> 

          </xenc:CipherData> 

        </xenc:EncryptedKey> 
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        <ds:RetrievalMethod URI="REKReference"/> 

      </ds:KeyInfo> 

    </o-ex:asset> 

    <o-ex:asset o-ex:id="Asset-2"> 

      <o-ex:context> 

        <o-dd:uid>ContentID2</o-dd:uid> 

      </o-ex:context> 

      <o-ex:digest> 

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

        <ds:DigestValue>DCFHash</ds:DigestValue> 

      </o-ex:digest> 

      <ds:KeyInfo> 

        <xenc:EncryptedKey> 

         <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/> 

          <xenc:CipherData> 

            <xenc:CipherValue>EncryptedCEK</xenc:CipherValue> 

          </xenc:CipherData> 

        </xenc:EncryptedKey> 

        <ds:RetrievalMethod URI="REKReference"/> 

      </ds:KeyInfo> 

    </o-ex:asset> 

    <o-ex:permission> 

      <o-ex:asset o-ex:idref="Asset-1"/> 

      <o-ex:asset o-ex:idref="Asset-2"/> 

      <o-dd:display/> 

    </o-ex:permission> 

    <o-ex:permission> 

      <o-ex:asset o-ex:idref="Asset-2"/> 

      <o-dd:print/> 

    </o-ex:permission> 

  </o-ex:agreement> 

</o-ex:rights> 

Figure 3.6 Rights object example 

 

3.6 TV Anytime Rights Expressions 
TV Anytime [37] has defined four elements to represent the conditions and constraints to 
access multimedia content. The elements defined are grants principals, rights and 
conditions. 

Principals: 

- Receiving Domain: The receiving domain is the first TVA RMP-compliant domain 
that receives the content and associated RMPI–MB via broadcast.  Once the content 
is in the domain, the receiving domain is explicitly identified. 

- Any Domain: Any TVA RMP-compliant domain that can respond to the usage 
conditions stated within RMPI-MB and RMPI-M. 
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Rights: 

- Play: is the right to derive a transient and directly perceivable representation of 
content within the TVA RMP domain.   

- Analogue Export: is the right to create a user accessible analogue signal 
representing the content as an output, and thus outside of the TVA RMP system.  
An example of an analogue export would be sending the content over S-Video to a 
VCR or TV. 

- Digital Export Standard: is the right to create a Standard Definition digital signal 
representing the content as an output outside of the TVA RMP system. 

- Digital Export High Definition: is the right to create a High Definition digital signal 
representing the content as an output outside of the TVA RMP system.   

- Extend Rights: this right allows the RMP System to apply additional rights to the 
content.  The absence of this right means that only the originally transmitted rights 
may be applied. 

Conditions: 

- Geographical Control: This condition limits the use of a right to within one or more 
specified territories.  The granularity of territoriality is to be defined by the 
compliance body.   

- Single Point of Control: The purpose of this condition is to allow for 
implementation of device-bound rights within the TVA RMP domain. If present in 
the broadcast this means that the broadcaster intends that once the content enters the 
TVA RMP domain, only one RMP entity can make usage decisions about the 
content based upon the expressed RMPI-MB. Upon reception a received instance of 
content is now married to a specific RMP entity and that entity can no longer be 
changed.  The entity is then characterized by its identifier. 

- Physical Proximity: This condition limits the use of a right to RMP compliant 
devices within close physical proximity of the receiver that first received the 
broadcast content.  Close physical proximity is provisionally defined as immediate 
vicinity e.g. limited to the home network on the same local area network and is not 
permitted to be transmitted over a wide area network. 

- Buffer Duration: This condition limits the use of a right in such a way that each 
frame of broadcast content is used only within a specified duration after that frame 
was broadcast.  For instance, if a buffer duration condition of 10 minutes were 
applied to the right to play content broadcast taking place from 8:00 to 9:00, the 
content broadcast at 8:00 would be playable until 8:10, the content broadcast at 8:25 
would be playable until 8:35, and the content broadcast at 9:00 would be playable 
until 9:10.  If a buffer duration condition of 0 were applied to the right to play 
content broadcast from 8:00 to 9:00, the content would be only immediately 
viewable, with no trick play allowed. 

- Time Window Start Date & Time Window End Date: These conditions define the 
window of time during which the rights are granted.  It is defined as absolute start 
time and absolute expiry time. 

- Standard Definition Digital Export Control: This condition forwards content 
management rules to external content protection systems on standard definition 
outputs whilst exercising the Digital Export SD right for immediate viewing only 
bound to device or media for future viewing. If the content is marked “for 
immediate viewing only”, then the external content protection system should treat it 
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as “do not store”.  If the content is marked “bound to device or media for future 
viewing”, then the external content protection system is instructed to permit the 
storage of the content as long as the playback of that content is in the presence of 
the single device or media to which it was exported.  The content can be viewed as 
well as recorded or stored. 

- High Definition Digital Export Control: This condition forwards content 
management rules to external content protection systems on high definition outputs 
whilst exercising the Digital Export HD right: for immediate viewing only bound to 
device or media for future viewing. If the content is marked “for immediate viewing 
only”, then the external content protection system should treat it as “do not store”.  
If the content is marked “bound to device or media for future viewing, then the 
external content protection system is instructed to permit the storage of the content 
as long as the playback of that content is in the presence of that single device or 
media to which it was exported.  The content can be viewed as well as recorded or 
stored. 

- Analogue Export Signalling: This condition forwards content management rules to 
external content protection systems:  for immediate viewing only bound to 
device or media for future viewing (includes immediate viewing).  

- Analogue Standard Definition (SD) control: This condition constrains the resolution 
of the exported analogue signal.  If set then Standard Definition resolution only is 
permitted for an analogue output. 

- Security Level: This condition constrains the execution of rights based on the 
invoked components’ robustness level. Security levels are to be based upon the 
aggregate robustness of all invoked components needed to exercise a right. 

- Simultaneous Rendering Count: This condition limits the number of simultaneous 
Plays, Analogue Exports and Digital Exports of content within a domain. For 
purposes of this condition a Play counts as a rendering, an Analogue Export counts 
as a rendering, a Digital Export SD counts as a rendering and a Digital Export HD 
counts as a rendering. 

- Source of additional rights: This condition identifies the authority which may assign 
new rights to the content. 

 

3.6.1.1  Syntax and encoding for Rights Expressions 
The syntax and encoding for the RMPI-MB and RMPI-M payload is given below.  The 
payload describes the minimum set of usage rights and rules that can be conveyed alongside 
a digital television broadcast.  It is composed of at most four grants including: 

- A grant for the "Receiving Domain" that signals the rights and conditions that apply 
to content once it has entered a given "Receiving Domain".  This grant excludes the 
"Extend Rights" right. 

- A grant for "Any Domain" that signals the rights and conditions that apply to 
content once it has entered "Any Domain".  This grant excludes the "Extend Rights" 
right. 

- A grant for the "Receiving Domain" that signals the "Extend Rights" right and 
associated conditions. 

- A grant for "Any Domain" that signals the "Extend Rights" right and associated 
conditions. 
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The encoding of the payload allows for the signalling of all relevant conditions for each of 
the rights expressed in each respective grant.  The encoding also allows signalling that no 
rights have been granted by assigning null values to the respective rights flags.  For 
example, a broadcaster to signal that rights were granted to a "Receiving Domain", and not 
to "Any Domain", then "Any Domain" rights flags would be set to null.  The result of this 
would be that only those devices in the "Receiving Domain" would have access to the 
content based on the grants, unless the "Extend Rights" right provided for the acquisition of 
additional rights. Table below describes the fixed encoding of RMPI-MB and RMPI-M. 

Table 3.2  RMPI-MB and RMPI-M codes 

 

Syntax No. of bits Identifier 
RMPI_MB_and_RMPI_M_payload (){   
Ancillary RMPI   
RMPI_type_flag 1 bslbf 
Version_of_RMPI 15 bslbf 
Origin_of_RMPI 128 bslbf 
Scrambling_control 1 bslbf 
Cipher 4 bslbf 
Extend Rights (Grant is common to Receiving Domain 
and Any Domain) 

  

Extend_rights_flag 1 bslbf 
Security_level 2 uimsbf 
Source_of_additional_rights 128 bslbf 
Grant to Receiving Domain   
Domain_ID 128 bslbf 
Play_Right_flag 1 bslbf 
Analogue_export_right_flag 1 bslbf 
Digital_export_SD_right_flag 1 bslbf 
Digital_export_HD_right_flag 1 bslbf 
Buffer_duration 2 bslbf 
Security_level 2 uimsbf 
Time_window_start_date 16 uimsbf 
Time_window_end_date 16 uimsbf 
Geographic_control 128 bslbf 
Analogue_export_signalling 2 bslbf 
Analogue_SD_control 1 bslbf 
Standard_Definition_digital_export_control 2 bslbf 
High_Definition_digital_export_control 2 bslbf 
Reserved_for_future_use 1 bslbf 
Single_point_of_control_flag 1 bslbf 
Physical_proximity_flag 1 bslbf 
Simultaneous_rendering_count 4 uimsbf 
Reserved_for_future_use 2 bslbf 
Single_point_of_control_ID 128 bslbf 
Grant to Any Domain   
Play_Right_flag 1 bslbf 
Analogue_export_right_flag 1 bslbf 
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The flags for the rights and conditions in TV Anytime specification are detailed below. 

The Extend_rights_flag is a 1-bit field indicates whether the Extend Rights right is granted. 
If the value of this field is 0, the Extend Rights right is not granted. If, it is 1, the Extend 
Rights right is granted. 

The other rights flags that has the same behaviour and implications of the 
Extend_Rights_flag are the Play_right_flag, Analogue_export_right_flag, 
Digital_export_SD_right_flag and Digital_export_HD_right_flag.  

Unless otherwise stated, conditions apply to Play, Analogue Export, Digital Export SD and 
Digital Export HD.   If conditions are not asserted they do not apply. 

Security_level is a 2-bit field that indicates the minimum security level required to exercise 
the right. Security levels are to be defined by the compliance body.   

Source_of_additional_rights is a 128-bit field that identifies the entity from whom new 
rights can be assigned to the content.  128-bit identifier to be allocated by compliance body. 

Domain_ID is a 128-bit field that identifies the RMP Domain to which the rights are 
granted.  It is the first domain that has received the broadcast signal.  128-bit identifier to be 
allocated by compliance body. 

Digital_export_SD_right_flag 1 bslbf 
Buffer_duration 2 bslbf 
Security_level 2 uimsbf 
Time_window_start_date 16 uimsbf 
Time_window_end_date 16 uimsbf 
Geographic_control 128 bslbf 
Analogue_export_signalling 2 bslbf 
Analogue_SD_control 1 bslbf 
Standard_Definition_digital_export_control 2 bslbf 
High_Definition_digital_export_control 2 bslbf 
Reserved_for_future_use 1 bslbf 
Single_point_of_control_flag 1 bslbf 
Physical_proximity_flag 1 bslbf 
Simultaneous_rendering_count 4 uimsbf 
Reserved_for_future_use 2 bslbf 
Single_point_of_control_ID 128 bslbf 
Grant to Any Domain   
Play_Right_flag 1 bslbf 
Analogue_export_right_flag 1 bslbf 
Digital_export_SD_right_flag 1 bslbf 
Digital_export_HD_right_flag 1 bslbf 
Buffer_duration 2 bslbf 
Security_level 2 uimsbf 
Time_window_start_date 16 uimsbf 
Time_window_end_date 16 uimsbf 
Geographic_control 128 bslbf 
Analogue_export_signalling 2 bslbf 
Analogue_SD_control 1 bslbf 
Standard_Definition_digital_export_control 2 bslbf 
High_Definition_digital_export_control 2 bslbf 
Reserved_for_future_use 1 bslbf 
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Buffer_duration is a 2-bit field that limits the use of a right in such a way that each frame of 
broadcast content is used only within a specified duration after that frame was broadcast.  
Buffer_duration is valid only if both Time_window_start_date and Time_window_end_date 
are not asserted. 

Table 3.3 Buffer_duration 

Value Meaning 
00 Condition not asserted. 
01 Condition not asserted. 
10 Condition set, no buffer (immediate viewing) 
11 Condition set, buffer duration is a reasonable period of time to 

be determined by compliance body (e.g. 90 minutes). 

 
Time_window_start_date is a 16-bit field that defines the start date of the window of time 
during which the rights are granted.  It is defined as absolute start time.  It is expressed in 
number of days since January 1st, 2004.  A value of 0x0000 means that the condition is not 
asserted (there is no start date). 

Time_window_end_date is a 16-bit field that defines the end date of the window of time 
during which the rights are granted.  It is defined as absolute expiry time.  It is expressed in 
number of days since January 1st, 2004.  A value of 0xFFFF means that the condition is not 
asserted (unbounded end date). 

Geographic_control is a 128-bit field that is used to indicate geographical regions and 
territories for which the rights are valid.  It is to be defined by the compliance body.   

Analogue_export_signalling is a 2-bit field that is used to signal content management rules 
to an external analogue content protection systems. 

Table 3.4 analogue_export_signalling 

Value Meaning 
00 Condition not asserted. 

01 Condition not asserted. 
10 For immediate viewing only. 
11 Bound to device or media for future viewing, does not 

preclude immediate viewing. 
 

Analogue_SD_control is a 1-bit field that constrains the resolution of the exported analogue 
signal. 

Table 3.5 analogue_SD_control 

Value Meaning 
0 Condition not asserted. 
1 While doing analogue output Standard Definition 

resolution only is permitted. 
 



Chapter 3: Rights Expression Languages   56  

   

Standard_Definition_digital_export_control is a 2-bit field is to control the configuration of 
Standard Definition digital outputs as to whether the content can be recorded or only 
viewed immediately.  This condition applies only to the Digital Export SD Right. 

Table 3.6 standard_definition_digital_export_control 

Value Meaning 

00 Export conditions not asserted. Hand-off to any non-
RMP content protection system is permitted. 

01 Export conditions asserted.  Hand-off to compliance 
body certified non-RMP content protection system 
only is permitted.  RMPI-MB/M is mapped to certified 
system as defined by compliance body. 

10 Export conditions asserted, bound to device or media 
for immediate viewing, includes immediate viewing. 
Hand-off to compliance body certified non-RMP 
content protection system only is permitted. 

11 Export conditions asserted, immediate viewing only. 
Hand-off to compliance body certified non-RMP 
content protection system only is permitted. 

 

High_Definition_digital_export_control is a 2-bit field is to control the configuration of 
High Definition digital outputs as to whether the content can be recorded or only viewed 
immediately.  This condition applies only to the Digital Export HD right. 

Table 3.7 High_definition_digital_export_control 

Value Meaning 

00 Export conditions not asserted. Hand-off to any non-
RMP content protection system is permitted. 

01 Export conditions asserted.  Hand-off to compliance 
body certified non-RMP content protection system 
only is permitted.  RMPI-MB/M is mapped to 
certified system as defined by compliance body. 

10 Export conditions asserted, bound to device or media 
for immediate viewing, includes immediate viewing. 
Hand-off to compliance body certified non-RMP 
content protection system only is permitted. 

11 Export conditions asserted, immediate viewing only. 
Hand-off to compliance body certified non-RMP 
content protection system only is permitted. 

 

Single_point_of_control_flag is a 1-bit field that indicates that the broadcaster intends that 
once the content gets into the RMP Receiving Domain only one RMP entity can make 
usage decisions about the content based upon the expressed RMPI-MB.  The content is 
irrevocably married to the device identified as single point of control, if that device is 
destroyed or lost, then this grant becomes no longer exercisable.  Single point of control is 
only used in the context of Receiving Domain as principal. 
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Table 3.8 single_point_of_control_flag 

Value Meaning 

0 Condition not asserted. 

1 Single point of control applies. 

 

Physical_proximity_flag: This 1-bit field limits the use of a right to RMP compliant devices 
within close physical proximity of the receiver that first received the broadcast content.  
When a device checks that condition, it needs to be in close physical proximity of the 
receiving device in order to exercise the right.  Precise definition of close physical 
proximity is to be determined by compliance body.  The compliance body may decide to 
limit the use of this condition to live broadcasts.  For instance close physical proximity 
could be defined as immediate vicinity e.g. content use is limited to the home network on 
the same local area network and is not permitted to be transmitted over a wide area network.  
Physical proximity is only used in the context of Receiving Domain as principal. 

Table 3.9 physical_proximity_flag 

Value Meaning 

0 Condition not asserted. 

1 Physical proximity applies. 

 

Simultaneous_rendering_count is a 4-bit field that limits the number of simultaneous 
independent Plays, Analogue Exports, Digital Export SDs and Digital Export HDs of 
content within a domain.  For purposes of this condition a Play counts as a rendering, an 
Analogue Export counts as a rendering, a Digital Export SD counts as a rendering, and a 
Digital Export HD counts as one rendering.  Simultaneous rendering count is only used in 
the context of Receiving Domain as principal. 

Table 3.10 simultaneous_rendering_count 

Value Meaning 

0 Condition not asserted. 

1 to 15 Maximum permitted number of simultaneous 
renderings. 

 

Single_point_of_control_ID is a 128-bit field that identifies the entity that is the single point 
of control.  This is triggered by the condition single point of control is 1 in the incoming 
RMPI-MB granted to the receiving domain. 128-bit identifier to be allocated by compliance 
body.   This condition is only applicable if RMPI_type_flag and single_point_of_control 
flag are set to 1. 



 

 
 
 
 
 
Chapter 4 
 

4 MPEG-21 
 

 

 

 

4.1 Introduction 
MPEG-21 aims to identify and define the different mechanisms and elements needed to 
support the multimedia delivery chain, the relationships and the operations supported by 
them. In the different parts of the MPEG-21 standard, these elements are elaborated by 
defining the syntax and semantics of their characteristics, such as interfaces to these 
elements. 

MPEG-21 standard is divided into several parts, which deal with different aspects of 
multimedia information management. In the MPEG-21 context, the information is 
structured in Digital Items, which are the fundamental unit of distribution and transaction. 
Digital Items are digital documents written in XML according to a XML Schema. A Digital 
Item is constituted by the digital content, which can be embedded or referenced from the 
Digital Item, plus related metadata that describes additional information regarding the 
content, such as Intellectual Property Management and Protection information, rights 
expressions information and others. 

 
The MPEG-21 standard is currently formed by eighteen parts. 

Part 1: Vision, Technologies and Strategy [54]. The purpose of this part of the standard is to 
define a vision for a multimedia framework to enable transparent and augmented use of 
multimedia resources across a wide range of networks and devices to meet the needs of all 
users. This part has as objective to achieve the integration of  standards to facilitate 
harmonisation of  technologies for the creation, management, distribution and consumption 
of digital items. Moreover it shall define a strategy for achieving a multimedia framework 
based on well-defined functional requirements. 

Part 2: Digital Item Declaration (DID) [29]. The second part of the MPEG-21 standard 
describes a set of abstract terms and concepts to form a useful model for defining Digital 
Items. A Digital Item is the representation of a work, and as such, it is the thing that is acted 
upon (managed, described, exchanged, etc.) within the model. 
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Part 3: Digital Item Identification (DII) [55]. This part of the standard provides a schema 
that can be used to include identifiers into a Digital Item Declaration. Then, Digital Items 
and parts thereof (such as resources) could be uniquely identified. 

Part 4: Intellectual Property Management and Protection (IPMP) [6]. This part of MPEG-21 
will define an interoperable framework for Intellectual Property Management and 
Protection. It includes standardized ways of retrieving IPMP tools from remote locations, 
exchanging messages between IPMP tools and between these tools and the terminal. It also 
addresses authentication of IPMP tools, and integration of rights expressions according to 
the Rights Data Dictionary and the Rights Expression Language. 

Part 5: Rights Expression Language (REL) [3]. A Rights Expression Language is seen as a 
machine-readable language that can declare rights and permissions using the terms as 
defined in the Rights Data Dictionary. The REL is intended to provide flexible, 
interoperable mechanisms to support transparent and augmented use of digital resources in 
a way that protects digital content and honours the rights, conditions, and fees specified for 
digital contents. It is also intended to support specification of access and use controls for 
digital content in cases where financial exchange is not part of the terms of use, and to 
support exchange of sensitive or private digital content. 

Part 6: Rights Data Dictionary (RDD) [30]. The Rights Data Dictionary comprises a set of 
clear, consistent, structured, integrated and uniquely identified Terms to support the MPEG-
21 Rights Expression Language. This part of the standard also specifies the methodology 
and structure of the RDD Dictionary and specifies how further terms may be defined under 
the governance of a registration Authority. The RDD System is made up of the RDD 
Dictionary and RDD Database taken together. It will facilitate the exchange of information 
between different parties involved in the administration of rights. 

Part 7: Digital Item Adaptation (DIA) [56]. One of the goals of MPEG-21 is to achieve 
interoperable transparent access to distributed advanced multimedia content by shielding 
users from network and terminal installation, management and implementation issues. This 
will primarily enable the provision of network and terminal resources on demand so that 
multimedia content can be created and ubiquitously shared, always with the 
agreed/contracted quality, reliability and flexibility. Towards this goal, the adaptation of 
Digital Items is required. Digital Items are subject to a resource adaptation engine, as well 
as a descriptor adaptation engine, which together produce the adapted Digital Items.  
The target for this part of the standard is to specify tools that provide input to the adaptation 
engine, so that any constraints on the delivery and consumption of resources can be 
satisfied, and the quality of the user experience can be guaranteed.  

Part 8: Reference Software [57]. In the eighth part of the standard is presented the 
normative and informative reference software developed in other parts of the MPEG-21 
standard, such as REL, RDD, DID, DIA, DIP…, and software modules that integrates the 
functionalities of these parts. Reference software will form the first of what is envisaged to 
be a number of systems-related specifications in MPEG-21. The development of the 
Reference Software will be based on the requirements that have been defined in the 
different parts of MPEG-21. 

Part 9: File Format [58]. In this part of the MPEG-21 standard a file format shall be defined. 
An MPEG-21 Digital Item can be a complex collection of information. Both still and 
dynamic media can be included, as well as Digital Item information, metadata, layout 
information, and so on. It can include both textual data and binary data.  

Part 10: Digital Item Processing (DIP) [59]. The objective of this part of the standard is to 
provide a normative set of tools for specifying processing of a Digital Item in a predefined 
manner. In this way, it will be possible to extend Digital Item Declaration Language in 
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order to add user specific functionality inside the Digital Item. Therefore, the 
standardisation of Digital Item Processing will allow interoperability at the processing level. 
The main idea behind the Digital Item Processing Architecture is that, on receipt of a DID, 
a list of DI Methods that can be applied to the Digital Item is presented to the User. After 
that the User chooses one Method that is then executed by the DIP Engine.  

A Digital Item Method, DIM, is the tool whereby a User specifies some desired 
functionality. It is expressed using the Digital Item Method Language, DIML, which 
includes a binding for Digital Item Base Operations. The Digital Item Base Operations, 
DIBOs are the functional building blocks utilised by a Digital Item Method.  

Part 11: Evaluation Methods for Persistent Association Technologies [60]. This part 
consists of the comparison of technical report documents that evaluate persistent association 
technologies, for example, technologies that link information to identify and describe 
content using the content itself. 

This part of the MPEG-21 standard does not contain any normative behaviour, its purpose is 
to allow evaluations of such technologies to be conducted using a common methodology 
rather than to standardise the technologies themselves. 

Part 12: Test Bed for MPEG-21 Resource Delivery [61]. This part of the MPEG-21 
standard provides a software-based test bed for the delivery of scalable media delivery, and 
testing/evaluating this scalable media delivery in streaming environments, for example by 
taking into account varying network environments. 

Part 14: Conformance Testing [62]. The purpose of this part is to define conformance 
testing for other parts of MPEG-21. 

Part 15: Event Reporting (ER) [12]. The purpose of this part of the MPEG-21 standard is to 
provide a standardised way for sharing information about events, referred to digital items 
and peers that interact with them, within the MPEG-21 multimedia framework. Use cases 
that help to understand the necessity of event reporting are the monitoring of usage of 
copyrighted material and the necessity for network nodes to know the connectivity 
condition between peers within a network when trying to deliver multimedia content. 

Part 16: Binary Format [63]. This part of the standard describes the methods to binarise 
MPEG-21 documents. 

Part 17: Fragment Identification of MPEG Resources [64] specifies a normative syntax for 
URI Fragment Identifiers. 

Part 18: Digital Item Streaming [65] specifies tools for Digital Item Streaming. The first 
tool is the Bitstream Binding Language, which describes how Digital Items (comprising the 
Digital Item Declaration, metadata, and resources) may be mapped to delivery channels 
such as MPEG-2 Transport Streams or the Real Time Protocol. 

4.2 Digital Item Declaration (DID) 
The two major goals of the Digital Item Declaration part [29] within MPEG-21 are first to 
establish a flexible and interoperable schema for declaring Digital Items and second to be as 
general and flexible as possible, providing hooks to enable higher level functionality and 
interoperability.  

A Digital Item is defined as a structured digital object, including a standard representation, 
identification and metadata. It is the fundamental unit of distribution and transaction inside 
MPEG-21. 
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The Digital Item Declaration technology is defined in three normative parts: DID Model, 
Representation and Schema. Digital Item Declaration Model is defined in [29]. It consists 
on the description of a set of abstract terms and concepts to form a useful model for 
defining Digital Items. Within this model, a Digital Item is the digital representation of a 
work, and as such, it is the thing that is acted upon within the model. The aim of this model 
is to be as general and flexible as possible, providing hooks to enable higher level 
functionality and interoperability. The model provides a common set of abstract concepts 
and terms that can be used to define a scheme, or to perform mappings between existing 
schemes capable of Digital Item Declaration, for comparison purposes. 

The terms that form the model are described below: 

- Container: The structure that allows items and/or containers to be grouped. 
Descriptors are useful in order to label the containers with the appropriate 
information. 

- Item: A grouping of sub-items and/or components that are bound to relevant 
descriptors. Descriptor can contain information about the item. 

- Component: The binding of a resource to a set of descriptors, that contain 
information about all or part of the specific resource instance. These descriptors 
contain control or structural information about the resource, such as bit rate, 
encryption information…. 

- Anchor: binds descriptors to a fragment. A fragment corresponds to a specific 
location or a part of a resource. 

- Descriptor: associates information with the enclosing element. This information 
may be a component or a textual statement. 

- Condition: describes the enclosing element as being optional. Multiple conditions 
associated with an element are combined as a disjunction when determining if 
include or not the element. 

- Choice: describes a set of related selections that can affect the configuration of an 
item. 

- Selection: describes a specific decision that will affect one or more conditions 
within an item. 

- Annotation: describes the information about another element of the model.  
- Assertion: defines a configured state of a choice by asserting true, false or 

undecided values for the predicates associated with the selections for that choice. 
- Resource: an individually identifiable asset such as an image, audio, video clip or a 

textual asset. It may also potentially be an physical object. The resources must be 
locatable via an unambiguous address. 

- Fragment: designates a specific point or range within a resource. 
- Statement: a literal textual value that contains information. It can include 

descriptive, control or identifying information. 
- Predicate: an unambiguous identifiable declaration that can be true, false or 

undecided. 

Figure 4.1 shows the relationship among some of the terms of the model defined. The 
digital item represented has a container, which inside groups some items together with their 
descriptors and components. 
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Figure 4.1 Example Digital Item Declaration 

 
A DIDL document consists of a DIDL root element with an Item child element or a 
Container child element. An Item is a grouping of possible sub-Items and/or Components, 
bound to a set of relevant Descriptors containing descriptive information about the item. A 
Component groups a Resource element with a set of Descriptors containing descriptive 
information about the resource, plus a set of Anchors specifying points or regions of interest 
in the resource.  The Component, being a logical union of a resource with relevant 
descriptive data and anchors, is intended to be the basic building block of digital content 
within a DIDL document. A Descriptor associates information with its parent element; this 
information may be contained in a Component element or in a Statement element. A 
Statement defines a piece of information pertaining to the parent element. It can include 
descriptive, control, revision tracking or identifying information. It can contain any data 
format, including plain text and various machine-readable formats such as well-formed 
XML. A Statement can also be defined by reference, by specifying the URI of the 
Statement. A Resource is an individually identifiable asset such as a video or audio clip, an 
image, an electronic ticket or a textual work. 

The ability of inserting data in any kind of data format, specially well-formed XML, inside 
a Statement provides a wide field for inserting information for the protection and processing 
of multimedia data. For example, if we want to associate rights expressions to a particular 
resource within a Digital Item, the REL License can be placed in the Statement of the 
Descriptor element related to the resource.  

4.3 Rights Expression Language (REL) 
Part 5 of the MPEG-21 standard specifies the syntax and semantics of a Rights Expression 
Language. In section 3.1 above, we have presented the most important concepts defined in 
REL, licenses, grants and issuers. 

Other important concept of the REL is the authorisation model. It is used by any 
implementation of software which makes an authorisation decision using REL licenses. The 
central question that lies in this decision making process “is a principal authorised to 
exercise a right against a resource?” 

The REL Authorization Model makes use of an authorization request (see Figure 4.2), an 
authorization context, an authorization story, and an authorizer. 
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An authorization request can be conceptualized as representing the question if is it 
permitted for a given Principal to perform a given Right upon a given Resource during a 
given time interval based on a given authorization context, a given set of Licenses, and a 
given trust root.  

Authorization Request

Principal

Right 

Authorization context

Interval of time

Resource

License elements

Grant elements that do not 
require an authorizer

 
Figure 4.2 REL Authorization Request 

 
The authorization request contains the following members: 

- the principal element, which is the identity of the entity for which permission is 
requested 

- the right element, which embodies the semantics of the action which is requested 
to be permitted 

- the resource element identifying the Resource upon which permission is requested 
- the interval of time during which the requested performance of the right by the 

principal upon the resource is considered to take place. This may be either an 
instantaneous point in time or an unbroken interval of time 

- the authorization context containing properties representing statements that are to 
be considered true for the purposes of establishing the requested permission 

- the set of license elements that may be consulted to establish the requested 
permission. The algorithm will attempt to find authorized grants or grantGroups 
within this licenses that it can use to establish a basis for an affirmative 
authorization decision 

- the set of grant elements that do not require an authorizer for the purposes of 
establishing the requested permission 

The authorization story (see Figure 4.3) contains the following elements: 

- a primitive grant, it is used to demonstrate to which authorization requests the 
authorization story applies 

- either a grant or a grantGroup, it represents the actual grant or grant group that is 
authorized by the authorizer of the authorization story 

- an authorizer, it contains the following members: 
 the license in which the principal is authorized 
 the principal that authorized the license above 
 the time instant in which the license was issued 
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 the authorization context that contains the properties representing 
statements  that were considered true for the purposes of establishing the 
permission 

 an authorization story 

 

Authorization story
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Authorization story

Authorization context

Time instant

 
Figure 4.3 REL Authorization Story 

4.4 Rights Data Dictionary (RDD) 
The Rights Data Dictionary [30] comprises a set of clear consistent, structured, integrated 
and uniquely identified Terms to support the MPEG-21 Rights Expression language (REL). 

The RDD Dictionary has the characteristics of a structured ontology, in which meaning, 
once it has been defined, can be passed on from one term to another by logical rules of 
association such as inheritance and opposition. An ontology, in this context, is a structured 
catalogue of entities in which meaning, once defined, can be passed on from one term to 
another by logical rules of association such as inheritance and opposition. The structure of 
this ontology is designed to provide a set of well-defined terms for use in rights expressions 
governing the use of Digital Items. In recognition of the great diversity and complexity 
associated with multimedia content, it is also designed to represent as many different 
specializations of meaning as its users require, and to show their relationships in a 
structured way in order to support the mapping and transformation of terms between 
different schemas and systems.  

The methodology described has been used to create the Standardized Terms for the RDD 
Dictionary, and may be used in future so that new terms can be introduced under the 
governance of a Registration Authority. The Standardized Terms in the RDD Dictionary are 
therefore not a closed list, but the foundations of a widely extensible Rights Data 
Dictionary.  

The RDD System is comprised of the following three elements, the Specifications contained 
in the RDD Standard. A Dictionary, the Terms and their TermAttributes defined according 
to this specification. And a Database, the tool containing the RDD Dictionary and 
supporting its maintenance. 
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The use of the RDD System will facilitate the accurate exchange and processing of 
information between interested parties involved in the administration of rights in, and use 
of, Digital Items, and  the Rights Expression Language. 

The RDD System is designed to support the mapping of Terms from different namespaces. 
Such mapping will enable the transformation of metadata from the terminology of one 
namespace (or Authority) into that of another namespace (or Authority). Mapping, to ensure 
minimum ambiguity or loss of semantic integrity, will be the responsibility of the 
Registration Authority. 

The RDD Dictionary is a prescriptive Dictionary, in the sense that it defines a single 
meaning for a Term represented by a particular RddAuthorized TermName, but it is also 
inclusive in that it can recognize the prescription of other Headwords and definitions by 
other Authorities and incorporates them through mappings. The RDD Dictionary also 
supports the circumstance that the same name may have different meanings under different 
Authorities. Therefore Terms that are directly authorised by the RDD Registration 
Authority neither define nor prescribe intellectual property rights or other legal entities. 
The RDD defines the meaning for the terms defined in the REL. Table 4.1 summarizes the 
ActTypes in this part of the MPEG-21 standard that have been defined in response to 
requirements identified in the process of developing the REL and RDD Standards, 
particularly focussed on common processes in the use and adaptation of Digital Resources. 
When using RDD actTypes in REL is not only important the meaning of the act, it is also 
important the RDD Hierarchy of the term. In next chapters we will see how it influences the 
authorisation process. An authorisation can be erroneous if the hierarchy of the right is not 
taken into account. 
 
 
 

Table 4.1 RDD ActType and its parent and definition 

ActType Parent Definition 

Adapt Derive, 
ChangeTransiently 

To ChangeTransiently an existing Resource to Derive a 
new Resource.  

Delete Destroy To Destroy a DigitalResource.  
Diminish Adapt To Derive a new Resource which is smaller than its 

Source. 
Embed Relate To put a Resource into another Resource. 
Enhance Adapt To Derive a new Resource which is larger than its 

Source. 
Enlarge Modify To Modify a Resource by adding to it. 
Execute Activate To execute a DigitalResource.    
Install UseTool To follow the instructions provided by an 

InstallingResource. 
Modify Change To Change a Resource, preserving the alterations made. 
Move Modify To relocate a Resource from one Place to another. 
Play Render, Perform To Derive a Transient and directly Perceivable 

representation of a Resource. 
Print Render, Fix To Derive a Fixed and directly Perceivable representation 

of a Resource. 
Reduce Modify To Modify a Resource by taking away from it. 
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Move Modify To relocate a Resource from one Place to another. 
Play Render, Perform To Derive a Transient and directly Perceivable 

representation of a Resource. 
Uninstall UseTool To follow the instructions provided by an 

UninstallingResource. 
 
 

4.5 Intelectual Property Management and Protection 
Components (IPMP) 

Intellectual Property Management and Protection Components [6], part 4 of the MPEG-21 
standard shall specify an interoperable framework for Intellectual Property Management 
and Protection. Therefore, MPEG-21 will provide a framework that encourages the creation 
of new services that can be used to support new business models. These services should 
meet the needs of the different members of the networks associated with the distribution of 
digital items.  

IPMP is central to the creation of these business models. It must provide more functionally 
than the existent technologies that have focused its efforts on content protection.  

In this part of the MPEG-21 standard must be included the expression and enforcement of 
rights that are associated with digital item distribution, management and usage by all 
members of the value chain.  

MPEG-21 must develop an architecture that can facilitate management of trust relationships 
between elements of the architecture. This means that it must describe content usage 
requirements and peer capabilities and requirements associated with making trustworthy 
guarantees about MPEG-21 peer capabilities must be considered too.   

MPEG-21 is a framework into which multimedia content can be injected and managed. The 
framework shall support the need of all members of the value chain, such as content 
owners, artists, end-users, service providers and consumer electronic device manufacturers. 

MPEG defined the requirements for MPEG-21 IPMP based on input from a wide variety of 
interested parties. Then, a Call for Proposals was launched and submissions that fulfil some 
or all of the IPMP requirements were presented. 

The requirements specified were classified in three main groups general requirements, 
management requirements and protection and governance requirements. Table 4.2 
summarizes the proposed MPEG-21 IPMP requirements in the 68th MPEG meeting in 
March 2004. 
 

Table 4.2 MPEG-21 IPMP Requirements 

General 
Requirements 

MPEG-21 IPMP shall be compatible with other MPEG-21 parts, shall be 
flexible and extensible, shall use existing MPEG and other widely-
adopted industry standards, wherever possible, for any mechanisms and 
methods required for effective management and protection of IP 
associated with Digital Items across multiple implementations of MPEG-
21 Peers. 
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MPEG-21 IPMP shall provide flexibility in the granularity at which 
elements of an IPMP System can be indicated. 

MPEG-21 IPMP should leverage the existing IPMP specifications to the 
extent possible and it is also desirable to harmonize MPEG-21 IPMP with 
MPEG-2/4 IPMP. 

MPEG-21 IPMP shall enable interoperability across Peers and support 
non-IPMP Peers interacting with a Digital Item containing both governed 
and ungoverned parts and accessing non-governed material. MPEG-21 
IPMP shall allow profiling its specification to support a particular 
application space.  

IPMP information should be carried in a DID and not affect the 
ungoverned parts. 

MPEG-21 IPMP shall be compatible with binary representations of 
MPEG-21 DIs. 

 

MPEG-21 IPMP shall support mechanisms and tools for governed use by 
Peer of a DI and its protected parts. 

MPEG-21 IPMP shall support renewability of IPMP Capabilities and 
Tools. 

MPEG-21 IPMP shall support at least the following 4 cases of associating 
licenses with the target of their governance: 

- License within DI 
- License referenced within DI 
- License service referenced within DI 
- None of the above, but license references DI 

MPEG-21 IPMP shall specify the means to indicate in the DI: 
- the location from which the applicable license may be retrieved 
- a method or process for acquiring the applicable license 

MPEG-21 IPMP shall support unambiguous association of rights 
expressions with the appropriate part(s) of the DI. 

MPEG-21 IPMP shall provide a mechanism by which IPMP Tools and 
Capabilities can be uniquely identified. 

MPEG-21 IPMP shall support expression of the IPMP Capabilities of a 
Peer that are required for interaction with a complete Digital Item or part 
thereof and shall support describing the IPMP Capabilities of a Peer. 
Moreover, it shall specify mechanisms for determining whether a 
disclosed IPMP Capability meets a required IPMP Capability . 

Management 
Requirements 

MPEG-21 IPMP shall support querying an MPEG-21 Peer for its IPMP 
Capabilities and Tools. 



Chapter 4: MPEG-21   68  

   

MPEG-21 IPMP shall support but not specify the mechanisms by which it 
can be determined that a Governed Domain or User is Trusted; shall 
specify the expression of Trust Management related information and how 
Trust Management related information is carried in a DID. 

MPEG-21 IPMP shall support usage state information, and its persistent 
confidentiality, integrity and availability throughout its entire lifecycle. 

MPEG-21 IPMP shall support the Governance and Protection of Event 
Reports and Event Report Requests. 

MPEG-21 IPMP shall support operations in connected and unconnected 
environments. 

MPEG-21 IPMP shall support the exchange of Governed DIs using 
removable media. 

MPEG-21 IPMP shall support Governed DIs stored on read-only media. 

 

MPEG-21 IPMP shall support service models requiring user information 
not to be disclosed to third parties. 

MPEG-21 IPMP shall support the Protection of different parts within the 
same DI in different ways and to mix governed and ungoverned elements 
in a single Digital Item. 

MPEG-21 IPMP shall support protected and governed associations 
between DIs and DI parts. 

MPEG-21 IPMP shall provide means for detecting that a DI or part of a 
DI is protected and governed. 

MPEG-21 IPMP shall support persistent association tools. 

MPEG-21 IPMP shall support authentication of IPMP tools and the 
authentication of users, peers and governed domains. 

Protection and 
Governance 
Requirements 

MPEG-21 IPMP  shall support mechanisms for governed adaptation of 
governance and/or protection at any point in the lifecycle of the DI. 

 
 

4.6 Event Reporting 
Event Reporting [12] is required within the MPEG-21 Multimedia Framework to provide a 
standardised means for sharing information about Events amongst Peers and Users. Such 
Events are related to Digital Items and/or Peers that interact with them. In the MPEG-21 
context, the reporting messages that include information about different aspects of media 
usage are called Event Reports.  

Event Reporting could be useful when monitoring of the usage of copyrighted material. The 
provider offering Digital Items for download would specify in an Event Report Request 
that, whenever a Resource within a Digital Item is rendered (e.g. played), he would receive 
an Event Report enabling him to manage his royalties. Upon rendering, the Peer will 
generate an ISO/IEC 21000 Event Report which will be delivered to the rights holder 
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specified, in an Event Report Request, containing information about the Digital Item, the 
Resource, and the conditions under which it has been rendered.  

Fundamentally, Event Reporting will facilitate interoperability between consumers and 
creators, thereby enabling multimedia usage information to be both requested and 
represented in a normalized way.  Examples where Event Reports may be requested include 
usage reports, copyright reports, financial reports and technical reports.  

On the other hand, an Event occurs when a set of specified conditions are met. The Event 
Reporting standard specifies the elements that can be used to define Conditions under which 
an Event is deemed to have occurred. These conditions could be: 

- Time-based that specifies a time period in which the Event must occur  

- DI-related operations that have been applied to the specified resource, defined by 
the Rights Data Dictionary 

- Peer-related operations: events that are related to the Peer itself rather than an 
instance of a Digital Item  

- Combinations thereof. 

The basic model of Event Reporting indicates that Events that need to be reported may be 
specified by interested parties through the use of an Event Report Request (ER-R).  An 
Event Report Request (ER-R) is used to define the conditions under which an Event is 
deemed to have occurred. Events defined by ER-Rs trigger the creation of an associated 
Event Report (ER), which contains information describing the Event, as specified in the 
associated ER-R. 

The ER purpose is to indicate which Peer created it, define the data items that are to be 
included in such an Event Report(s), provide a reference to the originating ER-R, provide 
status information regarding its completion and creation, along with a free-form description. 

When an Event Report is packaged within a Digital Item, the identity and access control 
specification of an ER is given through the use of two elements that need to be inserted at 
the top level of the item which contains an Event Report, before the Event Report 
Descriptor. These two elements are the Event Report identifier that will identify Event 
Report and their related Event Reports Requests using standard Digital Item Identification 
mechanisms and the Event Report access control information that will indicate specifies 
access rights which will apply to all ER-Rs, and all Event Reports that are generated as a 
result of processing an ER-R. 

The ERR element serves as the root element for describing an entire Event Report Request. 
It consists of three elements the ERRDescriptor, the ERSpecification and the 
EventConditionDescriptor. Figure 4.4 depicts the structure of the ERR element. 

The ERRDescriptor provides a descriptor of the Event Report Request including aspects as 
the lifetime of the ERR, the modification that contains the history of the ERR and the 
priority of the ERR. 

The ERSpecification element provides information about the Event Reports that are created 
as the result of processing this ERR. This information includes a unique identifier to be 
used in the ER to be created as a result of this ERR, a free form field to provide comments 
on the ER, rights expressions specifying the peers and users that are allowed to access to 
specific parts of the ER, the data that must be reported, the identifier that should be used for 
all ERs that will be generated when this ERR is processed, the identifier and the 
geographical location of the Peer in which the event has occurred and the identifier of the 
users of this Peer, the operation that triggered the event, domain specific data, the format of 
the Event Report contained within the ReportData statement and the optional 
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embeddedERR that contains an ERR that shall be processed upon receipt of the Event 
Report. 

The ERConditionDescriptor element specifies the event conditions, then the occurrence of 
the event will trigger the creation and delivery of the ER. The ERConditionDescriptor could 
contain Operator(s) and at least one condition represented by the TimeCondition, 
DIOperationCondition or PeerCondition elements. The Operator element is used when de 
event will occur by the combinations of TimeCondition and/or DIOperantion conditions, or 
it can also be used to specify multiple events within a certain EventCondition. The 
TimeCondition element specifies a time based condition. The DIOperationCondition 
element specifies conditions relating to operations on a Digital Item. Finally, the 
PeerCondition specifies other event conditions except time-based conditions and DI-related 
conditions. It enables users to define new event conditions as necessary. 
 
 

 
Figure 4.4 ERR element 
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On the other hand, in order to represent Event Reports has been defined the ER element that 
consists of three main elements the ERDescriptor, the ERData and the EmbeddedERR as 
shown in Figure 4.5. 

 

 
Figure 4.5 ER element 

 
The ERDescriptor element describes the Event Report. It contains the Description element 
that is a free form string field to provide comments on the Event Report. The Recipient 
element contains the identity of the User or Peer which is the intended recipient of the 
Event Report. The Status element that provides information on whether the Peer was able to 
compliantly generate the event report. The Modification element contains history of 
modifications or the ER. This field shall be used at least once to hold the information 
pertaining to the creation of the ER. In the ER, the first occurrence of this element will 
always describe the creation of the ER. And the ERSource element indicates the original 
source, for example an ER-R or a source application that has created the ER. It is either 
specified as a reference to the ER-R or actually embeds the ER-R. 
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5.1 Summary 
Nowadays, unauthorised use of multimedia content is a key issue. Different initiatives, 
standard or proprietary, try to provide a complete solution this problem. Most of the 
standard ones, specify different pieces and formats needed by a complete DRM system.   
DRM systems are formed by different modules that enable the governed use of multimedia 
content through the complete digital value chain. Main elements that form DRM systems 
are Definition, Validation and Enforcement of rights expressions, Intellectual Property 
Protection Expressions and Tools, Creation of digital objects, Identification of Digital 
Objects, Distribution of content, Content Consumption and Report of Events. The 
functionalities for each one of the modules are detailed in Chapter 2. 

The objectives of the research documented in this work are to provide new contributions 
in different areas of the Digital Rights Management field. Then, the main objective of our 
research work is to standardise formats and mechanisms to enable governed use of 
multimedia content through the complete digital value chain. Therefore, we have 
contributed to the standardisation of the authorisation algorithms based on licenses, to the 
management and protection of multimedia content and to the management and protection of 
event notifications.   

Next chapters present the contribution done to the Digital Rights Management field and to 
the MPEG-21 standard. This work can be grouped in three main areas Governance of 
multimedia content, Intellectual Property Protection and Event Reporting. Below is 
presented main contributions done in each area.  

• Governance of multimedia content: 

 Rights Expressions validation 

 Formalisation of the data elements used by authorisation mechanisms based on 
licenses 

 License based authorisation mechanisms 
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 Formalisation of verification algorithms for the governed distribution of 
multimedia content 

• Intellectual Property Management and protection: 

 Standardisation of intellectual property protection information, mechanisms 
and tools 

• Event Reporting 

 Formalisation of the information reported in DRM systems related to the 
management an use of multimedia content 

 Protection of the events notified in DRM systems 

The modules of a DRM system that will implement the results of our work are the 
Governance, Protection and Reporting modules (highlighted in Figure 5.1). 

 

Content
Server

Protection
Server

Cert ification
Server

Supervisor
Server

Governance
Server

Adaptation 
Server

 
 

Figure 5.1 DRM System 

 

Next chapters present the research work carried out summarized in this introductory 
chapter. They are organised as follows, first the motivation and objectives of the work 
presented in the chapter are summarised. Then, the results obtained are presented. Finally, 
the conclusions and contribution to MPEG-21 standard or to relevant conferences are 
presented.  

  
 



 

 
 
 
 
Chapter 6 
 

6 License Syntax and Semantics 
 
 
 
 
 
 

6.1 Motivation 
Two important concepts in digital rights management are the validation of rights 
expressions and the authorisation based on the rights expressions associated to the 
multimedia content. 

This chapter presents different mechanisms to validate the semantics of rights expressions. 
We have focussed in the MPEG-21 Rights Expression Language standard specification. 
Then, we have defined a set of rules that will be used to determine if a license is valid 
according to the MPEG-21 REL standard specification [3]. Then, we also have 
implemented different software modules that check if a license is valid and conformant to 
the MPEG-21 Rights Expression Language.  

These modules have been implemented as described in the REL/RDD Reference Software 
Implementation Plan [66]. As MPEG standardisation processes include the development of 
reference software that facilitates quick specifications verification and products 
implementation. The REL and RDD parts of the standard, in order to validate standard 
specification have defined a set of Reference Software modules.  

6.2 REL Validation Rules 
After the study of the REL standard specification, a set of REL validation rules has been 
specified [67]. 

In this section we summarize the validation rules that we have identified for validating 
semantically XML documents. These REL validation rules will allow us to determine if an 
XML document is a valid REL license. 

The REL validation rules have been organised in four main groups, the first two ones are 
for licenses with attributes that permit the declaration of variables. These attributes are 
licensePartId and varName. The declared variables can be referenced using the attributes 
licensePartIdRef and varRef, respectively. The third group is for licenses that contain 
elements with a particular type that force the element not to be empty unless used with 
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variable references. Finally, the fourth one is for licenses that contain encrypted elements. 
Table 6.1 shows the REL validation rules. 

Table 6.1 REL Validation Rules 
 

Element Rules 

Licenses that contains elements 
with the attributes (licensePartId 
or  licensePartIdRef) 

The license element shall not have both attributes  

A license shall not contain more than one element having 
a licensePartId attribute with the same value. 

If an element within a license has a licensePartIdRef 
attribute, then it shall have empty content. 

If an element within a license has an licensePartIdRef 
attribute with a certain value, then there shall exist another 
element in the same license that has an licensePartId 
attribute with the same value; the expanded name of the 
elements shall be the same and the element with the 
licensePartId attribute can not be the ancestor of the 
element with the licensePartIdRef attribute. 

Variable reference and 
conceptually abstract elements 
and types 

If an element has the attribute varRef, it shall have empty 
content and the value of this attribute shall be the name of 
some Variable in its scope. 

If a conceptually abstract element appears in a license, it 
shall either have a type that is not conceptually abstract or 
appear in the form of a Variable reference. 

If a conceptually abstract type appears in a license, it shall 
belong to an element that either is not conceptually 
abstract or appears in the form of a Variable reference. 

LicensePart optional content 
model 

If the syntax of a particular derivation of the type 
LicensePart declares its content model as optional, the 
semantics of that optional content model is that it shall not 
be omitted in a LicensePart of that derivation unless that 
LicensePart has one of the attributes licensePartIdRef or 
varRef. 

Encrypted content An EncryptedContent element shall have an xenc:Type 
attribute with a value of http://www.w3.org/2001/04/ 

xmlenc#Content 

  
Once the validation rules were defined, a software module that checks if an XML document 
is REL conformant or not was implemented, and it is described in the next section. 

In order to facilitate the validation of the rules specified in Table 6.1 we have specified the 
License Transformation algorithm. This algorithm defines the transformation required for a 
license that contains variables defined using the LicensePart and licensePartIdRef elements. 
The algorithm specified results as detailed below. 
The semantics for a License that contains a LicensePart element a with a licensePartIdRef 
attribute with a certain value v and a LicensePart b with a licensePartId attribute with the 
same value v, results as follows: 
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- a were removed from the License and replaced with an element α that is Equal to 
b 

- the licensePartId attributes were removed from α and all of its descendants, and 

- any preserved attributes that α has were removed from α, and any preserved 
attributes that a has were added to α, where here a preserved attribute is 

 any attribute of type xsd:ID or 

 any attribute for which id is the local part of its Qualified Name.  

6.2.1 Examples of REL Licenses 
In this section we present a set of licenses that violates the validation rules specified in the 
previous section. 
An example of a license with an element of a conceptually abstract type, r:right, but with 
no variable reference is shown in Figure 6.1: 
 

<r:license>
<r:grant>

<r:keyHolder>
<r:info>

<dsig:KeyValue>
<dsig:RSAKeyValue>

<dsig:Modulus>KtdToQQyzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>

</dsig:RSAKeyValue>
</dsig:KeyValue>

</r:info>
</r:keyHolder>
<<r:rightr:right/>/>
<mx:diReference>

<mx:identifier>someResourceUri</mx:identifier>
</mx:d iReference>

</r:grant>
<r:issuer/>

</r:license>
 

Figure 6.1 License with an element of a conceptually abstract type 

 
Example of a license that violates the rule, element with the licensePartId attribute cannot 
be an ancestor of the element with the licensePartIdRef attribute, is shown in Figure 6.2. 

 

<r:license>
<r:grantGroup licensePartId=" x">

<r:grantGroup licensePartIdRef="y"/>
</r:grantGroup>
<r:grantGroup licensePartId="y">

<r:grantGroup licensePartIdRef=" x"/>
</r:grantGroup>

</r:license>
 

Figure 6.2 License with a cross reference 
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6.3 REL Validation Tools 
The tools that validates syntactic a semantic REL license are presented below. The REL 
Schema Checker validates if a license is valid according to the schemas specified within the 
license. And the REL Validation Rules Checker verifies if a license is valid according to the 
REL validation rules defined. 

6.3.1 Schema Checker 
The DMAG REL Schema Checker Software Module validates syntactically XML 
documents against the schemas used by these documents. 

In the scope of MPEG-21 REL, the Schema Checker that we propose validates REL 
Licenses against the schemas specified within the licenses. It uses the Xerces parser [68]. 
There are three schemas defined in REL, as we have detailed in section 3.1 that are the core 
schema, the standard extension schema and the multimedia extension schema. Therefore, 
usually the REL licenses are validated against these three schemas as specified within the 
REL license by means of the namespace associated to the schema. 

The Schema Checker module has as inputs a list of REL licenses and/or directories that 
contain licenses. The output specifies if the licenses and/or the licenses within the 
directories are valid or not and the reasons why, according to the XML Schemas specified 
within them. 

Figure 6.3 shows the structure of the DMAG REL Schema Checker module, that we have 
named after our group acronym (DMAG) [69]. 

 
 

ParserParser
((XercesXerces))

Schema 
Checker

REL Licenses 
and/or Directories

Valid 
Not valid ( and 
reasons why)

ParserParser
((XercesXerces))

Schema 
Checker

REL Licenses 
and/or Directories
REL Licenses 
and/or Directories

Valid 
Not valid ( and 
reasons why)

 
 

Figure 6.3 DMAG REL Schema Checker Software Implementation 

 

6.3.2  Validation Rules Checker 
The REL Validation Rules Checker software module verifies if a license is REL conformant 
or not. First, it validates if a schema valid XML REL license is a valid REL License 
according to the MPEG-21 REL standard specification [3]. A license will be REL 
conformant if it complies all the rules specified in Table 4.1. 

The REL Validation Rules Checker is presented has been presented and forms part of the 
MEG-21 reference software [57]. 

Figure 6.4 shows the structure of our solution. 
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Figure 6.4 DMAG REL Validation Rules Checker Software Implementation 

 
The Validation Rules Checker implementation consists of two main modules. The License 
Transformation module that helps us to evaluate easily the REL validation rules and a 
module that validates these rules. 

The License Transformation module generates a temporal license with the transformation 
described in section 6.2. Once the transformation is done if necessary, the REL validation 
rules are checked and the result is if the license is conformant or not with the REL standard 
specification. 

6.3.2.1 Use Case 
An example of a license that is validated in an easy way if first is transformed is presented, 
in order to justify the necessity of the transformation defined. 

If we have in mind the license in Figure 6.2 that have a cross reference it is not obvious that 
this license violates any rule, because it is difficult to distinguish at first sight that the 
element with the licensePartId attribute is ancestor of the element with the licensePartRef 
attribute. But if we perform the transformation, Figure 6.5, we can see clearly that the 
license violates the rule. Therefore, it is easiest to implement the rules if the licenses have 
been previous transformed. 
 

<r:license>
<r:grantGroup licensePartId=" x">

<r:grantGroup>
<r:grantGroup licensePartIdRef=" x"/>

</r:grantGroup>
</r:grantGroup>
<r:grantGroup licensePartId="y">

<r:grantGroup>
<r:grantGroup licensePartIdRef="y"/>

</r:grantGroup>
</r:grantGroup>

</r:license>
 

Figure 6.5 Transformed License 
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6.4 Conclusions 
In a distributed environment rights expressions may be accessed by different participants, 
then it is necessary mechanisms and semantics for validating the authenticity and integrity 
of the rights expressions. 
In this chapter we have presented two important concepts regarding to the validity of rights 
expressions. Our work in this mater has been done in the context of the Rights Expression 
Language defined in MPEG-21. 
First, we have specified the rules needed to validate licenses according the REL standard 
specification. These validation rules currently form part of the MPEG-21 REL standard 
specification [3]. 
Then, we have presented two implementations that allow us to validate syntactic and 
semantically REL licenses, Schema Checker [70] and Validation Rules Checker [71] 
software modules. In this way, an application before performing the authorization process 
can validate the authenticity and integrity the licenses associated to the multimedia content 
according to the REL standard specification. These software modules form part of the 
MPEG-21 REL Reference Software [57]. 
The result of the research carried out in this context and presented in this chapter, currently 
form part of the MPEG-21 Part 5 [3] and Part 8 [57] and had been published in 
[72][73][74]. 
 



 

 
 
 
 
 
Chapter 7 
 

7 REL Authorization Model Data Elements 
Definition 
 

 

 

 

7.1 Motivation 
An important key issue in Digital Rights Management system is the authorisation process, 
which proves if a user has the appropriate permissions to perform an action against a digital 
resource.  

In the context of MPEG-21 REL has been defined the REL authorisation model that is used 
by any implementation of software, which makes an authorisation decision using MPEG-21 
REL licenses. 
After the study of the MPEG-21 REL we identify the necessity of defining the format and 
the data types for the elements that form the REL Authorization Model. In this chapter we 
describe the definition of the format and data types for these elements that are the 
Authorization Request, Authorization Story and Authorizer. Once defined the syntax for the 
elements of the Authorization Model, we identify the necessity of defining a set of rules for 
the semantics of these elements as defined in the REL standard specification.  

The result of the research carried out in this context was two contributions to the MPEG-21 
standard. In the first contribution we propose the structure for the authorization model 
elements. In the second contribution we propose a set of rules for the authorization request 
element of the authorization model. We also provide some Authorization Request files that 
accomplish or violate these rules. The contributions have been made in form of proposal 
documents that have been presented and accepted by MPEG-21 MDS. 
 
Finally, we develop the appropriate software modules that verify if the data types and rules 
defined meet the data requirements defined in the REL standard. We use the Schema 
Checker (see section 4.3.1) to validate syntactically authorization request and story files 
against the schemas defined in these documents. 
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On the other hand, in order to validate semantically the authorization request we have 
developed the module REL Authorization Request Validation Rules Checker. It checks if an 
Authorization Request file is conformant to the REL standard specification proving if this 
file satisfies the rules defined. Currently, this module forms part of the MPEG-21 Reference 
Software, part 8 of ISO/IEC 21000 [57]. 

7.2 REL Authorization Model 
An important concept of the REL is the authorization model. It is used by any 
implementation of software, which makes an authorization decision using REL licenses. 
The central question that lies in this decision making process “is a principal authorized to 
exercise a right against a resource?” 

The REL Authorization Model makes use of an authorization request, an authorization 
context, an authorization story, and an authorizer, as shown in Figure 7.1. 
 

Authorization story
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Authorization story

Authorization context

Time instant

Authorization story

Authorizer
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Authorization context
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Authorization Request
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Right 

Authorization context
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Grant elements that do not 
require an authorizer

Authorization Request

Principal

Right 

Authorization context

Interval of time

Resource

License elements

Grant elements that do not 
require an authorizer

is authorization
proof for

 

Figure 7.1 REL Authorization Model 
 

An authorization request can be conceptualised as representing the question if is it permitted 
for a given Principal to perform a given Right upon a given Resource during a given time 
interval based on a given authorization context, a given set of Licenses, and a given trust 
root. The authorization request contains the following members: 

- the principal element, which is the identity of the entity for which permission is 
requested 

- the right element, which embodies the semantics of the action which is requested to 
be permitted 

- the resource element identifying the Resource upon which permission is requested 
- the interval of time during which the requested performance of the right by the 

principal upon the resource is considered to take place. This may be either an 
instantaneous point in time or an unbroken interval of time 

- the authorization context containing properties representing statements that are to be 
considered true for the purposes of establishing the requested permission 
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- the set of license elements that may be consulted to establish the requested 
permission. The algorithm will attempt to find authorized grants or grantGroups 
within this licenses that it can use to establish a basis for an affirmative 
authorization decision 

- the set of grant elements that do not require an authorizer for the purposes of 
establishing the requested permission 

 
The authorization story contains the following elements: 

- a primitive grant that is used to demonstrate to which authorization requests the 
authorization story applies 

- either a grant or a grantGroup, representing the actual grant or grant group that is 
authorized by the authorizer of the authorization story 

- an authorizer, it contains the following members: 
- the license in which the principal is authorized 
- the principal that authorized the license above 
- the time instant in which the license was issued 
- the authorization context that contains the properties representing statements  

that were considered true for the purposes of establishing the permission 
- an authorization story 

 

7.2.1 REL Authorization Context Properties 
After describing the REL Authorization Model elements it is important to present the 
authorization context properties specified in the MPEG-21 REL standard and that we utilise 
in next sections. These properties represent the statements that are to be considered true for 
the purposes of establishing the requested permission. 

Table 7.1 specifies the authorization context properties relating specifically to the 
authorization model and the statements they represent.  If a property has the name given in 
the first column of this table and the value given in the second column of this table, then the 
statement represented by that property is the statement given its third column. 

Table 7.1 Authorization context properties 

Property name Property 
value 

Statement represented 

r:issueTime(l, p) i l is an r:License, p is an r:Principal, i is a time 
instant, and p issued l at i. 

Additional information that can be useful in 
determining when the principal (p) issued the 
licence (l) could be the r:timeOfIssue field in an 
r:IssuerDetails or the r:Issuer. However, it is wise to 
give consideration as to whether the information 
given in the r:Issuer is trustworthy and, when in 
doubt, to seek additional proof, such as in the form 
of signatures and countersignatures. 

r:issueContext(l, p, h, Σ) true l is an r:License, p is an r:Principal, h is either an 
r:Grant or an r:GrantGroup, Σ is an authorization 
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context, and the statements represented by the 
properties in Σ are all true for the purposes of 
establishing the permission for the Principal 
identified by p to include an r:Grant or 
r:GrantGroup that is Equal to h as l/r:grant or 
l/r:grantGroup when issuing l. 

mx:source() p p is an r:Principal, and p identifies the source 
repository for the requested performance. 

mx:destination() p p is an r:Principal, and p identifies the destination 
repository for the requested performance. 

r:fulfiller() p p is an r:Principal, and p identifies the fulfiller  for 
the requested performance. 

 

7.3 REL Authorization Model Data Elements Definition 
Once specified the authorization model main elements, authorization request and story, 
there was the necessity of defining the format and the data types for the authorization 
request, authorization story, authorizer and authorization result [75]. In order to be able to 
store inputs in files, an input file format is needed.  For this purpose the XML Schemas with 
the structure defined for each one of the elements has been created.  

First we specify the format used for simple data types. The RELNode is Used for XML 
nodes. The RELDateTime is used for xsd:dateTime values. The vector is used for any 
ordered tuples that do not have their own specific type. Then, we show the structure of the 
schemas defined. 

Table 7.2, Table 7.3, Table 7.4 and Table 7.5 specify the data types and the structure for the 
authorization request, authorization story, authorizer and authorization result. 

Table 7.2 RELAuthorizationRequest 

Member Data type Allowed values 

principal RELNode Any r:Principal or NULL 

Note: A NULL value here corresponds to the case 
where the Principal Member of the authorization 
request is absent. 

right RELNode Any r:Right 

resource RELNode Any r:Resource or NULL 

Note: A NULL value here corresponds to the case 
where the Resource Member of the authorization 
request is absent. 

interval RELInterval Any 

context RELAuthorization 
Context 

Any 
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licenses Vector 
<RELNode> 

Any r:License elements each with one r:issuer child 

roots Vector 
<RELNode> 

Any r:Grant elements 

 
Table 7.3 RELAuthorizationStory 

Member Data type Allowed values 

primitive grant RELNode Any primitive grant 

authorized grant 
or grantGroup 

RELNode Any r:Grant or r:GrantGroup 

authorizer RELAuthorizer Any or NULL 

Note: A NULL value corresponds to the case where the 
authorizer member of the authorization story is absent. 

 

Table 7.4 RELAuthorizer 

Member Data type Allowed values 

license RELNode Any r:License with one r:issuer child 

principal RELNode Any r:Principal 

instant RELDateTime Any 

context RELAuthorizationContext Any 

story RELAuthorizationStory Any 

 

Table 7.5 RELAuthorizationResult  

Member Data type Allowed values 

Result Enumeration "RELProven" 
or   
"RELNotProven" 

Note: If the RELAuthorizationContext in 
the input does not contain all the needed 
properties, the RELAuthorizationResult 
will be RELNotProven.  
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In the tables above there has been used some members that have not been defined 
previously. Such as RELInterval, RELAuthorizationContext, RELPropertyName and 
RELQName. 
RELInterval element contains two members: 

- start: its data type is RELDateTime and it has allowed any value. 

- end: its data type is RELDateTime and it has allowed any value. 

RELAuthorizationContext element contains one member: 

- Properties: its data type is a map of two elements the first one a RELPropertyName 
and the second one is an Object. The properties member has allowed any value. 

RELPropertyName has two members: 

- qname: its data type is RELQName and it has allowed any value. 

- parameters: its data type is a vector of objects and it has allowed any value. 

RELQName has two members: 

- ns: its data type is String and as allowed values  it has AnyURI [76]. 

- local: its data type is String and it has xsd:NCName [77] allowed values. 

Next figures show graphically the definition of the three main elements of the Authorization 
model that are the RELAuthorizationRequest, RELAuthorizationStory and RELAuthorizer. 
In Annex A we provide the XML Schema for the Authorization Model that contains the 
elements, date types and allowed values for each one of this elements we have defined in 
previous sections. 

Figure 7.2 shows how the RELAuthorizationRequest element is defined. 

 

 

 
 

Figure 7.2 Authorization Request XML Schema definition 

 



Chapter 7: REL Authorization Model Data Elements Definition   89  

     

Figure 7.3 shows the definition of the REL Authorization story that is formed by a primitive 
grant, an authorized grant or grantGroup and an authorizer (Figure 7.4). 
 
 

 
 

 

Figure 7.3 Authorization Story XML Schema definition 

 
 
 
 
 

 
 

Figure 7.4 Authorizer XML Schema definition 
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7.3.1 Authorization Model examples 
In order to clarify how the authorization request and story files can be constructed 
depending on the format that we have defined for the elements of the authorization model, 
in this section we provide some examples. 

We develop some the examples considering a music distribution through the web scenario. 
If we suppose a simple use case, for example a user trying to play a song, it is important to 
bear in mind that he previously must have purchased a license with the right to play the 
song to an authorized distributor.  

For the example described above, the authorization request is constructed taken into account 
that it can be conceptualised as representing the question: “Is it permitted for a principal, 
Alice, to perform a right, play, upon a given resource, http://www.webmusic/TheEnd.mp3, 
based on an authorization context, issueTime, a set of licenses, license distributor and 
license end-user, and a given trust root?”. 

 

Authorization Request
Alice

Play

issueTime

2006-09-24T18:00:00
2006-09-24T18:30:00

http://www.webmusic /TheEnd.mp3

Grant elements that does not 
require an authorizer

License 
distributor
License 
distributor

License
end-user

Authorization Request
Alice

Play

issueTime

2006-09-24T18:00:00
2006-09-24T18:30:00

http://www.webmusic /TheEnd.mp3

Grant elements that does not 
require an authorizer

License 
distributor
License 
distributor

License
end-user

 

Figure 7.5 Example of an Authorization Request file 

 
 
Figure 7.5 shows the structure of the authorization request file for the use case above as we 
have described. The main elements are the principal (Alice), the right (play), the resource 
(http://www.webmusic/TheEnd.mp3), the context (issueTime), the licenses 
(LicenseEndUser and LicenseDistributor), and the roots (none). 
 
The authorization story file, Figure 7.6, is formed by a primitive grant that identifies to 
which authorization request this authorization story applies. Therefore, it is formed by the 
principal, Alice, the right, play, the resource, http://www.webmusic/TheEnd.mp3, and the 
condition, validityInterval. The second member is the authorized grant or grant group. In 
this example, this element details that Alice can play the songs in webmusic since 
Christmas. And its third member is the authorizer that is formed by the end-user license in 
which Alice is authorized, the distributor that authorized the license above, the time instant 
in which the license was issued, the authorization context that contains the properties 
representing statements that were considered true for the purposes of establishing the 
permission and an story element (Figure 7.7).  
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Figure 7.6 Example of an Authorization Story file 

 
 

The Story element contains the following elements: 

- a primitive grant in which  the distributor can issues a license to Alice. 

- either a grant or a grantGroup, representing the fact that the distributor can issue 
licenses to users with the right to play the songs in webmusic before Christmas. 

- an authorizer with the license in which the distributor is authorized, the Content 
Provider that authorized the license above, the time instant in which the license was 
issued and the authorization context. 
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Figure 7.7 Story element of the Authorization Story  

 

7.4 REL Authorization Request Validation Rules 
In this section we specify the REL authorization request validation rules [78] we have 
defined after the study of the REL standard specification. The rules have been organized in 
two main groups: 

- Rules for any Authorization Request: in this group a set of rules that applies to any 
Authorization Request were defined. 

- Rules for the Right Member of the Authorization Request: in this group were 
defined the rules that apply to Authorization Requests that has a certain right 
element. 

 



Chapter 7: REL Authorization Model Data Elements Definition   93  

     

7.4.1 Rules for any Authorization Request 
Table 7.6 presents the rules we have defined that apply to any Authorization Request. The 
first column represents the members of an Authorization Request, in the order of their 
appearance, and the second one specifies the rule, if any, that applies to the element. 
 

Table 7.6 Rules for any Authorization Request 

Authorization Request Member Validation Rules 

r:Principal None. 

r:Right None.  

r:Resource None. 

Interval of time None. 

Authorization Context Must not have two properties that share the same 
property name.  Each property consists of exactly one 
name and one value. 

r:License elements Each of the r:License elements l must have exactly 
one l/r:issuer child.  In addition, all the r:License 
elements must pass all of the REL validation rules 
applicable to a r:License element [67]. 

r:Grant elements Must pass all of the REL validation rules related to a 
r:Grant element [67]. 

 
The last rule defined specifies that no fields in the Authorization Request may contain 
an r:encryptedLicense, r:encryptedGrant, or r:encryptedGrantGroup. This rule apply to 
the AuthorizationRequest a whole.  
 

7.4.2 Rules for the Right Member of the Authorization 
Request 

In this section we present the set of rules we have defined that don’t apply to any 
Authorization Request. These rules only apply to Authorization Requests with a specific 
value for their Right Member element.  
Table 7.7 present the rules defined, in the first column is represented the value for the Right 
member of the Authorization Request, the values it can take has been previously defined in 
the Core and Multimedia Schemas of the MPEG-21 REL standard specification [3]. In the 
second column is defined the validation rule that applies to this Authorization Request. 
 

Table 7.7 Rules for the Right Member of the Authorization Request 

Right Validation Rule 

r:Issue If r:Issue is used as the Right Member of an Authorization Request 
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(AR), then the Resource Member of that AR shall be present and shall 
be an r:Grant or an r:GrantGroup 

r:Obtain If the Right Member is r:Obtain, then the Resource Member shall be 
present and shall be an r:Grant or an r:GrantGroup and, letting Σ be its 
Authorization Context Member , Σ.r:fulfiller() shall identify the 
Principal who is requested to be the issuer of l. 

r:PossessPropert
y 

If the Right Member is r:PossessProperty, then the Resource shall be 
present and shall be an r:PropertyAbstract.  

r:Revoke If the Right Member is r:Revoke, then the Resource shall be present and 
shall identify a revocable.  

mx:Adapt If the Right Member is mx:Adapt, then the Resource shall be present 
and shall identify the SourceOfAdaptation as defined in ISO/IEC 21000 
6. Σ.mx:source() shall identify the repository that is the 
PlaceOfAdaptingFrom and Σ.mx:destination() shall identify the 
repository that is the PlaceOfAdaptingTo as defined in ISO/IEC 21000 
6.  

mx:Delete If the Right Member is mx:Delete, then the Resource shall be present 
and shall identify the DeletedResource as defined in ISO/IEC 21000 6 
and Σ.mx:source() shall identify the repository that is the 
PlaceOfDeleting as defined in ISO/IEC 21000-6. 

mx:Diminish If the Right Member is mx:Diminish, then the Resource be present and 
shall identify the SourceOfDiminution as defined in ISO/IEC 21000 6. 
Σ.mx:source() shall identify the repository that is the 
PlaceOfDiminishingFrom and Σ.mx:destination() shall identify the 
repository that is the PlaceOfDiminishingTo as defined in ISO/IEC 
21000-6. 

mx:Embed 

 

If the Right Member is mx:Embed, then the Resource shall be present 
and shall identify the EmbeddedResource as defined in ISO/IEC 21000-
6. Σ.mx:source() shall identify the repository that is the 
PlaceOfEmbeddingFrom and Σ.mx:destination() shall identify the 
repository that is the PlaceOfEmbeddingTo as defined in ISO/IEC 
21000-6. 

mx:Enhance If the Right Member is mx:Enhance, then the Resource shall be present 
and shall identify the SourceOfEnhancement as defined in ISO/IEC 
21000-6. Σ.mx:source() shall identify the repository that is the 
PlaceOfEnhancingFrom and Σ.mx:destination() shall identify the 
repository that is the PlaceOfEnhancingTo as defined in ISO/IEC 
21000-6. 

mx:Enlarge If the Right Member is mx:Enlarge, then the Resource shall be present 
and shall identify the EnlargedResource as defined in ISO/IEC 21000-6. 
Σ.mx:source() shall identify the repository that is the PlaceOfEnlarging 
as defined in ISO/IEC 21000-6. 



Chapter 7: REL Authorization Model Data Elements Definition   95  

     

mx:Execute If the Right Member is mx:Execute, then the Resource shall be present 
and shall identify the ExecutedResource as defined in ISO/IEC 21000-6 
and, Σ.mx:source() shall identify the repository that is the 
PlaceOfExecuting as defined in ISO/IEC 21000-6. 

mx:Install If the Right Member is mx:Install, then the Resource shall be present 
and shall identify the InstallingResource as defined in ISO/IEC 21000-6 
and, Σ.mx:source() shall identify the repository that is the 
PlaceOfInstalling as defined in ISO/IEC 21000-6. 

mx:Modify If the Right Member is mx:Modify, then the Resource shall be present 
and shall identify the ModifiedResource as defined in ISO/IEC 21000-6 
and, Σ.mx:source() shall identify the repository that is the 
PlaceOfModifying as defined in ISO/IEC 21000-6. 

mx:Move If the Right Member is mx:Move, then the Resource shall be present 
and shall identify the MovedResource as defined in ISO/IEC 21000-6 
and, Σ.mx:source() shall identify the repository that is the Origin and 
Σ.mx:destination() shall identify the repository that is the Destination as 
defined in ISO/IEC 21000-6. 

mx:Play If the Right Member is mx:Play, then the Resource shall be present and 
shall identify the SourceOfPlaying as defined in ISO/IEC 21000-6 and, 
Σ.mx:source() shall identify the repository that is the 
PlaceOfPlayingFrom as defined in ISO/IEC 21000-6 

mx:Print If the Right Member is mx:Print, then the Resource shall be present and 
shall identify the SourceOfPrintedResource as defined in ISO/IEC 
21000-6 and, Σ.mx:source() shall identify the repository that is the 
PlaceOfPrintingFrom as defined in ISO/IEC 21000-6. 

mx:Reduce If the Right Member is mx:Reduce, then the Resource shall be present 
and shall identify the ReducedResource as defined in ISO/IEC 21000-6 
and, Σ.mx:source() shall identify the repository that is the 
PlaceOfReducing as defined in ISO/IEC 21000-6. 

mx:Uninstall If the Right Member is mx:Uninstall, then the Resource shall be present 
and shall identify the UninstallingResource as defined in ISO/IEC 
21000-6 and, Σ.mx:source() shall identify the repository that is the 
PlaceOfUninstalling as defined in ISO/IEC 21000-6. 

 
 

7.4.3 Authorization Request Examples 
In this section we provide an example for an Authorization Request that satisfies the rule 
specified above for an Authorization Request that its Right member has the value r:obtain. 
Then, we provide a counter example in which this rule is violated. 

The example in Figure 7.8 shows an REL Authorization Request file that accomplishes the 
rule for the Right Member r:obtain listed in Table 7.7. The highlighted parts are: 
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- The Resource member of the Authorization Request that shall be present and shall 
be a r:grant or r:grantGroup. 

- The Context member that shall be present and shall identify the Principal who is 
requested to be the issuer of the license. 

 

<RELAuthorizationRequest >
<principal>

<r:keyHolder> ...</r:keyHolder>
</principal>
<right>

<r:obtain/>
</right>
<resource>

<r:grant>
<mx:play/>
<r:digitalResource>

<r:nonSecureIndirect URI="http://www. onlinemusic.com/mySong.mp3"/>
</r:digitalResource>
<r:validityInterval>

<r:notBefore>2003-01-01T00:00:00</r:notBefore>
<r:notAfter>2003-12-25T12:59:59</r:notAfter>

</r:validityInterval>
</r:grant>

</resource>
<interval>

<RELInterval>
<start>2003-10-29T17:00:00</start>
<end>2003-10-29T18:00:00</end>

<RELAuthorizationRequest >
<principal>

<r:keyHolder> ...</r:keyHolder>
</principal>
<right>

<r:obtain/>
</right>
<resource>

<r:grant>
<mx:play/>
<r:digitalResource>

<r:nonSecureIndirect URI="http://www. onlinemusic.com/mySong.mp3"/>
</r:digitalResource>
<r:validityInterval>

<r:notBefore>2006-01-01T00:00:00</r:notBefore>
<r:notAfter>2006-12-25T12:59:59</r:notAfter>

</r:validityInterval>
</r:grant>

</resource>
<interval>

<RELInterval>
<start>2006-10-29T17:00:00</start>
<end>2006-10-29T18:00:00</end>

</RELInterval>
</interval>
<context>

<RELAuthorizationContext >
<properties>

<property>
<RELPropertyName>

<qname>
<RELQName>

<ns>urn:mpeg:mpeg21:2003:01-REL-R-NS</ns>
<local>fulfiller</local>

</RELQName>
</qname>
<parameters/>

</RELPropertyName>
<r:keyHolder>

<r:info>
<dsig:KeyValue>

<dsig:RSAKeyValue >

</RELInterval>
</interval>
<context>

<RELAuthorizationContext >
<properties>

<property>
<RELPropertyName>

<qname>
<RELQName>

<ns>urn:mpeg:mpeg21:2003:01-REL-R-NS</ns>
<local>fulfiller</local>

</RELQName>
</qname>
<parameters/>

</RELPropertyName>
<r:keyHolder>

<r:info>
<dsig:KeyValue>

<dsig:RSAKeyValue >
<dsig:Modulus >X0j9q99yzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>

</dsig:RSAKeyValue >
</dsig:KeyValue>

</r:info>
</r:keyHolder>

</property>
<property>

…
</property>

</properties>
</RELAuthorizationContext >

</context>
<licenses>

<r:license> ... </r:license>
</licenses>
<roots>

<r:grant>... </r:grant>
</roots>

</RELAuthorizationRequest>

<RELAuthorizationRequest >
<principal>

<r:keyHolder> ...</r:keyHolder>
</principal>
<right>

<r:obtain/>
</right>
<resource>

<r:grant>
<mx:play/>
<r:digitalResource>

<r:nonSecureIndirect URI="http://www. onlinemusic.com/mySong.mp3"/>
</r:digitalResource>
<r:validityInterval>

<r:notBefore>2003-01-01T00:00:00</r:notBefore>
<

<RELAuthorizationRequest >
<principal>

<r:keyHolder> ...</r:keyHolder>
</principal>
<right>

<r:obtain/>
</right>
<resource>

<r:grant>
<mx:play/>
<r:digitalResource>

<r:nonSecureIndirect URI="http://www. onlinemusic.com/mySong.mp3"/>
</r:digitalResource>
<r:validityInterval>

<r:notBefore>2003-01-01T00:00:00</r:notBefore>
<r:notAfter>2003-12-25T12:59:59</r:notAfter>

</r:validityInterval>
</r:grant>

</resource>
<interval>

<RELInterval>
<start>2003-10-29T17:00:00</start>
<end>2003-10-29T18:00:00</end>

<RELAuthorizationRequest >
<principal>

<r:keyHolder> ...</r:keyHolder>
</principal>
<right>

<r:obtain/>
</right

r:notAfter>2003-12-25T12:59:59</r:notAfter>
</r:validityInterval>

</r:grant>
</resource>
<interval>

<RELInterval>
<start>2003-10-29T17:00:00</start>
<end>2003-10-29T18:00:00</end>

<RELAuthorizationRequest >
<principal>

<r:keyHolder> ...</r:keyHolder>
</principal>
<right>

<r:obtain/>
</right>
<resource>

<r:grant>
<mx:play/>
<r:digitalResource>

<r:nonSecureIndirect URI="http://www. onlinemusic.com/mySong.mp3"/>
</r:digitalResource>
<r:validityInterval>

<r:notBefore>2006-01-01T00:00:00</r:notBefore>
<r:notAfter>2006-12-25T12:59:59</r:notAfter>

</r:validityInterval>
</r:grant>

</resource>
<interval>

<RELInterval>

>
<resource>

<r:grant>
<mx:play/>
<r:digitalResource>

<r:nonSecureIndirect URI="http://www. onlinemusic.com/mySong.mp3"/>
</r:digitalResource>
<r:validityInterval>

<r:notBefore>2006-01-01T00:00:00</r:notBefore>
<r:notAfter>2006-12-25T12:59:59</r:notAfter>

</r:validityInterval>
</r:grant>

</resource>
<interval>

<RELInterval>
<start>2006-10-29T17:00:00</start>
<end>2006-10-29T18:00:00</end>

</RELInterval>
</interval>
<context>

<RELAuthorizationContext >
<properties>

<property>
<RELPropertyName>

<qname>
<RELQName>

<ns>urn:mpeg:mpeg21:2003:01-REL-R-NS</ns>
<local>fulfiller</local>

</RELQName>
</qname>
<parameters/>

</RELInterval>
</interval>
<context>

<RELAuthorizationContext >
<properties>

<property>
<RELPropertyName>

<qname>
<RELQName>

<ns>urn:mpeg:mpeg21:2003:01-REL-R-NS</ns>
<local>fulfiller</local>

</RELQName>
</qname>
<parameters/>

</RELPropertyName>
<r:keyHolder>

<r:info>
<dsig:KeyValue>

<dsig:RSAKeyValue >

</RELInterval>
</interval>
<context>

<RELAuthorizationContext >
<properties>

<property>
<RELPropertyName>

<qname>
<RELQName>

<ns>urn:mpeg:mpeg21:2003:01-REL-

</RELPropertyName>
<r:keyHolder>

<r:info>
<dsig:KeyValue>

<dsig:RSAKeyValue >

</RELInterval>
</interval>
<context>

<RELAuthorizationContext >
<properties>

<property>
<RELPropertyName>

<qname>
<RELQName>

<ns>urn:mpeg:mpeg21:2003:01-REL-R-NS</ns>
<local>fulfiller</local>

</RELQName>
</qname>
<parameters/>

</RELPropertyName>
<r:keyHolder>

<r:info>
<dsig:KeyValue>

<dsig:RSAKeyValue >
<dsig:Modulus >X0j9q99yzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>

R-NS</ns>
<local>fulfiller</local>

</RELQName>
</qname>
<parameters/>

</RELPropertyName>
<r:keyHolder>

<r:info>
<dsig:KeyValue>

<dsig:RSAKeyValue >
<dsig:Modulus >X0j9q99yzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>

</dsig:RSAKeyValue >
</dsig:KeyValue>

</r:info>
</r:keyHolder>

</property>
<property>

…
</property>

</properties>
</RELAuthorizationContext >

</context>
<licenses>

<r:license> ... </r:license>
</licenses>
<roots>

<r:grant>... </r:grant>

</dsig:RSAKeyValue >
</dsig:KeyValue>

</r:info>
</r:keyHolder>

</property>
<property>

…
</property>

</properties>
</RELAuthorizationContext >

</context>
<licenses>

<r:license> ... </r:license>
</licenses>
<roots>

<r:grant>... </r:grant>
</roots>

</RELAuthorizationRequest>

 

Figure 7.8 Valid Authorization Request file 
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Figure 7.9 shows a REL Authorization Request file that does not accomplish the rule for the 
Right Member r:obtain, because of the resource member of the authorization request does 
not identify a r:grant or r:grantGroup, this member is a digital resource (highlighted part).  

 

<RELAuthorizationRequest> 
 <principal> 
  <r:keyHolder> ... </r:keyHolder> 
 </principal> 
 <right> 
  <r:obtain/> 
 </right> 
 <resource> 
  <r:digitalResource> 
   <r:nonSecureIndirect URI="http://www.onlinemusic.com/mySong.mp3"/> 
  </r:digitalResource> 
 </resource> 
 <interval> 
  <RELInterval> 
   <start>2003-10-29T17:00:00</start> 
   <end>2003-10-29T18:00:00</end> 
  </RELInterval> 
 </interval> 
 <context> 
  <RELAuthorizationContext> 
   <properties> 
    <property> 
     <RELPropertyName> 
      <qname> 
       <RELQName> 
        <ns>urn:mpeg:mpeg21:2003:01-REL-R-NS</ns> 
        <local>fulfiller</local> 
       </RELQName> 
      </qname> 
      <parameters/> 
     </RELPropertyName> 
     <r:keyHolder> 
      <r:info> 
       <dsig:KeyValue> 
        <dsig:RSAKeyValue> 
         <dsig:Modulus>X0j9q99yzA==</dsig:Modulus> 
         <dsig:Exponent>AQABAA==</dsig:Exponent> 
        </dsig:RSAKeyValue> 
       </dsig:KeyValue> 
      </r:info> 
     </r:keyHolder> 
    </property> 
    <property> 
     …    
                         </property> 
   </properties> 
  </RELAuthorizationContext> 
 </context> 
 <licenses> 
  <r:license> ... </r:license> 
 </licenses> 
 <roots> 
  <r:grant>... </r:grant> 
 </roots> 
</RELAuthorizationRequest> 

 
Figure 7.9 Invalid Authorization Request file 

 

7.5 REL Authorization Request Validation Rules Checker 
After the definition of the Authorization Request validation rules, it is important to 
implement the software that validates if the authorization model elements are valid.  
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The Schema Checker presented in section 6.3.1 can be used to validate if the Authorization 
Request and Authorization Story elements are valid against the schemas that they utilize 
and that we have defined in section 0. On the other hand, it is necessary to implement a 
software module that validates if an authorization request is valid according to the REL 
standard specification. It will be valid if it satisfies the rules defined in section 7.4.  
The software module that we have developed and that we present in this section is the REL 
Authorization Request Validation Rules Checker. It proves if an Authorization Request is 
REL conformant or not, that is if it satisfies the authorization request validation rules. This 
software module has been implemented following the MPEG-21 REL/RDD Software 
Implementation Plan [66]. Then, it has been presented as Reference Software and currently 
forms part of the part 8 of the MPEG-21 standard, MPEG-21 Reference Software [57]. 

7.5.1 Architecture 
We first describe the implemented software module that checks if the authorization request 
file is valid according to the MPEG-21 REL standard specification [3], we determine that it 
is valid if it complies all the rules specified in previous sections. 

Figure 7.10 shows the structure of our solution. 
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Authorization 
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Authorizat ion 
Request

 
 

Figure 7.10 DMAG REL Authorization Request Validation Rules Checker 

 
The Authorization Request Validation Rules Checker [79] has as input an Authorization 
Request file and as output a file that contains if it is valid or not and the reasons why. 

The software module has been implemented using XPath that operates in the logical 
structure of an XML document and allows us to easily search the appropriate elements in 
the Authorization Request file. Once we have pointed to the element to which the rule 
applies, the rule is evaluated and if it is satisfied the module determines that the 
Authorization Request file is valid and otherwise it is not valid. 

7.6 Conclusions  
In this chapter we have presented the format and the data types for the elements that form 
the REL Authorization Model we have defined. Then, we have defined a set of rules that 
applies to the Authorization Request element of the Authorization model. Finally, we have 
presented the software modules that validates syntactic and semantically the different 
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elements of the Authorization model. The data types and the software modules form part of 
the MPEG-21 REL Reference Software standard specification [57]. 

Currently, we have achieved the first step in the use of the Authorization Model, we have 
defined in a standardized way the format and data structure for its elements. In next Chapter 
we present how these elements are used in the authorization decision process that uses REL 
licenses. 

The result of the research carried out in this context and presented in this chapter, currently 
form part of the MPEG-21 Part 8 [57] standard and had been published in [72] [74]. 
 



 

 
 
 
 
Chapter 8 
 

8 License based authorization mechanisms 
 
 
 
 
 
 

8.1 Motivation 
How to enforce digital rights is one of the main problems to solve when implementing 
DRM systems. Then, some modules of these systems have to verify if the user has the 
appropriate permissions to perform the desired action over the content according to the 
terms and conditions specified in the user license when distributing, processing, adapting, 
etc. multimedia content. This verification process has to be done before unprotecting the 
multimedia content for further rendering, adaptation, etc. 

Then, it is important that the terminals that manage and distribute multimedia content or 
other entities, as external servers, can perform user authorisation decisions based on 
licenses. In the context of MPEG-21 REL, the authorization model has been defined to 
perform authorisation decisions based on MPEG-21 REL licenses. 

In this chapter we present the MPEG-21 REL authorisation algorithm and different 
implementations that perform authorisations based on licenses. These implementations have 
been presented to MPEG and currently forms part of the MPEG-21 REL reference software.  

8.2 REL Authorization Reference Software 
MPEG standardisation processes include the development of reference software that 
facilitates quick specifications verification and products implementation. The parts 5 and 6 
of the standard, in order to validate the REL standard specification have defined a set of 
REL Reference Software modules. These modules have been described in the REL/RDD 
Reference Software Implementation Plan [67]. 

In the next sections we propose a set of implementations that validates if a user has the 
appropriate permissions to perform an action. These implementations have been presented 
as reference software, and currently are included in the MPEG-21 Reference Software [66]. 
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8.2.1 REL License Interpreter  
In this section we specify a flexible and dynamic implementation for the REL License 
Interpreter [80], for the MPEG-21 REL Software. This module parses and validates REL 
Licenses against a schema, constructs dynamically and executes a query against the License 
and validates the conditions returned by the query. Once the conditions are validated the 
authorization is performed.  

The main advantages of our implementation are that we simplify the process of identifying 
the grants in the License that contain a certain principal, right and resource specified in the 
query that we properly create using XQuery [81]. We can dynamically create the query with 
the user, right and resource, for every right defined in the REL.  

We can actually use this implementation for every right and for every condition defined in 
the REL. 

8.2.1.1 Architecture 
Due to the richness and extensibility of the REL, we propose a more flexible and dynamic 
implementation as described below. This implementation is based on XQuery [82], that 
allows us to create queries dynamically and execute these queries against the REL license 
file, obtaining an XML document with the conditions associated to the matching grants. 

The scope of this example implementation is to enable REL-license based authorization. 
The REL software implementation that we propose consists of the following modules. 

REL License File

User File Results File 

Log File 

Validate Interval
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Return conditions
associated to the 
matching grants 

Validate   
Exercise Limit
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Figure 8.1 REL License Interpreter Implementation 

In the first module, REL Parser Module, we can distinguish three main parts, the first one, 
Parser sub-module, consists of a schema checker and a validation rules checker, it uses the 
Xerces Parser [68]. The second one, License Transformation sub-module, constructs a new 
temporal license file if the original one uses variables, this could happen if it contains 
elements with the licensePartId or licensePartIdRef attributes. The third one, XQuery sub-
module, executes a query against the license and obtains the conditions associated to the 
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matching grants; it uses the Kawa [83] implementation of XQuery due to its support of 
namespaces.  

The second module, Condition Evaluator Module, validates the conditions. Currently, it 
supports all the rights and all the conditions in the REL, but the validation process is only 
done for two conditions “validityInterval” and “exerciseLimit”. Figure 8.1 shows the 
structure of our solution. 

8.2.1.1.1 Structure of the software 

The functionality of the modules that forms the REL License Interpreted and its inputs and 
outputs are presented below. 

- REL Parser Module: It parses the License and obtains the conditions associated to 
the matching grants. It consists of three main parts, the Parser sub-module that 
parses and validates against the XML schemas the REL License File. The License 
transformation sub-module that implements the transformation specified in section 
6.2. The XQuery sub-module, that first constructs a query with the data associated 
to the user (principal, right, resource and optionally the number of times the right 
has been exercised). After the query is dynamically constructed, it is executed 
against the REL License File. If the license uses variables the query is executed 
against the temporal license file. The result is the Condition File with the conditions 
associated to the matching grants.  

- Condition Valuator Module: it takes as input the Condition File and validates the 
conditions. It consists of two modules, a first one that validates the ValityInterval 
condition and a second one that validates the ExerciseLimit condition. The Validate 
Interval sub-module verifies that the actual time lies in the interval specified in the 
condition file. And the Validate Exercise Limit sub-module evaluates that the 
number of times the right has been exercised is lower than the number of allowed 
exercises. 

8.2.1.2 Application of the Solution to a Use Case 
When a user tries to play a song, first the license associated with this resource is parsed; 
then we can execute the query that we construct dynamically with the credentials of the 
user, Modulus and Exponent, the resource, http://www.onlinemusic.com/mySong.mp3, and 
the right, play. It is worth noting that we can construct the query for every right and 
condition supported by the REL, not only for “play”. The query for this case would be that 
of Figure 8.2.  

namespace r="urn:mpeg:mpeg21:2003:01-REL-R-NS"
namespace mx="urn :mpeg:mpeg21:2003:01-REL-MX-NS"
namespace sx="urn:mpeg:mpeg21:2003:01-REL-SX-NS"
for $c in document(“min imalLicense.xml")/r:license/r:grant
where

( ($c//r:d igitalResource/r:nonSecureIndirect[@URI="http://www.onlinemusic.com/mySong.mp3"])
and ($c/mx:play) and (((count($c//r:keyHolder)=0)) or
(($c//r:info/dsig:KeyValue/dsig:RSAKeyValue/dsig:Modulus=“Fa7wo6NYfmvGqy4ACSWcNmuQfbejS
Zx7aCibIgkYs wUeTCrmS0h27GJrA15SS7TYZzSfaS0xR9lZdUEF0ThO4w==")
and ($c//r:info/dsig:KeyValue/dsig:RSAKeyValue/dsig:Exponent="AQABAA=="))))
return
<condition>
{$c//r:allConditions}
</condition>

 

Figure 8.2 Use Case Query 
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This query finds all the conditions in the license for the matching grants. Then the 
Condition File with the conditions associated to the matching grants will be passed to the 
Condition Valuator. Figure 8.3 shows the result of the query. 

 
<condition>

<allConditions>
<validityInterval>

<notBefore>2000-12-24T23:59:59
</notBefore>
<notAfter>2002-1224T23:59:59
</notAfter>

</validityInterval>
<sx:exerciseLimit>
</sx:exerciseLimit>

</allConditions>
</condition>

<condition>
<allConditions>

<validityInterval>
<notBefore>2005-12-24T23:59:59
</notBefore>
<notAfter>2006-12-24T23:59:59
</notAfter>

</validityInterval>
<sx:exerciseLimit>
</sx:exerciseLimit>

</allConditions>
</condition>

<condition>
<allConditions>

<validityInterval>
<notBefore>2000-12-24T23:59:59
</notBefore>
<notAfter>2002-1224T23:59:59
</notAfter>

</validityInterval>
<sx:exerciseLimit>
</sx:exerciseLimit>

</allConditions>
</condition>

<condition>
<allConditions>

<validityInterval>
<notBefore>2005-12-24T23:59:59
</notBefore>
<notAfter>2006-12-24T23:59:59
</notAfter>

</validityInterval>
<sx:exerciseLimit>
</sx:exerciseLimit>

</allConditions>
</condition>  

Figure 8.3 Condition File 

The Condition File contains the result of the query, the conditions associated to the 
matching grants. In this case, it contains the “validityInterval” condition with the 
“notBefore” element that indicates the instant in time at which the interval begins and 
the “notAfter” element that indicates the instant of time at which the interval ends. 

Finally, the REL Tool performs the validation procedure. The condition is evaluated and if 
the validation procedure succeeds the user is authorized. 

8.3 REL License Interpretation Using RDD term 
genealogy 

In this section we present a tool that integrates the REL and RDD parts of the MPEG-21 
standard. It is important to notify that when the REL License Interpreter authorizes a user it 
must take into account the RDD term hierarchy defined for the rights.  

A common example in a multimedia content distribution scenario is an end-user trying to 
play a song. If the end-user does not have a license that permits him to exercise this right, 
then when the authorization is performed the result will be that the user is not authorized. In 
this case the result of the authorization could be erroneous if the RDD term hierarchy is not 
taken into account. For example, if the end-user has a license that permits him to perform 
the adapt right that is ancestor of the play right the result of the authorization shall be 
positive, that is, the user must be authorised. 

8.3.1 Architecture 
The REL license interpretation using RDD term genealogy software module [84] forms part 
of the MPEG-21 Reference Software [57]. 

This tool is formed by two main modules. In the first module, REL RDD Module, we can 
distinguish four main parts. The first one, Parser sub-module, consists of a schema checker 
that uses the Xerces Parser [68]. The second one, License Transformation sub-module, 
constructs a new temporal license file if the original one uses the licensePartId or 
licensePartIdRef attributes. The third one, XQuery sub-module, executes the queries against 
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the license and obtains the conditions associated to the matching grants; it uses the Kawa 
[83] implementation of XQuery. The fourth one, the RDDOntoAPI, is used if no matching 
grants were found with the right that the user wants to exercise. The RDDOntoAPI is used 
to interact with RDDOnto and retrieve all the supertypes of the user right following the 
RDD ActTypes Hierarchy [30]. 

The second module, Condition Evaluator Module, validates the conditions. Figure 8.4 
shows the structure of our solution. 
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Figure 8.4 DMAG REL license interpreter using RDD term genealogy 

8.3.2 Structure of the software 
The functionality of the modules that forms the REL license interpreter using RDD term 
genealogy and its inputs and outputs are presented below. As said before, the software 
implementation that we propose consists of two main modules: 

- REL RDD Module: It parses the License and obtains the conditions associated to the 
matching grants. It consists of  the Parser sub-module that parses and validates 
against the XML schemas the REL License File. The License transformation sub-
module that implements the transformation algorithm specified in section 6.2. The 
XQuery sub-module, that first constructs a query with the data associated to the user 
(principal, right, resource, time and optionally the number of times the right has 
been exercised). After the query is dynamically constructed, it is executed against 
the REL License File. The result is the Condition File with the conditions associated 
to the matching grants. And the RDDOnto API submodule takes as input the right 
that the user wants to exercise, if the query does not return any matching grant. It 
returns all the parent rights of the user right. Then a query is constructed for each 
one of the parent rights and executed against the license file, if a matching grant is 
found the process finishes. The RDDOnto API sub-module has as input the right that 
the user wants to exercise and as output all the rights that are supertypes of the right 
that the user wants to exercise. Internally, what the RDDOntoAPI does is to 
construct and pose a RQL query to a Sesame [85] repository that contains 
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RDDOnto. The repository currently used is “rddonto” at 
“http://hayek.upf.es/sesame”. The query asks for all the superclasses of the input act 
type that correspond to all its supertypes. 

- Condition Valuator Module: it takes as input the Condition File and validates the 
conditions. It consists of two modules, a first one that validates the ValityInterval 
condition and a second one that validates the ExerciseLimit condition.  

8.3.3 Application of the Solution to a Use Case 
This use case illustrates how works the REL License Interpretation Using RDD term 
genealogy tool in a simple distribution scenario. In this use case, Alice purchases rights to 
adapt a song during this year. 

When a user, Alice, tries to play the song, first the license associated with this resource is 
parsed, then a query that we construct dynamically is executed against the license with the 
credentials of the user, Modulus and Exponent, the resource, 
http://www.onlinemusic.com/mySong.mp3, and the right, play. If no matching grants were 
found, the RDDOntoAPI is used to interact with RDDOnto and retrieve all the supertypes 
of the user right following the RDD ActTypes Hierarchy, Figure 8.5. We must take into 
account that no all these rights are defined in REL, the RDD actTypes in REL has been 
presented in 3.2. Then, a query is constructed for each one of the parent rights of play and 
executed against the license file, as adapt is one of them the Condition File with the 
conditions associated to the matching grants will be passed to the Condition Evaluator. 

The Condition File contains the result of the query, the conditions associated to the 
matching grants. Finally, the tool performs the validation procedure. The condition is 
evaluated and if the validation procedure succeeds the user is authorized. 

 

Figure 8.5 Act type hierarchy diagram 
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8.4 REL Authorization Model 
Any implementation of software which makes an authorization decision using REL 
Licenses has to be able to resolve a question, Is a Principal authorized to exercise a Right 
against a Resource?. The Authorization Algorithm illustrates how that question can be 
answered by applying the semantics defined in the REL, part 5 of ISO/IEC 21000 [3]. 

It is also important to take into account that the algorithm operates on clear-text Licenses, 
Grants, and GrantGroups. Encrypted forms of these are to be treated as if they were actually 
their clear-text equivalent. 

8.4.1 Motivation 
An important function of the interpretation conformance reference software for REL is to 
test if an application interprets REL Licenses in a way that is conformant to the REL 
specification. If an application is intended to permit (or not permit) a Principal to use a 
Resource only based upon a set of REL Licenses, it should be possible to construct an REL 
Authorization Request that reflects the intended request and a set of REL Authorization 
Stories, such that the application permits the use if and only if when they are passed as its 
inputs, the interpretation conformance reference software yields an REL Authorization 
Result with the value RELProven.  If this is the case, then the application is said to be 
interpretation conformant to the REL specification [3] in making that permission (or no 
permission) decision. 

But, the main important function of the reference software presented is once decided that it 
is conformant evaluate the conditions of the license and decide if the user is authorized to 
perform an action against the protected multimedia content. 

8.4.2 REL Authorization Algorithm 
The authorization model makes use of an authorization request, an authorization context, an 
authorization story, and an authorizer. These are used to create authorization proofs, which 
help to define the semantics of Licenses with respect to authorization requests. 

The authorization algorithm is a decision making process and it resolves a central question 
“Is a Principal authorized to exercise a Right such a Resource?”, it illustrates how this 
question can be resolved applying the semantics defined in the REL standard. 

The authorization algorithm operates on clear-text Licenses, Grants and GrantGroups. The 
encrypted forms of these Licenses, Grants and GrantGroups are to be treated as if they were 
actually their clear-text equivalent. 

After describing the authorization request and story, we detail the authorization algorithm: 
A finite authorization story is said to be an authorization proof for an authorization request 
if and only if all of the following are true: 

- either the principal element of the authorization request Surpasses the principal 
element of the primitive grant in the authorization story or the last one is absent. 

- the right element of the primitive grant in the authorization story is Equal to the 
right element of the authorization request. 

- either resource element of the primitive grant in the authorization story is Equal to 
the resource element of the authorization request or both are absent. 
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- either the condition element of the primitive grant in the authorization story is 
Satisfied with respect to authorization request and authorization story or the 
condition element of the primitive grant in the authorization story is absent.  

- the primitive grant in the authorization story is Derived from the grant or 
grantGroup contained in it  with respect to authorization request and authorizer. If 
authorizer is absent, then the grant or grantGroup present in the Authorization Story 
is a member of the set of grant elements that do not need Authorizer present in the 
Authorization Request. 

- if the authorizer is present, it has as members an ordered five-tuple representation, 
where all of the following are true: 

- license element of the authorizer in the authorization story is a member of the 
License elements in the authorization request 

- authorized grant or grantGroup element in the authorization story is Equal to 
one of the grant o grantGroup children of the license element of the authorizer 
in the authorization story 

- the value of property issueTime present in the authorization request, when as 
inputs has the license and principal elements of the authorizer in the 
authorization story, is Equal to the time instant element of the authorizer in 
the authorization story. 

- the value of property issueContext present in the authorization request, when 
as inputs has the license and principal elements of the authorizer, the 
authorized grant or grantGroup elements of the authorization story and the 
authorization context element of the authorizer, is true 

- the time instant element of the authorizer in the authorization story is no later 
in time than the start of time interval of the authorization request 

- the authorization story element in the authorizer is an authorization proof for 
the authorization request that contains the following members: 

- the principal element of the authorizer in the authorization story 

- the r:issue right 

- the authorized grant or grantGroup of the authorization story 

- a time interval of zero length starting at the time instant equal to the 
authorizer’s one 

- the authorization context of the authorizer in the authorization story 

- the license elements of the authorization request 

- the grant elements of the authorization request that do not require an 
authorizer 

 

8.4.3 REL Authorization Algorithm Implementation 
In this section we propose an implementation for the Authorization Model, called DMAG 
REL Interpretation Conformance reference software. The software developed makes an 
authorization decision based on the Authorization Algorithm detailed in the previous 
section. The inputs are an Authorization Request and an Authorization Story file, while as 
output an XML file specifies if the Authorization Story is an Authorization Proof for the 
Authorization Request. 
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8.4.3.1 Architecture 
The software module [86] has as inputs a valid authorization request and a valid 
authorization story files. As output, an XML file resolving if the authorization story is an 
authorization proof for the authorization request. 
The two main modules implemented are: 

- Authorization Proof sub-module: Implements the authorization algorithm as 
described in section 7.2. Currently, in the authorization algorithm implemented 
some restrictions have been applied to the authorization request and story members 
and the use of variables is not supported. 

- Authorization Request and Story generation submodule: If the authorizer is present 
and has an authorization story two files must be generated:  

- An authorization request file, which is a seven tuple containing the following 
members in order: 

- r:Principal member of the authorizer 

- r:issue right 

- authorized r:Grant or r:GrantGroup member of the authorization story 

- a time interval of 0 starting at the time instant of the authorizer 

- authorization context member of the authorizer 

- r:License elements of the authorization request 

- r:Grant elements of that do not require an authorizer of the authorization 
request 

- The authorization story file is made up of the authorization story member of the 
authorizer. 

Figure 8.6 shows the structure of the implementation for the Authorization Model 
presented. 
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Figure 8.6 Authorization Model Architecture 
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8.4.3.1.1 Authorization context properties implemented 
The authorization context properties implemented for the authorization model reference 
software are described bellow: 

- issueTime: the parameters of the property are r:License and r:Principal elements of 
the Authorizer in the Authorization Story. The value of the property is a time 
instant. 

- issueContext: the parameters of the property are r:License and r:Principal elements 
of the Authorizer, the authorized r:Grant or r:GrantGroup element of the 
Authorization Story and the authorization context element of the Authorizer and the 
statements represented by the properties in the Authorization Request are all true for 
the purposes of establishing the permission for the Principal of the Authorizer to 
include an r:Grant or r:GrantGroup that is Equal to the authorized grant or 
grantGroup as the grant or grant group member of the Authorizer’s license when 
issuing this license.  

- eLC:  The parameters of the property are an r:ServiceDescription and an ordered 
tuple. The value of the property is an integer that represents the number of 
performances in some class of which the requested performance is a member. This 
property is used when the exercise limit condition is evaluated and it has the count 
element. 

- eL: as parameters it has an r:ServiceDescription and an ordered tuple. The value of 
the property will be true when the number of performances in some class of which 
the requested performance is a member has not yet reached its limit. This property is 
used when the exercise limit condition is evaluated and it does not have the count 
element. 

8.4.3.1.2 Conditions implemented 
The conditions we have implemented in this first version of the Interpretation Conformance 
reference software are the Validity Interval and Exercise Limit conditions. 

- ValidityInterval condition: it is satisfied with respect to the authorization request 
and story if and only if both of the following are true: 

- if notBefore element is present, the start of the interval of time within the 
authorization request is greater than or equal to the instant in time represented 
by the value of notBefore 

- if notAfter element is present, the end of the interval of time within the 
authorization request is less than or equal to the instant in time represented by 
the value of notAfter 

- ExerciseLimit condition: it is satisfied with respect to the authorization request and 
story if and only if: 

- the state reference of the ExerciseLimit is undefined or 

- letting ρ be the ordered tuple containing the values of the reference-specific 
parameters determined by the state reference, both of the following are true: 

- if in the exerciseLimit the count element is present, the value of eLC 
property for the parameters service description and ρ  is less than or equal to 
the value of count element 
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- if in the exerciseLimit the count element is absent, the value of eL property 
in the authorization request for the parameters service description and ρ  is 
true 

8.4.3.2 Use Case 
In order to check the Authorization Model described in section 7.2, we have applied the 
proposed solution to several use cases. 

In this section we detail the results obtained when we apply our solution to the use case 
described below. In the use case we propose, a user, Alice, tries to play a song, TheEnd, on 
22 December 2006 from 6 pm to 9 pm.  

This use case is represented in Figure 8.7 as an Authorization request and an Authorization 
story. These files are generated with the information related to the user, but we summarise 
their contents below. 

On the authorization request, it is expressed that the principal, Alice, tries to exercise the 
right Play over the resource http://www.webmusic/TheEnd.mp3, a song. The time interval 
to exercise this right is also represented. Other information inside the authorization request 
is the authorizationContext that contains the issueTime property. This property represents 
the time when the license was issued to Alice. The rest of parts of the authorizationRequest 
are the distributor’s license and Alice’s license and grant elements that do not need an 
authorizer, if any. 

On the authorization story, it is expressed that the principal, Alice, tries to exercise the right 
Play over the resource TheEnd, a song. This is the primitive grant that indicates to which 
authorization request applies this authorization story. It is also expressed that the authorized 
grant, the one inside Alice’s license, is that Alice can exercise the right Play over resources 
on http://www.webmusic. Then, authorizer information is represented, by means of the 
distributor license, the principal being the authorizer, in this case Distributor, and the time 
instant when the license was issued. We also find the issueTime property defined in the 
authorizationContext and finally, another authorization story. This authorization story 
expresses if principal Distributor is able to exercise the right issue over a resource that 
indicates that Alice can play music over resources on http://www.webmusic. Again, this is 
the primitive grant and it links this authorization story with its parent one. Then, we have 
the authorized grant, that is, the one in the Distributor’s license, that represents that 
Distributor can exercise the issue right over a resource, represented as a grant, allowing to 
Everyone to play music on http://www.webmusic. Finally, the authorizer field is present, 
containing the distributor license together with the principal, Content provider, that issued 
that license to distributor on the time specified. Also issueTime property is present, and the 
field authorization story is empty. 

Once the authorization request and story files are generated, they become the input of the 
authorization model module. First the authorization proof submodule is executed and the 
authorization algorithm is proved. In the use case, due to the authorizer is present in the 
authorization story file and it has the authorization story element the Authorization Request 
and Story generation submodule is called and the two temporal authorization request and 
story files are generated. Then they are passed as inputs to the authorization algorithm and 
due to the authorization story is not present the process finishes and because of the 
conditions are satisfied the user is authorized to play the song. 
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Figure 8.7 Authorization Model Use Case 
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8.5 Conclusions 
In this chapter we have presented two different ways of providing user authorization. If 
multimedia content has associated rights expressions, before it can be accessed by an 
authorized user, it is necessary a software implementation that makes authorization 
decisions. 

The software we present uses REL licenses in the authorization decision process. The first 
implementation, REL License Interpreter, we have presented does not use any standard 
format for the user data, while the REL Interpretation Conformance uses the data format 
presented in Chapter 6. 

The result of the research carried out in this context and presented in this chapter, currently 
form part of the MPEG-21 Part 8 [57] and had been published in [87] [72] [74]. 



 

 
 
 
 
 
Chapter 9 
 

9 Formalisation of Rights expressions 
verification algorithms  
 
 
 
 
 
 

9.1 Motivation 
An important issue when distributing governed digital content is to ensure its controlled use 
and distribution. Then, the terms and conditions stated by the creator of the work must be 
enforced through the complete digital value chain. For this purpose, we have defined some 
license verification algorithms according to the different distribution mechanisms defined in 
the MPEG-21 standard [13]. This chapter presents three verification algorithms that specify 
how to determine if licenses that govern digital objects has been created according to the 
rights expressions stated by their creators when they are distributed, superdistributed or 
offered. The verification algorithms that we have specified are the distribution, delegation 
control and offers algorithms. 

These verification algorithms are used by DRM systems when licenses are generated or 
when managing the use of governed content. When generating licenses, DRM systems have 
to verify that a license is generated according to the rights and permissions stated by content 
owners or rights holder through the complete digital value chain. On the other hand, when 
controlling the use of governed content, if the license came from a non-trusted system, 
DRM systems have to verify that licenses have been generated according to the terms and 
conditions stated by its parent license.   

Finally, we present three different scenarios (one for each verification algorithm specified) 
in which a DRM system makes use of the appropriate verification algorithm specified in 
this paper to verify digital content is distributed according to the terms and conditions 
specified by its producer.  
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9.2 Formalisation of the License Distribution Verification 
Algorithm 

MPEG-21 provides mechanisms to enable distribution and superdistribution of multimedia 
content in a governed way. MPEG-21 REL has defined mechanisms to govern distribution 
and superdistriution of multimedia content by defining the issue right. Content owners and 
distributors can grant other parties of the distribution chain permissions to distribute 
manifestations of his/her works. Figure 9.1 shows graphically how governed multimedia 
content and rights expressions can be distributed in a superdistribution scenario. 
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DistribA B

Distrib D

End User A

End User B

End User C

End User D

Distrib C

 
 

Figure 9.1. Superdistribution scenario example 

 
 
MPEG-21 REL has defined the issue right that allows principals, as content creators or 
distributors, to issue the associated grant or grantGroup. These grants or grantGroups 
determine the digital resources and the rights that can be distributed. Moreover, they could 
specify the principals or groups of principals to which digital resources can be distributed 
and the conditions that shall be fulfilled in order to exercise the granted rights over these 
resources. 

If a license grants the rights to issue a resource, then the resource within this license shall be 
a grant or grantGroup. Then, the license conveys the authorisation for the principal to issue 
this grant or grantGroup (γ), that is, it conveys the authorisation under the authority of the 
issuer of the license within which γ is authorised, for γ/principal to issuer other licenses 
within which γ is authorised. 

On the other hand, the issuer element of a license contain the identification of the issuer, 
usually coupled with his digital signature for the license and specific details about the 
circumstances under which he issues the license, as the specific date and time at which this 
issuer claims to have effected his issuance of the license. Moreover, the issuer could specify 
of the mechanism or mechanisms by which he will, if he later Revokes it, post notice of 
such revocation. When checking for revocation, REL processing systems may choose to use 
any one of the identified mechanisms, that is, they are all considered equally authoritative 
as to the revocation status of the issuance of the license.  

At the instant a license is issued, the issue right must be held by the issuer of the license 
with respect to all the grants and grantGroups directly authorised therein. 
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The use of the issue right is one of the basic mechanisms by which governed multimedia 
content can be distributed throughout the multimedia delivery chain in a controlled way 
avoiding unfair use of copyrighted content. 

 

9.2.1 Rights Expressions Models  
This section specifies the distribution parent and child licenses that can be specified using 
MPEG-21 REL. First, the elements that conform a distribution license are formalised. Then, 
the format for the child licenses resulting from the parent license are specified. Finally, 
some examples are presented. 
A distribution license (see Figure 9.2 and Figure 9.3) consists of: 

- Grant or GrantGroup: This elements specifies the permissions and constraints 
granted by this distribution license. 

- Principal (π): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to issue licenses according 
to the permissions and restrictions specified within the grant (γ) or 
grantGroup (Γ) of this license. 

- Issue right (I): This right allows principals to issue the associated grant (γ') 
or grantGroup (Γ'). When a issue element is used as the right, then the 
resource against which the right is applied shall be a grant (γ) or grantGroup 
(Γ).The license grant (γ) then conveys the authorisation for the principal (π) 
to issue the grant (γ') or grantGroup (Γ') specified as a resource; that is, it 
conveys the authorisation, under the authority of the issuer (σ) of the license 
within which γ is authorised, for γ/principal (π) to issue other licenses within 
which γ' is authorised. 

- Grant (γ') or GrantGroup (Γ'). The grant or each grant of the grantGroup 
consists of: 

- Principal (π'): Entity or entities to which the γ/principal (π) could 
issue new licenses according to permissions and restriction specified 
in this grant (γ). 

- Right (ρ'): Right that could be granted by the γ/principal (π) to the 
γ'/principal (π') according to the conditions specified. 

- Resource (τ'): Digital object against which the subject principal (π') 
of a grant has the right to perform some verb according to the 
conditions specified in this grant (γ'). 

- Conditions (χ'): Conditions that must be considered in the new 
licenses issued according to the terms specified within the (γ') or 
grantGroup (Γ') of this license. 

- Conditions (χ): Conditions that must be fulfilled when issuing new licenses 
that grant the permissions and constraints specified within the grant (γ') or 
grantGroup (Γ') of this license. 

- Issuer (σ): the entity that has issued the distribution license. It contains two pieces 
of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.2 Distribution Parent License – GrantGroup issuance 
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Figure 9.3. Distribution Parent License – Grant issuance 
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According to the Distribution Parent license, the parties to which this kind of licenses are 
issued can issue licenses according to the permissions and constraint specified in the 
Distribution license. Then, a child license consists of the following elements, detailed below 
and show graphically in Figure 9.4 and Figure 9.5: 

- grant (α) or grantGroup (Α): Each of the grants or grantGroups granted by this 
license consists of: 

- Principal (Ρ): Entity or entities, as user groups, to which permissions has 
been granted. 

- Right (η): Action that principals (Ρ) can exercise over the resource (Τ) 
according to the specified conditions (Χ). 

- Resource (Τ): Digital object against which the principal (Ρ) can exercise the 
right (η) if the specified conditions (Χ) has been previously fulfilled. 

- Conditions (Χ): Terms and constraints that must be fulfilled in order to 
exercise the required action. 

- Issuer (σ’): the entity that has issued the child license according to the terms and 
conditions specified in the distribution parent license. It contains two pieces of 
information, a set of issuer-specific details with the specific date and time at which 
this issuer claims to have effected his issuance of the license and an identification of 
the issuer coupled with a digital signature for the license. 
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Figure 9.4 GrantGroup Distribution Child license 
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Figure 9.5. Grant Distribution Child License 

 

9.2.1.1 Music Distribution Use Case 
In order to clarify the relations among distribution licenses and their child licenses we 
propose a simple example of music distribution. In this use case, we consider a music 
distribution scenario in which gMusicRCLabs, a music labs producer, grants to AFC DST 
Music, a music distributor, the permissions to distribute the last album that the Labs has 
produced to the AFC music members. 

Then, the distribution license results as follows: AFC DST Music is the entity to which the 
right to issue licenses is granted according to the terms and conditions specified in this 
license. Then, AFC DST Music is the principal (π) of the distribution license. The right of 
the license is the issue right. The resource of the license is a grant formed by the principals 
to which licenses would be issued (AFC Music Club Members), the right play that they 
would exercise over the resource Waiting For the Sirens (a music album) and the conditions  
that they must fulfil in order to play the album. In this case the conditions that the AFC 
Music Club Members must fulfil are the following: they only could play the album 10 times 
during this year. On the other hand, the conditions that the music distributor shall fulfil 
when distributing licenses are specified as the conditions element (χ) of the distribution 
license. In this case AFC DST Music only would issue licenses to the AFC Music Club 
Members since July of this year. Finally, the issuer of distribution license is specified. The 
issuer element of the license contains two pieces of information, a set of issuer-specific 
details with the specific date and time, 29th of January of this year, at which this issuer 
claims to have effected his issuance of the license. And an identification of the issuer, 
gMusic RC Labs, coupled with a digital signature for the license. Figure 9.6shows the 
distribution license issued by gMusic RC Labs to AFC DST Music described. 
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Figure 9.6. Distribution license example 

 
Now, the Music Distributor could issue to the AFC Music Club Members the appropriate 
licenses to play the Waiting for the sirens music album. Then, Alice a member of this Music 
Club (Figure 9.7 shows the license that proves that Alice is member of the Music Club) 
downloads from the distributor web the music album. If Alice wants to reproduce the music 
album, as it is governed, she needs to purchase a license that gives her the appropriate 
permissions to perform the required operation. Then, Alice purchases in the Music 
Distribution web a license that gives her the permissions to play 10 times during this year 
the music album (see Figure 9.8). Note, that she could obtain the license because she is a 
member of the AFC Music Club. 
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Figure 9.7 Alice subscription license 
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Figure 9.8. End-user license 

 

9.2.1.2 Music Superdistribution Use Case 
Another example could be a superdistribution scenario. In this use case, the music labs 
producer, gMusicRCLabs, grants to AFC DST Music, a music distributor, the permissions 
to distribute the last album that the Labs has produced to the AFC music members and in 
turn, the producer also grants the distributor the permissions to allow AFC music members 
to distribute the music album to his/her friends. 
In this use case the first actor of the distribution chain, the producer, issues a license, see 
Figure 9.9, to the music distribution that grants him to issue licenses to the AFC Music Club 
Members to play the music album, Waiting For the Sirens, during this year. The producer 
also grants the music distributor to permit AFC Music Club Members to issue licenses to 
his friends to play the music album during one week. If one of the friends of an  AFC Music 
Club member wants to listen the music album during all this year instead of only one 
week, then she has visit the music distributor web page and purchase the appropriate 
license. 
The different entities of the superdistribution license (see Figure 9.9 above) are the principal 
(AFC DST Music) to which the permissions of license are granted. The issue right, then the 
distributor can issue licenses according to the terms and conditions specified in the next 
entity of this license, the resource element. The resource element of this license is the 
consumer grant that is formed by two grants. The first one grants AFC DST Music to 
distribute licenses that permit the AFC Music Club members to play the music album, 
Waiting For The Sirens, during this year. The second one grants the members to distribute 
licenses to their friends that permit them to play this album during one week. Take into 
account that the distributor can issue both kind of licenses since July of this year. This 
restriction is imposed by the conditions element of the grant element of the license. Finally, 
the issuer element consists of the digital signature of the music labs producer, 
gMusicRCLabs, and the time of issuance of the license, 29th of January of this year. 
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Figure 9.9. Superdistribution license 
 

 

Once the music distributor has agreed the terms and conditions of the licenses he can 
distribute, he can issue licenses to the AFC Music Club members. Then, the music club 
members can obtain the governed and protected music album from the distributor’s web 
site and purchase the license(s) that give them the permissions to render, adapt, etc. this 
music album. 

If this superdistriution scenario, Alice a member of the club (see Figure 9.7) downloads 
a digital object with the protected and governed music album, Waiting For The Sirens, 
from AFC DST Music web site and purchases a license that allows her to play this 
music album during all this year and to redistribute to her friends this album. In the case 
she redistribute the license to Susanne, one of her friends, Susanne could only play the 
music album during one week. If she wants to listen the album during all this year she 
has to purchase the appropriate license from the music distributor web site. 
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Figure 9.10. End user distribution and consumption license 

 

The end user distribution and consumption license (see Figure 9.10) consists of three main 
entities, two grants and the issuer of the license. The first grant element grants to Alice the 
permission to play the music album, but only during this year (restriction of the first grant). 
The second grant element grants to Alice the right to issue licenses to her friends granting 
them the permission the music album during one week. Finally, the issuer element consists 
of the digital signature of the issuer of this license, AFC DST Music, and the date at which 
this license has been issued, 15th March 2006. 

Once Alice has the digital object with the governed and protected music album and the 
appropriate license, she sends  this digital object to one of her friends, Susanne, and issues 
her a license that grants Susanne to play the album during one week. She issues the license 
according of the permissions and restrictions of the Grant 2 of the Alice distribution and 
consumption license sketched in Figure 9.10. 

Susanne’s consumption license (see Figure 9.11) consists of two main entities, the grant and 
the issuer elements. The grant element grants Susanne the permission to play the album 
during one week (end-user consumption restriction); and the issuer element consists of the 
digital signature of the distributor of the license, Alice, and the date at which the license 
was issued, 16th March 2006. 
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Figure 9.11. End user fiend’s license 
 

9.2.2 License Distribution Verification algorithm 
A key issue when distributing governed digital content is to ensure that the terms and 
conditions stated by the creator of the work are carried out through all the multimedia 
delivery chain. For this purpose, we have defined some license verification algorithms 
according to the different distribution models specified in MPEG-21 REL.  

In this section we propose a verification algorithm for distribution and superdistribution of 
governed multimedia content according to the issue model specified in MPEG-21 REL. In 
this model, the elements that specify that an actor of the multimedia delivery chain can 
distribute multimedia content and issue the appropriate license(s) to other actors of the 
value chain are the issue right and the grant or grantGroup elements representing the 
resource that can be issued. 

The distribution model algorithm specifies that a license is conformant to its parent license 
if all the following is fulfilled: 

- The Issuer element (σ’) of the Child License is Equal to Principal element (π) of the 
Parent License 

- The Right element (I) of the Parent License is the Issue right (specified in the 
MPEG-21 REL core) 

- If the Resource element (γ') of the parent license is a GrantGroup (see Figure 9.12), 
then each of the grant elements that form the GrantGroup (α) of the child license 
shall fulfil the following: 
- The Principal element (π’i) within the Grant (αi) of the Parent License Surpasses 

the Principal element (Ρi) of the Child License, that is for each of the elements 
of Ρi exists an element in π’i that is equal to it; or the Principal element (π’i) 
within the Grant element representing the resource of the Parent License is 
absent 

- The Right element (ρ'i) within the Grant (αi) of the Parent License is Equal to 
Right element (ηi)of the Child License 

- The Resource element (τ’i) within the Grant (αi) of the Parent License is Equal 
to Resource element (Τi) of the Child License 

- The Conditions element (χ’i)within the Grant (αi) of the Parent License are 
Equal to the Conditions element (Χi)of the Child License 
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- The Conditions (χ) of the Parent License are Satisfied 
- The Time Of Issuance (Τ') of the Child License is later on time that the Time Of 

Issuance (Τ) of the Parent License and the Time Of Issuance of the Child License is 
within the interval of the verification process 
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Figure 9.12. Distribution Licenses – GrantGroup Matching 

 

 
Once we have presented the most general distribution scenario, we can consider a more 
common and simpler one. In this distribution scenario, the rights holder grants to a 
distributor the right to issue simple licenses that only can specify one permission for a 
digital object (see Parent Distribution License of Figure 9.13) instead of multiple 
permissions for multiple digital objects as presented in the general distribution use case. 
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Figure 9.13. Distribution Licenses – Grant Matching 

 
Then, if we consider this simple distribution scenario the distribution model algorithm 
results as follows. It specifies that a license is conformant to its parent license if all the 
following is fulfilled: 

- The Issuer element (σ’) of the Child License is Equal to Principal element (π) of the 
Parent License 

- The Right element (I) of the Parent License is the Issue right (specified in the 
MPEG-21 REL core) 

- The Resource element (γ') of the parent license is a Grant element, then the resultant 
Grant element (α) of the Child License shall accomplish the following: 
- The Principal element (π') within the Grant (α) of the Parent License Surpasses 

the Principal element (Ρ) of the Child License, that is for each of the elements of 
Ρ exists an element in π' that is equal to it; or the Principal element (π') within 
the Grant element representing the resource of the Parent License is absent 

- The Right element (ρ') within the Grant (α) of the Parent License is Equal to 
Right element (η)of the Child License 

- The Resource element (τ’) within (α) of the Parent License is Equal to Resource 
element (Τ) of the Child License 

- The Conditions element (χ’)within the Grant (α) of the Parent License are Equal 
to the Conditions element (Χ)of the Child License 

- The Conditions (χ) of the Parent License are Satisfied 
- The Time Of Issuance (Τ') of the Child License is later on time that the Time Of 

Issuance (Τ) of the Parent License and the Time Of Issuance of the Child License is 
within the interval of the verification process 
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9.2.3 Application of the verification algorithm to a music 
distribution scenario 

This section presents how the distribution verification algorithm is applied in a music 
distribution scenario. The entities involved in this music distribution scenario, previously 
presented in section 9.2.1.1, are gMusicRCLabs, the music distributor AFC DST Music 
and AFC music club members sketched in Figure 9.14. 
In this use case gMusic RC Labs issued a license to AFC DST Music granting to distribute 
the last album they have produced, Waiting For the Sirens, to AFC Music Club Members 
since July of this year. The licenses that AFC DST Music can distribute will allow AFC 
Music Club Members to play the album 10 times during this year.  
 

End users

gMusic RC Labs

AFC DST Music
LicDist

LicCon

 
 

Figure 9.14 Music Distribution scenario 
 
Then, the distribution and consumer licenses that will make up the distribution verification 
algorithm result as specified below. Note that we use for each of the elements that form the 
licenses the notation specified for the distribution license algorithm. 
The distribution license (see Figure 9.15) consists of: 

- Grant element (γ) 
- Principal element (π): AFC DST Music 
- Right element (I): issue right 
- Resource element (γ’): Grant formed by the principal (π’) to which licenses 

would be issued (AFC Music Club Members), the play right (ρ’) that music 
club members would exercise over the resource (τ’) Waiting For the Sirens 
(a music album) and the conditions (χ’)  that consumers must fulfil in order 
to play the album. In this case the conditions that the AFC Music Club 
Members must fulfil are the following: they only could play the album 10 
times during this year. 

- Conditions element (χ): Indicates that the distributor can issue licenses 
according to the permissions and restriction specified in the previous 
element, the Resource element (γ’), since July of this year. 
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- Issuer element: contain two pieces of information, the identification of the issuer 
(σ), gMusicRCLabs, and the time of issuance (T) of this license, 2006-01-
29T17:00:00. 

 
On the other hand, the consumer license (see Figure 9.15)  consists of: 

- Grant element (α) 
- Principal element (Ρ): Alice, a music club member 
- Right element (η): play right 
- Resource element (Τ): Waiting For The Sirens 
- Conditions element (Χ): Indicates that Alice can play the music album, 

Waiting For The Sirens, 10 times during this year. 
- Issuer element: contain two pieces of information, the identification of the issuer 

(σ'), AFC DST Music, and the time of issuance (T’) of this license, 2006-02-
15T21:00:00. 
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Figure 9.15 Music distribution licenses verification  
 
In order to verify that the consumer license has been created according to the permissions 
and constraints specified by the rights holder, gMusic RC Labs, the license verification 
algorithm will be applied. It specifies that a license is conformant to its parent license and 
valid if all the following is fulfilled: 

- The Issuer element (σ’) of the Consumer License, AFC DST Music, is Equal to 
Principal element (π) of the Distribution License, AFC DST Music. 
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- The Right element (I) of the Distribution License is the Issue right  
- The Resource element (γ') of the Distribution License is a Grant element, then the 

resultant Grant element (α) of the Consumer License shall fulfil the following: 
- The Principal element (π') within the Grant (γ') of the Distribution License, AFC 

Music Club Members, Surpasses the Principal element (Ρ) of the Consumer 
License, Alice. That is for each of the elements of Ρ exists an element in π' that 
is equal to it. In this case, as Alice is member of the AFC Music Club (see 
license in Figure 9.7), for Ρ (Alice) exists an element in π' (AFC Music Club 
Members) representing her. 

- Right element (ρ') within the Grant (γ')of the Distribution License, play, is 
Equal to Right element (η)of the Consumer License, play. 

- The Resource element (τ’) within the Grant (γ') of the Parent License, Waiting 
For The Sirens, is Equal to Resource element (Τ) of the Consumer License, 
Waiting For The Sirens. 

- Conditions element (χ’) within the Grant (γ') of the Distribution License, 
exerciseLimit set to 10 and validityInterval set to this year, are Equal to the 
Conditions element (Χ)of the Consumer License, exerciseLimit set to 10 and 
validityInterval set to this year. 

- The Conditions (χ) of the Distribution License are Satisfied. Consumer license has 
issued on 1st February 2006 that is before July of this year. 

- The Time Of Issuance (Τ') of the Consumer License, 2006-02-15T21:00:00, is later 
on time that the Time Of Issuance (Τ) of the Distribution License, 2006-01-
29T17:00:00, and the Time Of Issuance of the Consumer License is within the 
interval of the verification process. 

 

9.2.4  Application of the verification algorithm to a music 
superdistribution scenario 

This section presents how multimedia content can be superdistributed in a controlled way. 
To enable this business model, we have specified a verification algorithm that allows DRM 
systems to control superdistribution of multimedia content. 
This example presents how the distribution verification algorithm is applied in a music 
superdistribution scenario. The entities involved in this music distribution scenario, 
previously presented in section 9.2.1.1, are gMusicRCLabs, the music distributor AFC DST 
Music and AFC music club members sketched in Figure 9.16. 
In this use case gMusic RC Labs issued a license to AFC DST Music granting the 
permissions to distribute the last album they have produced, Waiting For the Sirens, to AFC 
Music Club Members since July of this year. Moreover, gMusic RC Labs also allows to 
AFC DST Music to issue licenses to AFC music club members granting them permissions 
to distribute this album to their friends, but they also are allowed to play the album during 
one week.   
The licenses that AFC DST Music can distribute will allow AFC Music Club Members to 
play the album this year and to distribute the album to their friends. On the other hand, the 
licenses that the AFC Music Club Members can distribute will allow to their friends to play 
the album during one week. If they want to play during all the year they must purchase the 
appropriate license in the AFC DST Music web page.  
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Figure 9.16 Music Superistribution scenario 

 
 
In this use case the licenses there are three different types of licenses, superdistribution 
licenses, distribution and consumption licenses and consumption licenses. 
Then, the superdistribution license (see Figure 9.17) consists of: 

- Grant element (γ) 
- Principal element (π): AFC DST Music 
- Right element (I): issue right 
- Resource element (γ’): GrantGroup formed by two grants, the first one for 

consumption of the distributed content and the second one enabling 
superdistribution of the album. 

 Consumption grant (Grant1) is formed by the principal (π1’) to 
which licenses would be issued (AFC Music Club Members), the 
play right (ρ1’) that music club members would exercise over the 
resource (τ1’) Waiting For the Sirens (a music album) and the 
conditions (χ1’)  that consumers must fulfil in order to play the 
album. In this case the conditions that the AFC Music Club 
Members can only play the music album during this year. 

 Distribution grant (Grant2) is formed by the principal (π2’) to which 
licenses would be issued (AFC Music Club Members), the issue 
right (ρ2’) that allows music club members to issue the  resource 
(Grant21). This grant is formed by the principal (ρ21’) to which 
licenses can be issued, in this use case are the friends of the music 
club members. The resource (τ21’) Waiting For the Sirens (a music 
album) and the conditions (χ21’)  that consumers must fulfil in order 
to play the album. In this case the conditions state that the friends of 
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the AFC Music Club Members can only play the music album 
during one week. 

- Conditions element (χ): Indicates that the distributor can issue licenses 
according to the permissions and restrictions specified in the grantGroup (γ’) 
element of this license, since July of this year. 

- Issuer element: contain two pieces of information, the identification of the issuer 
(σ), gMusicRCLabs, and the time of issuance (T) of this license, 2006-01-
29T17:00:00. 

 
 
On the other hand, the consumption and distribution license (see Figure 9.17)  consists of: 

- GrantGroup element (α) 
- Grant1 

 Principal element (Ρ1): Alice, a music club member 
 Right element (η1): play right 
 Resource element (Τ1): Waiting For The Sirens 
 Conditions element (Χ1): Indicates that Alice can play the music 

album, Waiting For The Sirens during this year. 
- Grant2 

 Principal element (Ρ2): Alice, a music club member 
 Right element (η2): issue right 
 Resource element (Τ2): grant that enables the controlled distribution 

of the music album to the friends of the music club members and 
allow them to play it during one week 

- Issuer element: contain two pieces of information, the identification of the issuer 
(σ'), AFC DST Music, and the time of issuance (T’) of this license, 2006-02-
15T21:00:00. 

 
 
Finally, the consumption license (see Figure 9.17)  consists of: 

- Grant element (α) 
- Principal element (Ρ): Susanne, Alice’s friend 
- Right element (η): play right 
- Resource element (Τ): Waiting For The Sirens 
- Conditions element (Χ): Indicates that Susanne can play the music album, 

Waiting For The Sirens during one week one she has obtained the music 
album. 

- Issuer element: contain two pieces of information, the identification of the issuer 
(σ'), Alice, and the time of issuance (T’) of this license, 2006-02-16T19:20:05. 
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Figure 9.17 Superdistribution licenses verification 

 
In order to verify that the music club member license, that enables superdistribution and 
consumption, has been created according to the permissions and constraints specified by the 
rights holder, gMusic RC Labs, the license verification algorithm will be applied. It 
specifies that a license is conformant to its parent license and valid if all the following is 
fulfilled: 

- The Issuer element (σ’) of the Consumer License, AFC DST Music, is Equal to 
Principal element (π) of the Distribution License, AFC DST Music. 

- The Right element (I) of the Distribution License is the Issue right  
- The Resource element (γ') of the Distribution License is a GrantGroup element, then 

the resultant GrantGroup element (α) of the Consumer License shall fulfil the 
following: 
- Grant1 shall fulfil the following 

o The Principal element (π1') within the Grant1 of the Distribution 
License, AFC Music Club Members, Surpasses the Principal element 
(Ρ1) of the Music Club Member License, Alice. That is for each of the 
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elements of Ρ exists an element in π1' that is equal to it. In this case, as 
Alice is member of the AFC Music Club (see license in Figure 9.7), for 
Ρ1 (Alice) exists an element in π1' (AFC Music Club Members) 
representing her. 

o Right element (ρ1') within the Grant1 of the Distribution License, play, 
is Equal to Right element (η1) of the Music Club Member License, play. 

o The Resource element (τ1’) within the Grant1 of the Parent License, 
Waiting For The Sirens, is Equal to Resource element (Τ1) of the Music 
Club Member License, Waiting For The Sirens. 

o Conditions element (χ1’) within the Grant1 of the Distribution License, 
validityInterval set to this year, is Equal to the Conditions element (Χ1) 
of the Music Club Member License, validityInterval set to this year. 

- Grant2 shall fulfil the following 
o The Principal element (π2') within the Grant2 of the Distribution 

License, AFC Music Club Members, Surpasses the Principal element 
(Ρ2) of the Music Club Member License, Alice. That is for each of the 
elements of Ρ2 exists an element in π2' that is equal to it. In this case, as 
Alice is member of the AFC Music Club (see license in Figure 9.7), for 
Ρ2 (Alice) exists an element in π2' (AFC Music Club Members) 
representing her. 

o Right element (ρ2') within the Grant2 of the Distribution License, issue, 
is Equal to Right element (η2)of the Music Club Member License, issue. 

o Resource element of the Music Club Member license (Grant_21) 
results from the resource element of the Parent License (Grant21). 
Then, this grant shall fulfil the following: 

 The Principal element (π21') within the Grant21 of the 
Distribution License, Music Club Member Friends, is Equal to 
the Principal element (Ρ21) of the Music Club Member License, 
Music Club Member Friends. 

 Right element (ρ21') within the Grant21 of the Distribution 
License, play, is Equal to Right element (η21) within the 
Grant_21 element of the Music Club Member License, play. 

 The Resource element (τ21’) within the Grant21 of the Parent 
License, Waiting For The Sirens, is Equal to Resource element 
(Τ21) within the Grant_21 element of the Music Club Member 
License, Waiting For The Sirens. 

 Conditions element (χ21’) within the Grant21 of the Distribution 
License, validityInterval set to this year, is Equal to the 
Conditions element (Χ21) within the Grant_21 element of the 
Music Club Member License, validityInterval set to this year. 

o Conditions element (χ21’) within the Grant21 of the Distribution 
License, validityInterval set to this year, are Equal to the Conditions 
element (Χ21) within the Grant_21 Music Club Member License, 
validityInterval set to this year. 

- The Conditions (χ) of the Distribution License are Satisfied. Consumer license has 
issued on 1st February 2006 that is before July of this year. 
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- The Time Of Issuance (Τ') of the Consumer License, 2006-02-15T21:00:00, is later 
on time that the Time Of Issuance (Τ) of the Distribution License, 2006-01-
29T17:00:00, and the Time Of Issuance of the Consumer License is within the 
interval of the verification process. 

 
In order to verify that the music club member friend license (consumption license) has been 
created according to the permissions and constraints specified by the rights holder, gMusic 
RC Labs, the license verification algorithm will be applied. It specifies that a license is 
conformant to its parent license and valid if all the following is fulfilled: 

- The Issuer element (σ’) of the Consumer License, Alice, is Equal to Principal 
element (π2') of its Distribution License, Alice. 

- The Right element (I) of the Music Club Member License is the Issue right  
- The Resource element (Grant2) of the Music Club Member License is a Grant 

element, then the resultant Grant element (α) of the Consumer License shall fulfil 
the following: 

- The Principal element (π21') within the Grant (γ') of the Music Club Member 
License, AFC Music Club Members Friends, Surpasses the Principal element 
(Ρ) of the Consumer License, Susanne. That is for each of the elements of Ρ 
exists an element in π21' that is equal to it. In this case, as Susanne is a friend 
of Alice. 

- Right element (ρ21') within the Grant21 of the Music Club Member License, 
play, is Equal to Right element (η)of the Consumer License, play. 

- The Resource element (τ21’) within the Grant (γ') of the Parent License, 
Waiting For The Sirens, is Equal to Resource element (Τ) of the Consumer 
License, Waiting For The Sirens. 

- Conditions element (χ21’) within the Grant21 of the Music Club Member 
License, one week validity interval, are Equal to the Conditions element (Χ)of 
the Consumer License, one week validity interval. 

- The Time Of Issuance (Τ') of the Consumer License, 2006-02-19T19:20:05, is later 
on time that the Time Of Issuance (Τ) of the Music Club Member License, 2006-02-
15T21:00:00, and the Time Of Issuance of the Consumer License is within the 
interval of the verification process. 

 

9.3 Formalisation of the Delegation Control Verification 
Algorithm 

 MPEG-21 REL has defined the delegation control feature in order to enable infinite 
redistribution of governed multimedia content. This mechanism is used in distribution 
scenarios to control the delegation of permissions and constrains over governed multimedia 
content. With this mechanism, the rights holder can specify that the licensee can delegate 
the permissions that a grant or grantGroup conveys. 

A license that enables infinite redistribution shall have a grant that contains a 
delegationControl element, which enables the principal to whom that grant is issued to 
delegate it. Moreover, the license issuer can impose constraints on delegation, for example 
controls on adding or changing conditions during delegation, the allowable depth of the 
delegation chain and/or the principal to whom the grant or grantGroup may be delegated. 
These constraints depend of the child element of the delegation control: 
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- ConditionIncremental element allows conditions to be added during delegation.  
- ConditionUnchanged element allows to specifically prevent to add conditions 

during delegation. If a grant contains a conditionUnchanged in a delegationControl 
when it is delegated can not contain more conditions than the stated initially.  

- DepthConstraint element allows specifying the number of times that a grant can be 
delegated. 

- ToConstraint element allows specifying the principals to whom the grant may be 
delegated. 

When a principal delegates a grant the delegated license must contain a delegationControl 
compatible with the delegationControl element in the original license and it must be at least 
as restrictive as in the original one. 
 

9.3.1 Rights Expressions Models  
This section specifies the distribution parent and child licenses that can be specified using 
delegationControl mechanism defined in MPEG-21 REL. First, the elements that conform a 
distribution license are formalised. Then, the format for the child licenses resulting from the 
parent license are specified. Finally, some examples are presented. These licenses are 
classified according to the constraints imposed by the user. Then, we present four different 
types of distribution licenses that are delegation control condition incremental, delegation 
control condition unchanged, delegation control depth constraint and delegation control to 
constraint. 
 

9.3.1.1 Delegation Control to Constraint 
The delegation control to constraint model allows the infinite distribution of multimedia 
content in a controlled way. Using this mechanism content owners and distributors can state 
the principals to whom his content will be distributed. 
A parent distribution license (see Figure 9.18) consists of: 

- Grant or GrantGroup (γ): This elements specifies the permissions and constraints 
granted by this distribution license. 

- DelegationControl (δ): This element enables the delegation of the entire 
grant or grantGroup. Its child element toConstraint specifies the principals 
to whom the Principal (π) can delegate this grant or grantGroup. 

- Principal (π): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (ρ) and 
to delegate this grant or grantGroup.  

- Right (ρ): Right that the principal (π) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (χ).This right also could be delegated by the principal 
(π). 

- Conditions (χ): Conditions that must be fulfilled.  
- Issuer (σ): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.18. Parent License – Delegation control toConstraint 

 
 
A child distribution license (see Figure 9.19) consists of: 

- Grant or GrantGroup (α): This elements specifies the permissions and constraints 
granted by this distribution license. 

- DelegationControl (δ'): This element enables the delegation of the entire 
grant or grantGroup. Its child element toConstraint specifies the principals 
to whom the Principal (Ρ) can delegate this grant or grantGroup. 

- Principal (Ρ): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (η) and 
to delegate this grant or grantGroup.  

- Right (η): Right that the principal (Ρ) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (Τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (Χ).This right also could be delegated by the principal 
(Ρ). 

- Conditions (Χ): Conditions that must be fulfilled.  
- Issuer (σ'): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.19. Child License – Delegation control toConstraint 

 

9.3.1.2 Delegation Control Condition Incremental 
The delegation control to constraint model allows the infinite distribution of multimedia 
content in a controlled way. Using this mechanism content owners and distributors can state 
a minimum set of conditions that must be fulfilled when using or distributing his content. 
Moreover, additional conditions can be added by the other actors of the value chain during 
the delegation process. 
A parent distribution license (see Figure 9.20) consists of: 

- Grant or GrantGroup (γ): This elements specifies the permissions and constraints 
granted by this distribution license. 

- DelegationControl (δ): This element enables the delegation of the entire 
grant or grantGroup. Its child element conditionIncremental allows to the 
Principal (π) of this grant to add conditions during the delegation of this 
grant or grantGroup (γ). 

- Principal (π): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (ρ) and 
to delegate this grant or grantGroup.  

- Right (ρ): Right that the principal (π) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (χ).This right also could be delegated by the principal 
(π). 

- Conditions (χ): Conditions that must be fulfilled.  
- Issuer (σ): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.20. Parent License – Delegation control condition incremental 

 
A child distribution license (see Figure 9.21) consists of: 

- Grant or GrantGroup (α): This elements specifies the permissions and constraints 
granted by this distribution license. 

- DelegationControl (δ'): This element enables the delegation of the entire 
grant or grantGroup. Its child element conditionIncremental allows to the 
Principal (Ρ) of this grant to add conditions during the delegation of this 
grant or grantGroup (α). 

- Principal (Ρ): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (η) and 
to delegate this grant or grantGroup.  

- Right (η): Right that the principal (Ρ) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (Τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (Χ).This right also could be delegated by the principal 
(Ρ). 

- Conditions (Χ): Conditions that must be fulfilled.  
- Issuer (σ'): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.21. Child License – Delegation control condition incremental 

 

9.3.1.3 Delegation Control Condition Unchanged 
The delegation control to constraint model allows the infinite distribution of multimedia 
content in a controlled way. Using this mechanism content owners and distributors can state 
the conditions that must be fulfilled when using or distributing his content. This model does 
not allow the addition of new conditions when distributing the content. 
A parent distribution license (see Figure 9.22) consists of: 

- Grant or GrantGroup (γ): This elements specifies the permissions and constraints 
granted by this distribution license. 

- DelegationControl (δ): This element enables the delegation of the entire 
grant or grantGroup. Its child element conditionUnchanged specifically 
prevent to add conditions to the Principal (π) of this grant or grantGroup (γ) 
during delegation. 

- Principal (π): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (ρ) and 
to delegate this grant or grantGroup.  

- Right (ρ): Right that the principal (π) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (χ).This right also could be delegated by the principal 
(π). 

- Conditions (χ): Conditions that must be fulfilled.  
- Issuer (σ): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.22. Parent License – Delegation control condition unchanged 

 

A child distribution license (see Figure 9.23) consists of: 
- Grant or GrantGroup (α): This elements specifies the permissions and constraints 

granted by this distribution license. 
- DelegationControl (δ'): This element enables the delegation of the entire 

grant or grantGroup. Its child element conditionUnchanged specifically 
prevent to add conditions to the Principal (Ρ) of this grant or grantGroup (α) 
during delegation. 

- Principal (Ρ): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (η) and 
to delegate this grant or grantGroup.  

- Right (η): Right that the principal (Ρ) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (Τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (Χ).This right also could be delegated by the principal 
(Ρ). 

- Conditions (Χ): Conditions that must be fulfilled.  
- Issuer (σ'): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.23. Child License – Delegation control condition unchanged 

 

9.3.1.4 Delegation Control Depth Constraint 
The delegation control depth constraint model allows the superdistribution and use of 
multimedia content in a controlled way. Using this mechanism content creators and 
distributors can state the maximum number of times that his content can be used and 
distributed. 

A parent distribution license (see Figure 9.24) consists of: 
- Grant or GrantGroup (γ): This elements specifies the permissions and constraints 

granted by this distribution license. 
- DelegationControl (δ): This element enables the delegation of the entire 

grant or grantGroup. Its child element depthConstraint specifically 
determines the depth constraint for this grant or grantGroup (γ). The 
distribution depth is fixed by the issuer (σ) of this license.  

- Principal (π): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (ρ) and 
to delegate this grant or grantGroup.  

- Right (ρ): Right that the principal (π) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (χ).This right also could be delegated by the principal 
(π). 

- Conditions (χ): Conditions that must be fulfilled.  
- Issuer (σ): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.24. Parent License – Delegation control depth constraint 

 
A child distribution license (see Figure 9.25) consists of: 

- Grant or GrantGroup (α): This elements specifies the permissions and constraints 
granted by this distribution license. 

- DelegationControl (δ'): This element enables the delegation of the entire 
grant or grantGroup. Its child element depthConstraint is specified 
according to the depth stated by the issuer (σ) of its parent license. 

- Principal (Ρ): The unique identification of an entity involved in the granting 
or exercising of rights. This principal is granted to exercise the right (η) and 
to delegate this grant or grantGroup.  

- Right (η): Right that the principal (Ρ) can exercise if the conditions (χ) are 
fulfilled.  

- Resource (Τ): Digital object against which the subject principal (π) of this 
grant has the right to perform some verb according to the conditions 
specified in this grant (Χ).This right also could be delegated by the principal 
(Ρ). 

- Conditions (Χ): Conditions that must be fulfilled.  
- Issuer (σ'): the entity that has issued the distribution license. It contains two pieces 

of information, a set of issuer-specific details with the specific date and time at 
which this issuer claims to have effected his issuance of the license and an 
identification of the issuer coupled with a digital signature for the license. 
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Figure 9.25. Child License – Delegation control depth constraint 

 

 

9.3.2 Delegation Control Verification Algorithm 
A key issue when distributing governed digital content is to ensure that the terms and 
conditions stated by the creator of the work are carried out through all the multimedia 
delivery chain. For this purpose, we have defined some license verification algorithms 
according to the different distribution models specified in MPEG-21 REL.  

This section presents a verification algorithm for superdistribution of governed multimedia 
content. This verification algorithm will be used by any system that provides distribution of 
governed content. Then, when a new license is generated the verification algorithm should 
be applied to guarantee that the terms and conditions that govern the multimedia content are 
satisfied. 

The delegation control verification algorithm specifies that a license is valid according to 
the terms and conditions specified by its parent license if all the following is fulfilled: 

- The Grant element of the Parent License (γ) has the delegationControl element 
- The Principal element (Ρ) of the Child License is Allowed by the delegationControl 

element of the Parent License if toConstraint element is present or is anyone if 
absent 

- The Right element (η) of the Child License is Equal to the Right element (ρ) of the 
Parent License 

- The Resource element (Τ) of the Child License is Equal to the Resource element (τ) 
of the Parent License 

- The Conditions (Χ) of the Child License are Allowed by the delegationControl of 
the Parent License 
- If toConstraint (see Figure 9.26) is present in delegationControl of the Parent 

License. Then, the Conditions (Χ) of the Child License are at least the same of 
Conditions (χ) of the Parent License and the principal (Ρ) of the ChildLicense 
has to be Allowed by delgationControl Parent License as follows: 
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- If the Parent License has a forAll element with a pattern within the 
toConstraint element, then Principal (Ρ) of the Child License satisfies the 
Pattern 

- If the Parent License has a Principal (π) within the toConstraint element, 
then it is Equal to the Principal (Ρ) of the Child License 

- If conditionUnchanged (see Figure 9.27) is present in the delegationControl 
element of the Parent License, then the Conditions (Χ) of the Child License are 
Equal to the Conditions (χ) of the Parent License 

- If conditionIncremental (see Figure 9.28) is present in the delegationControl 
element of the Parent License, then the Conditions (Χ) of the  Child License are 
at least the same of the Conditions (χ) in the Parent License 

- If depthConstraint (see Figure 9.29) is present in delegationControl element of 
the Parent License, then:  

- DepthIncremental element of the Child License is equal to the 
depthIncremental of the Parent License less one 

- If dcConstraint (see Figure 9.30) is present in delegationControl of the Parent 
License, then: 

- The Principal element (Ρ) of the Child License is allowed by dcConstraint 
- The Conditions (Χ) of the Child License are allowed by dcConstraint 
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Figure 9.26 Superdistribution of Licenses – Delegation Control to constraint 
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Figure 9.27 Superdistribution of Licenses – Delegation Control condition unchanged 
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Figure 9.28 Superdistribution of Licenses – Delegation Control condition incremental 
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Figure 9.29 Superdistribution of Licenses – Delegation Control depth constraint 
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Figure 9.30 Superdistribution of Licenses – Delegation Control dcConstraint 
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9.3.3 Application of the delegation control verification 
algorithm to a superdistribution scenario 

This section proposes a multi-tier distribution scenario in order to illustrate the application 
of the delegation control verification algorithm when delegating rights. 

In this use case a publisher (MTs Publisher) issues to a distributor (eBooks DST) a license 
that grants him the right to play and an e-book (The Buried Life) and to delegate this right 
to end-users according to the conditions specified by the publisher. Figure 9.31 shows 
graphically the superdistribution scenario described. 
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Figure 9.31 E-Books superdistribution scenario 

 
 
In this scenario the publisher issues to the distributor a delegation control license (see 
Figure 9.32) that contains the following elements granting him to view the e-Book during 
this year and to distribute to end-users this e-Book. Then, the distributor license is made up 
of the following elements: a grant element that specifies that the principal of the license, the 
eBooks DST, can view the e-book “The buried life” during this year and issue licenses to 
end-users, this is indicated by the delegationControl element that contains the 
depthConstraint element set to 1, that can view the e-book only during this year also; and 
the issuer element that contains the identification of the issuer, MTs Publisher, a digital 
signature for the license and the date and time at which the license was issued. 
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Figure 9.32 e-Book Distributor license 

Once the distributor has obtained license presented in Figure 9.32, he can distribute the 
e-Book to end-users that grant them the permissions to view the e-Book during this year. 
The licenses that can issue the distributor are sketched in Figure 9.33. This licenses contains 
a grant element with a delegation control depth constraint element set to 0, the principal that 
will identify an end-user, the play right, “The buried life” resource and the conditions 
element will restrict the use of the book to this year. Finally, the issuer element of the grant 
will identify the distributor, eBooks DST, and detail the date and time at which the license 
was issued. 
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Figure 9.33 End-user license 

In the scenario presented in this section the delegation control verification algorithm will be 
applied in two cases, first when an end-user tries to purchase a license that grants him the 
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right to view the e-book and on the other hand when the end-user tries to play this book in a 
non-trusted system. 

Then, if we consider the first case, when the distributor requests to a license generator 
service the issuance of a license to an end-user, Peter that grants him the right to play the 
“The Buried Life” e-book during this year, this service has to verify that the distributor can 
distribute the e-book according to the terms and permissions specified. Then, the 
verification algorithm is applied:  

- The Grant element of the Distributor License (γ) has the delegationControl element 
- The Principal element (Ρ) of the End-User License, Peter, is Allowed by the 

delegationControl element of the Distributor License if toConstraint element is 
present or is anyone if absent 

- The Right element (η) of the End-User License, play, is Equal to the Right element 
(ρ) of the Distributor License, play  

- The Resource element (Τ) of the End-User License, The Buried Life, is Equal to the 
Resource element (τ) of the Distributor License, The Buried Life 

- The Conditions (Χ) of the End-User License, during this year, are Allowed by the 
delegationControl of the Distributor License, during this year 
- If depthConstraint is present in delegationControl element of the Distributor 

License, then:  
- DepthIncremental element of the End-User License, 1, is equal to the 

depthIncremental of the Distributor License less one, 0 
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Figure 9.34 Delegation control verification algorithm for the use case 

 
In this use case (see Figure 9.34) Peter’s license is valid according to the terms and 
conditions specified by eBooks DST license as all the statements specified in the delegation 
control verification algorithms are fulfilled. 
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9.4 Formalisation of the Offers Verification Algorithm 
MPEG-21 REL specifies offers that can be conceptualised as advertisements. This kind of 
licenses allow to the actors of the value chain to obtain other licenses from publishers, 
distributors, etc. according to the terms and conditions specified in the offer license. Offer 
licenses can be used by negotiation mechanisms that will resolve the permissions and 
constraints of the consumer licenses. 

A simple example could be an offer license granting to any consumer the chance to obtain a 
license that allows him to play a music album during all this year. Then, when a consumer 
exercises the obtain right, the distributor issues him a license containing the offered grant 
that will permit to the consumer to play the album during all this year. 

The main feature that this kind of licenses has in common is that they offer a grant. Then, 
the license issuer can offer a grant by specifying it as the resource for an obtain right. 
 

9.4.1 Rights Expressions Models 
This section specifies the distribution parent and child licenses that can be specified using 
offers mechanism defined in MPEG-21 REL. First, the elements that conform an offer 
license are formalised. Then, the format for the child licenses resulting from the parent 
license is specified. Finally, some examples are presented. 

An offer license has two key elements the obtain right and the offered grant that is specified 
as the resource of the license. The offer licenses are made up of the following elements: 

- Grant (γ): This elements specifies the permissions and constraints granted by 
this distribution license 

- Principal (π): The unique identification of an entity or entities involved in 
the granting or exercising of rights.  

- Right (O): This element is the obtain right. 

- Resource (τ): The resource element is a grant (γ') or grantGroup (Γ') that can 
be obtained by the principal (π) of this license. The grant or each grant of 
the grantGroup consists of: 

- Principal (πi'): Entity or entities to which new licenses can be issued 
according to permissions and restriction specified in this grant (γi). 

- Right (ρi'): Right that could be granted to the γi'/principal (πi') 
according to the conditions specified. 

- Resource (τi'): Digital object against which the subject principal (πi') 
of a grant has the right to perform some verb according to the 
conditions specified in this grant (γi'). 

- Conditions (χi'): Conditions that must be considered in the new 
licenses issued according to the terms specified within the grant (γi') 
of this license. 

- Conditions (χ): Conditions that must be fulfilled when issuing new licenses 
granting the permissions and constraints specified within the grantGroup 
(Γ') or grant (γ') of this license. 
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- Issuer (σ): the entity that has issued the distribution license. It contains two 
pieces of information, a set of issuer-specific details with the specific date and 
time at which this issuer claims to have effected his issuance of the license and 
an identification of the issuer coupled with a digital signature for the license. 
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Figure 9.35 Parent Offer License – GrantGroup model 
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Figure 9.36 Parent Offer license – Grant model 

 
 
According to the Offer license, the kind licenses that can be issued to consumers consist of 
the following elements, detailed below and show graphically in Figure 9.37 and Figure 
9.38: 

- grant (α) or grantGroup (Α): Each of the grants or grantGroups granted by this 
license consists of: 

- Principal (Ρi): Entity or entities, as user groups, to which permissions has 
been granted. 

- Right (ηi): Action that principals (Ρi) can exercise over the resource (Τi) 
according to the specified conditions (Χi). 

- Resource (Τi): Digital object against which the principal (Ρi) can exercise the 
right (ηi) if the specified conditions (Χi) has been previously fulfilled. 

- Conditions (Χi): Terms and constraints that must be fulfilled in order to 
exercise the required action. 

- Issuer (σ’): the entity that has issued the child license according to the terms and 
conditions specified in the distribution parent license. It contains two pieces of 
information, a set of issuer-specific details with the specific date and time at which 
this issuer claims to have effected his issuance of the license and an identification of 
the issuer coupled with a digital signature for the license. 
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Figure 9.37 GrantGroup consumer license 
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Figure 9.38 Grant Consumer license 
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9.4.2 License Offers Verification algorithm 
This section presents a verification algorithm for offers of governed multimedia content. 
This verification algorithm will be used by any DRM system that provides this feature. 
Then, when a new license is generated the verification algorithm should be applied to 
guarantee that the terms and conditions that govern the offered multimedia content are 
satisfied. 

The offers verification algorithm that we have specified determines if a license is valid 
according to the terms and conditions specified by its parent license if all the following is 
fulfilled: 

- Right element of the Parent License is Obtain 

- Principal element (π’) within the Grant (α) of the Parent License Surpasses the 
Principal element (Ρ) of the Child License. That is, for each of the elements of 
Ρ exists an element in π’ that is equal to it.  Or the Principal element (π’) within 
the Grant (α) of the Parent License is absent. 

- Right element (η) of the Child License is Equal to the Right element (ρ’) 
within the Grant (α) of the Parent License 

- Resource element (Τ) of the Child License is Equal to the Resource element 
(τ’) within the Grant (α) of the Parent License 

- Conditions element (Χ) of the Child License is Equal to the Conditions element 
(χ') within the Grant (α) of the Parent License 

- Conditions (χ) of the parent license are satisfied 
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Figure 9.39 Offers verification algorithm 
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9.4.3 Application of the offers verification algorithm to a 
distribution scenario 

 

In this section we present a simple distribution scenario in which a publisher advertises to 
consumers that they can view his last e-book with a special price. In this use case, the 
publisher will distribute digital objects that will contain a reference to the e-Book and some 
metadata regarding to the e-book (title, author, genre, etc.) and to the protection and 
governance information (licenses, information related to the protection tools, etc.). Within 
the governance information the publisher will include the offer license in order to allow 
users to obtain licenses that allow them to consume the governed content according to the 
terms specified in the offer license. Figure 9.40 shows graphically the use case proposed. 
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Figure 9.40 e-Book distribution scenario – Publisher special offers 

 
The offer license is made up two main elements the grant that specifies that any consumer 
can obtain a license granting him the right to view the eBook “The Buried Life” during this 
year if he pays 5 €. On the other hand the issuer element identifies the issuer of this offer 
license, MT Publisher, and the time at which this license was issued. Finally, the license is 
signed to guarantee its integrity and authenticity. 

Once the publisher has stated the terms of the offer, the offer license sketched in Figure 
9.41 is associated to the digital object that contains the eBook protected in some way, with 
other metadata as information related to the protection tools. Then, any consumer can obtain 
a license granting him the right to view the eBook. 
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Figure 9.41 Offer license – eBooks distribution scenario 

 
If a consumer is interested in the offer, then he exercises right to obtain a consumption 
license according the terms stated by the publisher in the offer license. Once the user has 
paid the 5€ a license service sends to the user the corresponding consumption license. This 
license grants him (Peter) the right to view the eBook during this year. Peter’s consumption 
license is shown in Figure 9.42. 
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Figure 9.42 Consumption license – eBooks distribution scenario 

 
Before the license creator service sends to Peter his consumption license, it must verify that 
the created license is valid according to the terms and stated in his parent license and that 
the condition has been satisfied, in this use case the user must have paid the correspondent 
fee. The, the offers verification algorithm that we have specified in this section must be 
applied. 
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The offers verification algorithm that we have specified determines if a license is valid 
according to the terms and conditions specified by its parent license if all the following is 
fulfilled: 

- Right element of the Parent License is Obtain 
- Principal element (π’) within the Grant (α) of the Parent License (Anyone) 

Surpasses the Principal element (Ρ) of the Child License (Peter). That is, for 
each of the elements of Ρ (Peter) exists an element in π’ that is equal to it 
(Anyone).   

- Right element (η) of the Child License (play) is Equal to the Right element (ρ’) 
within the Grant (α) of the Parent License (play). 

- Resource element (Τ) of the Child License (“The buried life”) is Equal to the 
Resource element (τ’) within the Grant (α) of the Parent License (“The buried 
life”). 

- Conditions element (Χ) of the Child License (Exercise granting rights during 
this year) is Equal to the Conditions element (χ') within the Grant (α) of the 
Parent License (Exercise granting rights during this year).  

- Conditions (χ) of the parent license are satisfied (Payment service verifies that 
the user has paid the 5€). 

- Issuer element (σ)of the Parent License (MT Publisher) Surpasses the Issuer 
element (σ') of the Child License (MT Publisher). That is, for each of the 
elements of σ exists an element in σ' that is equal to it. In this use case they are 
equal. 
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Figure 9.43 Offers verification algorithm – Application to the distribution use case 
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9.5 Conclusions 
This chapter has presented mechanisms to enforce rights when distributing governed 
multimedia content. It addresses three different ways of sharing governed multimedia 
content that are distribution, infinite redistribution and offers.  

Then, we have defined three verification algorithms that will be used by any DRM system 
to ensure that the rights and conditions stated by the content owner are respected when 
distributing digital manifestations of his work. Moreover, in order to illustrate each of them, 
we have presented different distribution, superdistribution and multi-tier scenarios in which 
music producers or publishers allow distribution or superdistribution of their works. Then, 
the verification algorithms resolve if digital assets have been distributed according to the 
terms and conditions stated by its producers through the complete digital value chain. 

We will further study the necessity of defining verification mechanisms to enable DRM 
systems to support the adaptation and modification of content through the complete digital 
value chain according to the terms and conditions stated by content owners. 

 
 
 
 



 

 
 
 
 
 
Chapter 10 
 

10 Intellectual Property Protection Information 
Standardisation 
 
 
 
 
 
 

10.1 Motivation 
Part 4 of the MPEG 21 standard, Intellectual Property Management and Protection, includes 
the expression and enforcement of rights that are associated with digital item distribution, 
management and usage by all members of the value chain.  

The aim of MPEG-21 is to develop an architecture that facilitates management of trust 
relationships between elements of the architecture. This means that it must describe content 
usage requirements and peer capabilities and those requirements associated with making 
trustworthy guarantees about MPEG-21 peer capabilities must be considered too. 

IPMP defined their requirements [88] on March 2004. Then, a Call for Proposals [89] was 
opened until end of June 2004, where submissions fulfilling some or all of the IPMP 
requirements were presented. We presented a contribution [9] to the IPMP Call for 
Proposals [89]. After the evaluation of all the proposals against the requirements, it was 
decided that the first stage of work was to focus on the ‘framework level’. This would allow 
us to convey IPMP information within MPEG-21. Further work was required to determine 
the overall scope of MPEG-21 IPMP. The result of the evaluation process was published as 
a first draft. As our proposal was one of those accepted, we have to continue our research 
work in this area to integrate our proposal with the other accepted and with the new 
technologies that will be proposed to fulfil missing requirements.  

Currently, the technologies that form part of the IPMP Components standard specification 
[6] are the IPMP DIDL extension presented by the University of Wollongong [10] and the 
IPMP Information Description specification that results from the integration of the proposal 
that we presented [9] and the proposal presented by Panasonic [11]. 
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10.2 Standardisation of IPMP Information 
Protection and governance of multimedia content is a key issue in order to avoid the 
fraudulent use of multimedia content at any point of the delivery chain. In order provide 
interoperability between distribution and management systems, it is necessary to specify 
protection and governance information in a standardised way. 

In this chapter we present the specification that we have done of standardised protection 
information, its association to multimedia content and the association of rights expressions 
to multimedia content also in a standardised way. 

The work presented in this chapter has been submitted to the IPMP Call for Proposals and 
has been developed on the context of MPEG and currently forms part of the Part 4 of the 
MPEG-21 standard. 

10.2.1 Intellectual Property Management and Protection 
Information 

The information related to the protection of multimedia information falls into two 
categories. The first one, general protection and governance information includes licenses 
and tools that are declared in the Digital Item and can be referred from certain parts of it. 
The second one,  information about the protection and governance of specific parts of the 
Digital Item, for example specific tools or rights expressions governing this specific part of 
the Digital Item. 

The syntax of IPMP information has been defined using the XML schema (as specified in 
W3C XMLSCHEMA [90]). In the schema that we have proposed to represent IPMP 
information, the two categories of protection and governance information, are expressed 
with two top level elements the IPMPGeneralInfoDescriptor and IPMPInfoDescriptor 
respectively. 

The IPMPGeneralInfoDescriptor element contains general information about protection and 
governance related to a complete Digital Item. Under this element can be included the list 
of IPMP tools and licenses packaged in a Digital Item. On the other hand, the IMP Info 
Descriptor has been designed to contain information about the protection and governance of 
a specific part of a Digital Item. 

10.2.1.1 General IPMP Information 
The global IPMP information is represented using the IPMPGeneralInfoDescriptor element. 
This element contains information related to the list of tools that protect the different 
elements within the Digital Item or the whole Digital Item, the collection of licenses that 
govern the whole or specific parts of the Digital Item, and its associated digital signature. 
 

 
Figure 10.1 IPMPGeneralInfoDescriptor element 
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To associate general protection and governance information to digital objects, the 
IPMPGeneralInfoDescriptor should be carried at the outmost place of the protected DIDL. 
Therefore, it should be placed in the Statement element of the Descriptor under the 
Declarations element of the DIDL, as shown in Figure 10.2. 
 
<DIDL xmlns="urn:mpeg:mpeg21:2002:02-DIDL-NS" 

      xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS"  

      xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"  

      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <Declarations> 

    <Descriptor> 

      <Statement mimeType="text/xml"> 

        <ipmpinfo:IPMPGeneralInfoDescriptor> 

   //General protection and governance information 

        </ipmpinfo:IPMPGeneralInfoDescriptor> 

      </Statement> 

    </Descriptor> 

  </Declarations> 

  <ipmpdidl:Item> 

    //Protected Content 

  </ipmpdidl:Item>  

</DIDL> 

Figure 10.2. Association of general protection information to a Digital Item in Declarations 

 
On the other hand, the general IPMP information also could be placed as a child element of 
a DIDLInfo element, as shown in Figure 10.3. 
 
<DIDL xmlns="urn:mpeg:mpeg21:2002:02-DIDL-NS" 

      xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS"  

      xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"  

      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <DIDLInfo> 

    <ipmpinfo:IPMPGeneralInfoDescriptor> 

      //General protection and governance information 

    </ipmpinfo:IPMPGeneralInfoDescriptor> 

  </DIDLInfo> 

<ipmpdidl:Container> 

  //Protected contents 

<ipmpdidl:Container> 

</DIDL> 

Figure 10.3. Association of general protection information to a Digital Item in DIDLInfo 

 
Finally, if the Digital Item is composed of Container of a number of Items, the 
IPMPGeneralInfoDescriptor should be carried under the hierarchy in the Statement element 
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of the Descriptor under the Container element of the DIDL, as shown in the example of 
Figure 10.3. 
 
 
<DIDL xmlns="urn:mpeg:mpeg21:2002:02-DIDL-NS" 

      xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS"  

      xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"  

      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <Container> 

    <Descriptor> 

      <Statement mimeType="text/xml"> 

        <ipmpinfo:IPMPGeneralInfoDescriptor> 

   //General protection and governance information 

        </ipmpinfo:IPMPGeneralInfoDescriptor> 

      </Statement> 

    </Descriptor> 

    <ipmpdidl:Item> 

      //Protected Content 

    </ipmpdidl:Item> 

    <ipmpdidl:Item> 

      //Protected Content 

    </ipmpdidl:Item> 

  </Container> 

</DIDL> 

Figure 10.4 Association of general protection information to a Digital Item in a Descriptor 
under a Container 

 

10.2.1.1.1 List of IPMP tools 

A list of IPMP tools can be defined using the ToolList element of the IPMP General 
Information Descriptor schema. 

The ToolList element provides the functionality to define a list of tools upfront that can be 
referred from each IPMPInfoDescriptor within the different elements (Item, Container …) 
of a Digital Item, and then the need to repeat definitions for the tools is avoided.  

The ToolList element and its child elements are defined as shown in Figure 10.5. An IPMP 
Tool is a module that performs one or more IPMP functions such as authentication, 
decryption, watermarking, etc. An IPMP Tool has the granularity that it can be a single 
protection module, for example, a single decryption tool, and can also be a collection of 
tools, i.e. a complete IPMP system. It also may coordinate other IPMP tools.  

The list of IPMP Tools can be expressed  using the ToolDescription element child of the 
ToolList element for each tool to be included. 
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Figure 10.5. ToolList element  

 
Each tool defined can contain the following elements. Figure 10.5 shows if the elements 
described below are optional or mandatory:  

- LocalID attribute: unique for each of the IPMP tools in a Digital Item, and this is 
used to reference the tool from IPMPInfoDescriptors elsewhere in the Digital Item.  

- IPMPToolID element: represents the universally unique identifier for an IPMP tool. 
A registration authority for IPMP Tools that use a unique ID is required. The 
registration authority may further maintain an association of the download URLs for 
various implementations of the given tool for various platforms. These platforms 
will be described to adequate detail using a structured representation. 

- Inline element: is a container to carry the binary of the tool. Its child element Binary 
contains a Base64-encoded IPMP tool.  

- Remote element: contains the remote location from where the tool can be retrieved. 
- RightsDescriptor element: contains information about the license that governs the 

IPMP tool. The existence of RightsDescriptor under the ToolDescription element 
indicates there is governance for the usage of the IPMP tool. The RightsDescriptor 
may contain an IPMPInfoDescriptor element if the License if protected; and a 
License element (field where the license can be placed), LicenseReference element 
(field that contains a reference to the license) or  LicenseService element (field that 
contains a reference to a license service). 

- Signature element: contains the digital signature for the ToolDescription element. 
This element provides integrity and authenticity for the description information 
provided for the list of IPMP tools. 

 
An example ToolList is shown below in Figure 10.6. 
 
<ipmpinfo:IPMPGeneralInfoDescriptor> 

  <ipmpinfo:ToolList> 

    <ipmpinfo:ToolDescription localID="1"> 

      <ipmpinfo:IPMPToolID>urn:mpegRA:mpeg21:IPMP:ABC003:77:29</ipmpinfo:IPMPToolID> 

      <ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolEnc003-3484"/> 

    </ipmpinfo:ToolDescription> 
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    <ipmpinfo:ToolDescription localID="Tool2"> 

      <ipmpinfo:IPMPToolID>urn:mpegRA:mpeg21:IPMP:ABC005:77:29</ipmpinfo:IPMPToolID> 

      <ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolEnc005-3484"/> 

    </ipmpinfo:ToolDescription> 

    <ipmpinfo:ToolDescription localID="Tool3"> 

      <ipmpinfo:IPMPToolID>urn:mpegRA:mpeg21:IPMP:ABC064:55:86</ipmpinfo:IPMPToolID> 

      <ipmpinfo:Inline> 

        <ipmpinfo:Binary>74F632X0j9q99y...</ipmpinfo:Binary> 

      </ipmpinfo:Inline> 

    </ipmpinfo:ToolDescription> 

  </ipmpinfo:ToolList> 

</ipmpinfo:IPMPGeneralInfoDescriptor> 

Figure 10.6. Example of specification of the local identifier of the tool 
 

10.2.1.1.2 Collection of rights expressions 
The IPMPGeneralInfoDescriptor also provides a container for licenses to be carried in the 
Digital Item. These licenses could apply to all the Digital Item, to a part of a Digital Item 
(Container, Item, Asset) or to IPMP tools. When a license identify their own target it is not 
necessary to carry them in immediate proximity to the content to which it applies; in this 
case they can be packaged in the LicenseCollection element under the 
IPMPGeneralInfoDescriptor. 

The LicenseCollection element contains one or more RightsDescriptor elements, see Figure 
10.7, and each RightsDescriptor contains a license; and if the license is protected it also 
contains information related to the tools that can be used unprotect the license. 
 

 

Figure 10.7 LicenseCollection and RightsDescriptor elements 

 
The RightsDescriptor element contains information about the licenses each of which 
identifies its own target. The RightsDescriptor element consists of License, 
LicenseReference and/or LicenseService elements. The License element represents a 
container to carry licenses. In this element could be place, for example an MPEG-21 REL 
license or an OMA DRM v2 REL license. The LicenseReference element contains the 
remote location from where the license(s) can be retrieved. This element has the attribute 
ref that contains the location where the license(s) can be retrieved. Finally, the 
LicenseService element contains a reference to a license service, which provides the service 
for obtaining the corresponding license(s). 
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Moreover, if the license is protected, the RightsDescriptor element also contains IPMP 
information related to the protected license. The protection information related to the 
license could be specified using the IPMPInfoDescriptor element. 

The LicenseCollection element within the IPMPGeneralInfoDescriptor contains a collection 
of licenses that identify the target of their governance. This element can also contain 
licenses associated with the whole IPMP protected DID. The example shows how a 
collection of licenses, each of which identifies their target of governance, can be placed 
within the ipmpinfo:IPMPGeneralInfoDescriptor in an IPMP protected DID. 
 
<ipmpinfo:LicenseCollection> 

  <ipmpinfo:RightsDescriptor> 

    <ipmpinfo:License> 

      <r:license> 

        <r:grant>      

          <mx:play/> 

          <mx:diReference> 

            <mx:identifier>urn:grid:a1-abcde-9630741852-f</mx:identifier> 

          </mx:diReference> 

          <r:validityInterval> 

            <r:notBefore>2006-01-01T00:00:00</r:notBefore>  

            <r:notAfter>2006-12-31T12:59:59</r:notAfter>  

          </r:validityInterval> 

        </r:grant> 

      </r:license>                     

    </ipmpinfo:License> 

  </ipmpinfo:RightsDescriptor> 

  <ipmpinfo:RightsDescriptor> 

    <ipmpinfo:License> ... </ipmpinfo:License> 

  </ipmpinfo:RightsDescriptor> 

</ipmpinfo:LicenseCollection> 

Figure 10.8: LicenseCollection example 

 

10.2.1.1.3 General IPMP information integrity  
To ensure integrity and authenticity for the IPMP information, we have specified the 
Signature element. This element always contains a digital signature for its parent element. 
The Signature element can be used at different levels of the IPMP information described. 
Then, to sign all the IPMP information, we have defined the Signature element under the 
IPMPGeneralInfoDescriptor elements can be used.  

On the other hand, if the author wants to sign the list of IPMP tools, the Signature element 
under the ToolList element can be used. Figure 10.5 shows how the signature element could 
be used to provide integrity and authenticity to the list of IPMP tools specified for the 
protected contents within a Digital Item. 
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10.2.1.2 Specific IPMP Information  
The description of protection and governance information for a specific asset is required to 
satisfy intellectual property management and protection and enforcement of governance 
rules for multimedia content. In this section we present the syntax and semantics of the 
elements we have defined for declaring specific IPMP information. The syntax has been 
defined using XML schema. The root element, as sketched in Figure 10.9, for IPMP 
Information Descriptor schema is the IPMPInfoDescriptor, which contains a range of 
information related to protection tools and algorithms and to governance information. 

Specific IPMP information includes three different types of information related to 
protection, governance, integrity and authenticity:  

- IPMP Tool information, which includes specific information about protection tools 
and mechanisms. This information could be directly described within the descriptor 
or through reference.  

- Governance information that specifies the usage for the IPMP Tools and/or 
multimedia content, and  

- Digital signature for the specific IPMP information in order to provide integrity and 
authenticity to the information specified 

  

 
Figure 10.9. IPMPInfoDescriptor element 

 
The IPMPInfoDescriptor could be used to protect specific digital assets. It can be used 
within IPMP DIDL elements or can also be used for signalling protection information for 
non-DIDL multimedia declaration. Moreover, it also can be used to unprotect governance 
information, as rights expressions. 

 

10.2.1.2.1 Expressing IPMP tools 
Within the IPMP information schema, the Tool element has been defined as child element 
of the IPMPInfoDescriptor in order to specify protection Tools. In this way, a Digital Item 
creator can specify the tools which can be used to unprotect the content placing this 
information in the specified fields of the Tool element. Figure 10.10 shows the syntax of the 
Tool element. 

IPMP tools are modules that perform one or more IPMP functions such as authentication, 
decryption, watermarking, etc. A given IPMP tool may coordinate other IPMP tools. IPMP 
Tool has the granularity that it can be a single protection module, for example, a single 
decryption tool, and can also be a collection of tools, i.e. a complete IPMP system. Tools 
can be executed in any order if the order attribute is not present. The Tool element has the 
order attribute that describes the order at which the IPMP tool must be executed in relation 
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to other tools associated to the protected content. IPMP tool which has lower order shall be 
executed first. Similarly the tools with the same order number can be executed in any order.  

An IPMP Tool can be used to protect a digital asset, a resource, a resource fragment, a 
Digital Item or any of its parts, rights expressions, etc. If an IPMP tool is being used to 
protect a resource fragment, the fragment should be identified using the fragment element 
defined in the IPMP DIDL part of the MPEG-21 IPMP Components standard specification.  

 

 

Figure 10.10 Tool element 

 
One piece of protected content may require multiple tools to access it (for example, content 
that has been signed then encrypted) and the Tool element provides the order attribute to 
specify the order in which the tools are to be applied.  
Figure 10.11 presents how can be defined the order at which the protection tools shall be 
executed when unprotecting digital content. 
 
<ipmpinfo:IPMPInfoDescriptor> 

  <ipmpinfo:Tool order=”2”> 

    <ipmpinfo:ToolBaseDescription> ... </ipmpinfo:ToolBaseDescription> 

  </ipmpinfo:Tool> 

  <ipmpinfo:Tool order=”3”> 

    <ipmp:ToolBaseDescription> ... </ipmpinfo:ToolBaseDescription> 

  </ipmp:Tool> 

  <ipmpinfo:Tool order=”1”> 

    <ipmpinfo:ToolRef localidref="ToolEnc-01"/>   

</ipmpinfo:Tool> 

<ipmpinfo:IPMPInfoDescriptor> 

Figure 10.11. Tool order definition example 

There are two ways to express the Tools needed to unprotect a governed piece of content. 
The ToolRef that refers to an IPMP tool previously defined in a ToolList and the 
ToolBaseDescription element (see Figure 10.12) that makes a local definition of a tool 
explicitly within the IPMPInfoDescriptor.  
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Figure 10.12 ToolBaseDescription element 

 
The ToolBaseDescription element describes an IPMP tool. It consists of the IPMPToolID 
element, the Inline or Remote elements, the ConfigurationSettings element and the 
Signature element. 

The ToolID element represents the universally unique identifier for an IPMP tool and it is 
used to reference the tool from IPMPInfoDescriptors elsewhere in the Digital Item. In order 
to have unique identifiers for the IPMP tools, a registration authority is required. The 
registration authority may further maintain an association of the download URLs for 
various implementations of the given tool for various platforms. These platforms will be 
described to adequate detail using a structured representation. The IPMP ToolID identifies a 
specific IPMP Tool, unless in the reserved range for parametrically defined tools or 
alternative tools. 

The Inline and Remote elements has been specified to provide the location of the IPMP 
tools. The Inline element is a container to carry the binary of the tool. Its child element, 
Binary, is a placeholder for the base64 encoded IPMP tool. On the other hand, the Remote 
element contains the remote location from where the tool can be retrieved. A peer should 
determine how to process this remote tool resource identified by the value of the ref 
attribute from the other information contained in IPMPInfo descriptors. These will describe 
the nature of the tool and how it should be processed. 

The ConfigurationSettings element is a container to carry configuration settings for a 
specific IPMP tool. It has two child elements: the Configuration element that specifies the 
detailed settings for the IPMP tool configuration and the optional Update element specifies 
the information required to update the IPMP tool, for example the remote location from 
where the tool can be retrieved for updating, the scheduled updating of the IPMP tool and 
the supported platform that specifies that specifies the required platform properties and 
capabilities (e.g., hardware, middleware, operating system etc.) that will support the tool 
properly. 

Finally, the Signature element contains the signature for the ToolBaseDescription element, 
by using this element the creator will provide authenticity and integrity to the protection 
tool information that has specified. 

Figure 10.13 shows how the information related to the tool information, such as the 
universally unique identifier for this tool, the remote location from where this tool can be 
retrieved, the configuration settings for this tool and its digital signature, can be described 
using the ToolBaseDescription element. 
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<ipmpinfo:Tool> 

  <ipmpinfo:ToolBaseDescription> 

    <ipmpinfo:IPMPToolID>urn:mpegRA:mpeg21:IPMP:ABC005:77:29</ipmpinfo:IPMPToolID> 

    <ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolEnc005-3484"/> 

    <ipmpinfo:ConfigurationSettings> 

      <ipmpinfo:Update> 

        <ipmpinfo:Location ref="urn:IPMPToolsUpdServer1:ToolPartEnc002-9090-NewVers"/> 

        <ipmpinfo:Condition> 

          <ipmpinfo:ScheduledUpdateTime period="P1D">2005-03-07T00:00:00 

          </ipmpinfo:ScheduledUpdateTime> 

          <ipmpinfo:SupportedPlatform xmlns:mpeg4ipmp="urn:mpeg:mpeg4:IPMPSchema:2002"> 

            <mpeg4ipmp:TerminalID> 

              <mpeg4ipmp:TerminalType> ... </mpeg4ipmp:TerminalType> 

              <mpeg4ipmp:OperatingSystem> ... </mpeg4ipmp:OperatingSystem> 

              <mpeg4ipmp:CPU> ... </mpeg4ipmp:CPU> 

              <mpeg4ipmp:Memory> ... </mpeg4ipmp:Memory> 

            </mpeg4ipmp:TerminalID> 

          </ipmpinfo:SupportedPlatform> 

        </ipmpinfo:Condition> 

      </ipmpinfo:Update> 

      <dsig:Signature> 

        //Digital signature for the protection tool 

      </dsig:Signature> 

    </ipmpinfo:ConfigurationSettings> 

  </ipmpinfo:ToolBaseDescription> 

</ipmpinfo:Tool> 

Figure 10.13 Tool description example 

Apart from the specific information of the tools described in the ToolBaseDescription 
element or in the ToolList and referenced from the Tool element, it also has been defined 
the initialisation settings of the tool and the governance information for this specific tool. 

The IntialitzationSettings element provides a container to carry the detailed settings to 
initialise the tool. It has two child elements the InitializationData that describes the detailed 
settings to initialise the tool and the IPMPInfoDescriptor that will be used if the 
initialisation data is protected. 

The RigthsDescriptor element contains information about the license that governs the IPMP 
tool. The existence of a RightsDescriptor under the ToolBaseDescription element indicates 
that there is governance for the usage of the IPMP tool. 

10.2.2 Governance information 
The RightsDescriptor element has been defined in order to allow the expression of 
restrictions in the usage of the multimedia content and protection tools. The 
RightsDescriptor element can declare licenses three ways: by inline inclusion in the License 
element; by reference with the LicenseReference element; or by reference via a license 
service using the LicenseService element. Note that licenses themselves may be protected, 
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and in this case an IPMPInfoDescriptor element may be included under the 
RightsDescriptor.   

Figure 10.14, Figure 10.15, and Figure 10.16 shows these three means of declaring rights 
expressions, in this examples MPEG-21 REL licenses are used, under a RightsDescriptor. 
 
<ipmpinfo:IPMPGeneralInfoDescriptor> 

  <ipmpinfo:ToolList>…</ipmpinfo:ToolList> 

  <ipmpinfo:LicenseCollection> 

    <ipmpinfo:RightsDescriptor> 

    <ipmpinfo:License> 

       <r:license> 

         <r:encryptedLicense Type="http://www.w3.org/2001/04/xmlenc#Content"> 

          <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#3des-cbc"/> 

            <dsig:KeyInfo> 

              <dsig:KeyName>SymmetricKey</dsig:KeyName> 

            </dsig:KeyInfo> 

            <enc:CipherData> 

              <enc:CipherValue>Ktd63SDfkDWEjeSdkj39872A5ToQ...</enc:CipherValue> 

            </enc:CipherData> 

          </r:encryptedLicense> 

        </r:license> 

      </ipmpinfo:License> 

    </ipmpinfo:RightsDescriptor> 

  </ipmpinfo:LicenseCollection> 

<ipmpinfo:IPMPGeneralInfoDescriptor> 

Figure 10.14. Inline inclusion of a license using the License element 

 
<ipmpinfo:IPMPGeneralInfoDescriptor> 

  <ipmpinfo:ToolList>…</ipmpinfo:ToolList> 

  <ipmpinfo:LicenseCollection> 

        <ipmpinfo:RightsDescriptor> 

          <ipmpinfo:LicenseReference ref=”urn:RELLicsServer:LicEnc002-7484”/> 

        </ipmpinfo:RightsDescriptor> 

  </ipmpinfo:LicenseCollection> 

<ipmpinfo:IPMPGeneralInfoDescriptor> 

Figure 10.15. Reference to a license via the LicenseReference element 

 
<ipmpinfo:IPMPGeneralInfoDescriptor> 

  <ipmpinfo:ToolList>…</ipmpinfo:ToolList> 

  <ipmpinfo:LicenseCollection> 

        <ipmpinfo:RightsDescriptor> 

          <ipmpinfo:LicenseService> 

            <r:serviceReference> 

              <sx:uddi> 
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                <sx:serviceKey> 

                  <sx:uuid>ee1398c0-8abe-11d7-a735-b8a03c50a862</sx:uuid> 

                </sx:serviceKey> 

              </sx:uddi> 

                <r:serviceParameters> 

                  <r:datum> ... </r:datum> 

                </r:serviceParameters> 

            </r:serviceReference> 

          </ipmpinfo:LicenseService> 

        </ipmpinfo:RightsDescriptor> 

  </ipmpinfo:LicenseCollection> 

<ipmpinfo:IPMPGeneralInfoDescriptor> 

Figure 10.16. Reference to a license service using the LicenseService element 

 

10.2.3 Integrity and authenticity for the IPMP information 
To ensure integrity and authenticity for the IPMP information that is being described the 
Signature element can be used at different levels of the IPMP information described. The 
Signature element always contains a digital signature for its parent element. For example if 
the author wants to sign all the IPMP information, the signature under for the 
IPMPInfoDescriptor or IPMPGeneralInfoDescriptor elements can be used. On the other 
hand, if the author wants to sign the list of IPMP tools, the Signature element under the 
ToolList element can be used, or each one of the tools can be signed individually, using a 
Signature element under the Tool or ToolDescription elements. Finally, if the author wants 
to sign the binary the tool, the Signature element under the Inline element can be used. 
 

10.3 Protection of digital content 
Protection of multimedia information is an important issue for current actors in the 
multimedia distribution value chain. Security techniques exist for protecting the multimedia 
contents itself, like encryption, watermarking, fingerprinting and so on. In this chapter we 
have presented how all these information can be specified in a standardised way. 

Part 4 of the MPEG-21 standard defines IPMP Digital Item Description language (IPMP 
DIDL) to provide protection and governance to any part of a Digital Item, from a complete 
Digital Item to a specific asset. 

Digital Item hierarchy is represented in the Digital item Declaration Language (DIDL) [29] 
which is defined by an XML schema [90]. The IPMP DIDL encapsulates and protects a part 
of the hierarchy of a Digital Item, and associates appropriate identification and protection 
information with it. For each entity in the DID model, an IPMP DIDL element is provided 
as a protected representation of that entity, derived from the abstract DID model types as 
defined in the DID model schema in ISO/IEC 21000-2. As both IPMP DIDL elements and 
DIDL elements extend abstract types defined for the DID model, they are interchangeable 
within a Digital Item Declaration. 

Each of the IPMP DIDL elements has the same semantics as its DIDL counterpart and 
contains the elements Identifier, Info, ContentInfo and Contents. The Identifier element 
contains a unique identifier for the protected representation of the DIDL element. The Info 
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element contains information about the protection tools and the rights expressions that 
govern the element. The ContentInfo element acts as a placeholder for the protected 
contents. Figure 10.17 presents the structure of IPMP DIDL elements. 

 
 

ipmpdidl:Contentsipmpdidl:Infoipmpdidl:Identifier

Mandator y c hild
Optional c hild

Ipmpdidl:IPMPDIDLChildGroup

ipmpdidl:ContentInfo ipmpdidl:Contentsipmpdidl:Infoipmpdidl:Identifier

Mandator y c hild
Optional c hild

Ipmpdidl:IPMPDIDLChildGroup

ipmpdidl:ContentInfo

 
 
 

Figure 10.17 Structure of IPMP DIDL elements for the DID model 
 

 
 
The IPMP DIDL elements specified are: 

- <ipmpdidl:Container> 
- <ipmpdidl:Item> 
- <ipmpdidl:Descriptor> 
- <ipmpdidl:Statement> 
- <ipmpdidl:Component> 
- <ipmpdidl:Anchor> 
- <ipmpdidl:Fragment> 
- <ipmpdidl:Condition> 
- <ipmpdidl:Choice> 
- <ipmpdidl:Selection> 
- <ipmpdidl:Resource> 
- <ipmpdidl:Annotation> 
- <ipmpdidl:Assertion> 

Once we have presented how IPMP information can be specified and how it can be 
associated to multimedia content, using the IPMP-DIDL specification, an example 
multimedia content protection will be presented. 

The digital object that we present in this example represent a music album with four tracks. 
Each of the tracks are in the web http://www.mmw.com/ShookUp/. The second track has 
two versions low and high quality, each of them are referenced by the correspondent 
resource of the component of the same item. The other three tracks also are referenced by a 
resource element. The audio album also contains additional information, as the title of each 
one of the tracks. Figure 10.18 depicts the audio album. 
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Figure 10.18 Audio Album example 

 
We will represent this digital object using the Digital Item Declaration Language (DIDL). 
Then, the resultant digital item consists of a Container element that encapsulates and links 
metadata with the resources. Four Items, one for each track. An Item encapsulates 
Components and sub-Items. Then, for the tracks 1, 3 and 4 the correspondent Item  contains 
a Descriptor with the title of the song and one Component with a Resource element. Each 
resource contains the reference to the web where the track is placed. Descriptors attach 
descriptive information to Components and Items, while Components encapsulate and link 
metadata with Resources. Finally, the Item referred to the second track contains one 
Descriptor with the title of the song and two Components. Each component consists of a 
Descriptor that indicates if the resource is the high or low quality version of the track and a 
Resource element with the reference to the web where the track is placed. The digital item 
resulting is depicted in Figure 10.19. 
 
<DIDL xmlns="urn:mpeg:mpeg21:2002:02-DIDL-NS" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <Container> 

    <Item> 

      <Descriptor id="SONG1_TITLE"> 

        <Statement mimeType="text/plain">Don’t be cruel</Statement> 

      </Descriptor> 

      <Component> 

        <Resource ref="http://www.mmw.com/ShookUp/01_dont_be_cruel.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

    </Item> 

    <Item> 

      <Descriptor id="SONG2_TITLE"> 

        <Statement mimeType="text/plain">Love me tender</Statement> 
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      </Descriptor> 

      <Component> 

        <Descriptor> 

          <Statement mimeType="text/plain"> low-quality version </Statement> 

        </Descriptor> 

        <Resource ref="http://www.mmw.com/ShookUp//02_L_I_Love_me_tender.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

      <Component> 

        <Descriptor> 

          <Statement mimeType="text/plain"> high-quality version </Statement> 

        </Descriptor> 

        <Resource ref=" http://www.mmw.com/ShookUp//02_H_I_Love_me_tender.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

    </Item> 

    <Item> 

      <Descriptor id="SONG3_TITLE"> 

        <Statement mimeType="text/plain">Blue suede shoes</Statement> 

      </Descriptor> 

      <Component> 

        <Resource ref="http://www.mmw.com/ShookUp/03_ Blue_suede_shoes.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

    </Item> 

    <Item> 

      <Descriptor id="SONG4_TITLE"> 

        <Statement mimeType="text/plain">Loving you</Statement> 

      <Component> 

        <Resource ref="http://www.mmw.com/ShookUp/04_Loving_you.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

    </Item> 

  </Container> 

</DIDL> 

Figure 10.19 Example Digital Item 

Then, the author of the digital object wants to protect and govern the contents of the this 
object. Therefore, he will use IPMP Components for managing the access to each track of 
the digital object represented in Figure 10.19. The author wishes to protect descriptive 
information of track 1 and its resource location that will be only visible to users that posses 
specific licenses. In track 2 description and low-quality version will be available to all 
users, while high-quality version will be protected and governed and will be available only 
to possessors of a specific rights expressions. Track 3 will be visible to all, but the audio 
data is managed by a DRM system. And track 4 will have free unrestricted access to all. 
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In order to achieve the desires of the author IPMP Components will be used to protect his 
Digital Item. IPMP DIDL elements will be used to provide governance at different levels of 
a the Digital Item hierarchy, and then IPMP Info information will be attached to the IPMP 
DIDL elements. Therefore, we will construct a complete IPMP Components Digital Item 
according to the desires of the author. 

The IPMP Components Digital Item will be the result of providing protection to the original 
Digital Item. Then, the Digital Item is re-expressed by encapsulating the Item which 
represents the entirety of Track 1 in an ipmpdidl:Item, the Component which represents the 
high-quality version of Track 2 in an ipmpdidl:Component, and replacing the direct link 
between the Resource element of Track 3 and the audio data with an 
ipmpdidl:ProtectedAsset. 

Figure 10.20 shows the tot level elements of the resultant protected and governed Digital 
Item. 

<DIDL xmlns="urn:mpeg:mpeg21:2002:02-DIDL-NS"  

      xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS" 

      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <Container> 

    <ipmpdidl:Item> ... </ipmpdidl:Item> 

    <Item> 

      <Descriptor id="SONG2_TITLE"> 

        <Statement mimeType=" text/plain ">Love me tender</Statement> 

      </Descriptor> 

      <Component> 

        <Descriptor> 

          <Statement mimeType="text/plain"> low-quality version </Statement> 

        </Descriptor> 

        <Resource ref="http://www.mmw.com/ShookUp//02_L_I_Love_me_tender.mp3"   

mimeType="audio/mp3"/> 

      </Component> 

      < ipmpdidl:Component> ... </ipmpdidl:Component> 

    </Item> 

    <Item> 

      <Descriptor id="SONG3_TITLE"> 

        <Statement mimeType="text/plain">Blue suede shoes</Statement> 

      </Descriptor> 

      <Component> 

        <Resource mimeType="application/ipmp"> 

          <ipmpdidl:ProtectedAsset mimeType="audio/mp3"> ... </ipmpdidl:ProtectedAsset> 

        </Resource> 

      </Component> 

    </Item> 

    <Item> 

      <Descriptor id="SONG4_TITLE"> 

        <Statement mimeType="text/plain">Loving you</Statement> 

      </Descriptor> 

      <Component> 
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        <Resource ref="http://www.mmw.com/ShookUp/04_Loving_you.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

    </Item> 

  </Container> 

</DIDL> 

Figure 10.20 Example Digital Item using top-level IPMP DIDL elements 

 
Next step is the association of the protection and governance information to the protected 
parts of the Digital Item. In this example, first the list of tools that will be used thorough the 
IPMP DIDL element to protect the different elements within it are specified using the 
ToolList element of the IPMPGeneralInfoDescriptor and the collection of rights expressions 
that governs the digital object.  

In this example only one encryption tool is declared in the tool list. This tool will be used to 
unprotect the item related to track 1 of the album, if the user has the appropriate permissions 
and the high quality version of the second track. 

The rights expressions that governs the usage of the different tracks of the album are send to 
the user with the digital contents of the album ciphered in order to avoid the modification of 
restrictions and conditions. The rights expressions that identifies its own target within the 
digital object are placed in the RightsDescriptor of the LicenseCollection element. 

Once all the general IPMP information is specified it is associated to the protected digital 
object placing it under the Statement element of the Descriptor of the Container of the 
Digital Item declaration. 

The general information is linked to track 1 and to the high quality version of the second 
track using the localidref attribute of the ToolRef element of the IPMPInfoDescriptor. The 
other tools that are specified is a watermarking tool for the first track that will be used in the 
unprotection process and the DRM system that will manage the audio data of track 3. Both 
tools are specified using the Tool element and linked to the appropriate parts by placing 
them under the correspondent IPMPInfoDescriptor of the IPMPDIDL element. 

  
<DIDL xmlns="urn:mpeg:mpeg21:2002:02-DIDL-NS"  

      xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS" 

      xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS" 

      xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" 

      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <Container> 

    <Descriptor> 

      <Statement mimeType="text/xml"> 

        <ipmpinfo:IPMPGeneralInfoDescriptor> 

          <ipmpinfo:ToolList> 

            <ipmpinfo:ToolDescription localID="ToolEnc001"> 

              <ipmpinfo:IPMPToolID> 

                urn:mpegRA:mpeg21:IPMP:FGA423:44:77 

              </ipmpinfo:IPMPToolID> 

                <ipmpinfo:Inline> 

                  <ipmpinfo:Binary>74F632X0j9q99y...</ipmpinfo:Binary> 
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                </ipmpinfo:Inline> 

              </ipmpinfo:ToolDescription> 

            </ipmpinfo:ToolList> 

            <ipmpinfo:LicenseCollection> 

              <ipmpinfo:RightsDescriptor> 

                <ipmpinfo:License> 

                  <r:license> 

                    <r:encryptedLicense Type="http://www.w3.org/2001/04/xmlenc#Content"> 

                      <enc:EncryptionMethod 

                            Algorithm="http://www.w3.org/2001/04/xmlenc#3des-cbc"/> 

                      <dsig:KeyInfo> 

                        <dsig:KeyName>SymmetricKey</dsig:KeyName> 

                      </dsig:KeyInfo> 

                    <enc:CipherData> 

                      <enc:CipherValue>Ktd63SDfkDWEjeSdkj39872A5ToQ...</enc:CipherValue> 

                    </enc:CipherData> 

                  </r:encryptedLicense> 

                </r:license> 

              </ipmpinfo:License> 

            </ipmpinfo:RightsDescriptor> 

          </ipmpinfo:LicenseCollection> 

        </ipmpinfo:IPMPGeneralInfoDescriptor> 

      </Statement> 

    </Descriptor> 

    <ipmpdidl:Item> 

      <ipmpdidl:Identifier> 

        <dii:Identifier>urn:mpegRA:mpeg21:dii:IPMPDI0001:AC</dii:Identifier> 

      </ipmpdidl:Identifier> 

      <ipmpdidl:Info> 

        <ipmpinfo:IPMPInfoDescriptor> 

          <ipmpinfo:Tool> 

            <ipmpinfo:ToolRef localidref="ToolEnc001"/> 

          </ipmpinfo:Tool> 

          <ipmpinfo:Tool> 

            <ipmpinfo:ToolBaseDescription> 

              <ipmpinfo:IPMPToolID> 

                urn:mpegRA:mpeg21:IPMP:ABC005:77:29 

                </ipmpinfo:IPMPToolID> 

              <ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolWat005-3484"/> 

            </ipmpinfo:ToolBaseDescription> 

          </ipmpinfo:Tool> 

        </ipmpinfo:IPMPInfoDescriptor> 

      </ipmpdidl:Info> 

      <ipmpdidl:Contents>3E674F632A56BD56...</ipmpdidl:Contents> 

    </ipmpdidl:Item> 

    <Item> 
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      <Descriptor id="Track2_TITLE"> 

        <Statement mimeType=" text/plain ">Love me tender</Statement> 

      </Descriptor> 

      <Component> 

        <Descriptor> 

          <Statement mimeType="text/plain"> low-quality version </Statement> 

        </Descriptor> 

        <Resource ref="http://www.mmw.com/ShookUp//02_L_I_Love_me_tender.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

      <ipmpdidl:Component> 

        <ipmpdidl:Identifier> 

          <dii:Identifier>urn:mpegRA:mpeg21:dii:IPMPDI0406:33</dii:Identifier> 

        </ipmpdidl:Identifier> 

        <ipmpdidl:Info> 

          <ipmpinfo:IPMPInfoDescriptor> 

            <ipmpinfo:Tool> 

              <ipmpinfo:ToolRef localidref="ToolEnc001"/> 

            </ipmpinfo:Tool> 

            <ipmpinfo:RightsDescriptor> 

              <ipmpinfo:LicenseReference ref="urn:RELLicsServer:LicEnc002-7484"/> 

            </ipmpinfo:RightsDescriptor> 

          </ipmpinfo:IPMPInfoDescriptor> 

        </ipmpdidl:Info> 

        <ipmpdidl:Contents>4A5F6326BD563E67...</ipmpdidl:Contents> 

      </ipmpdidl:Component> 

    </Item> 

    <Item> 

      <Descriptor id="Track3_TITLE"> 

        <Statement mimeType="text/plain">Blue suede shoes</Statement> 

      </Descriptor> 

      <Component> 

        <Resource mimeType="application/ipmp"> 

          <ipmpdidl:ProtectedAsset mimeType="audio/mp3"> 

            <ipmpdidl:Info> 

              <ipmpinfo:IPMPInfoDescriptor> 

                <ipmpinfo:Tool> 

                  <ipmpinfo:ToolBaseDescription> 

                   <ipmpinfo:IPMPToolID> 

                     urn:mpegRA:mpeg21:IPMP:GFTR977 

                      </ipmpinfo:IPMPToolID> 

                   <ipmpinfo:Remote ref="urn:IPMPToolsServer:DRMS06565_FGR"/> 

                  </ipmpinfo:ToolBaseDescription> 

                </ipmpinfo:Tool> 

              </ipmpinfo:IPMPInfoDescriptor> 

            </ipmpdidl:Info> 
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            <ipmpdidl:Contents  

              ref="http://www.mmw.com/ShookUp/03_ Blue_suede_shoes.mp3"/> 

          </ipmpdidl:ProtectedAsset> 

        </Resource> 

      </Component> 

    </Item> 

    <Item> 

      <Descriptor id="Track4_TITLE"> 

        <Statement mimeType="text/plain">Loving you</Statement> 

      </Descriptor> 

      <Component> 

        <Resource ref="http://www.mmw.com/ShookUp/04_Loving_you.mp3" 

mimeType="audio/mp3"/> 

      </Component> 

    </Item> 

  </Container> 

</DIDL> 

Figure 10.21 Example Digital Item using IPMP DIDL and IPMP Info 

 
By using IPMP Info and IPMP DIDL to express and attach appropriate governance 
information, the above Digital Item achieves each of the governance requirements 
expressed, while remaining a structurally valid and deliverable Digital Item. Note that even 
a Peer without IPMP DIDL capabilities which skips over all IPMP governed sections will 
still be able to access the low-quality version of Track 2 and all of Track 4 as per the 
author’s requirements, as these sections remain pure DIDL. 

 

10.4 Protection of fragments 
Recently the E-commerce is accomplished world wide networks through the Internet and 
becomes activated due to its easy access and convenience. With the increase of the 
commercial dealings through the Internet, the protection of digital contents such as audio 
and video becomes necessary. For protection and management of resources, 
encryption/decryption technologies are widely used in which the whole contents are often 
encrypted. In previous section we have present how to protect digital assets in different 
ways. 

Nevertheless, the encryption/decryption of the whole contents requires a large processing 
time which make it difficult for the real-time applications and efficient processing of the 
resources. Therefore, partial protection can often be used by applying encryption on parts of 
a resource in order to save the processing time. For example, it will be efficient to encrypt 
only the header part since the reconstruction of the encoded resource usually requires 
header information in its bitstream. So, the other parts of the bitstream may not be necessary 
to be protected if all the header information is protected. Since the header parts of the 
resource is usually much smaller compared to the rest of the data, we might be able to gain 
efficiency by encrypting only the header part of the data instead of encrypting the whole.  

It is also efficient when we want to let a Resource to be exposed to the public depending 
upon the context of the Resource content. Some sensitive parts may be protected but some 
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other parts which are not sensitive can be released unprotected. Also some sensitive parts 
might be necessarily to be protected multiple times by different protection tools in order to 
increase its protection degree. 

Figure 10.22 shows the mechanism to protect a resource partially. The resource is protected 
at two different fragment locations:  

- fragment 1 starts at byte 0 with length 3000000 bytes  
- fragment 2 starts at byte 6000000 with length 1000000  

These two fragments of the resource has been protected with two different encryption tools. 
The tools has been specified using the Tool element of the IPMPInfoDescriptor and 
associated to the correspondent digital resource with the IPMPDIDL Fragment element 
specified in MPEG-21 IPMP Components standard. 

<DIDL> 

  <Item> 

    <Descriptor> 

      <Statement mimeType="plainText"> 

        This is the resource that is protected partially 

      </Statement> 

    </Descriptor> 

    <Component> 

      <Resource> 4A5F6326BD563E67... </Resource> 

        <Anchor precedence="200"> 

          <ipmpdidl:Fragment fragmentId="#offset(0, 3000000)"> 

            <ipmpdidl:Info> 

              <ipmpinfo:IPMPInfoDescriptor> 

                <ipmpinfo:Tool> 

              <ipmpinfo:ToolBaseDescription> 

                <ipmpinfo:IPMPToolID> 

                  urn:mpegRA:mpeg21:IPMP:ABC005:77:29 

                </ipmpinfo:IPMPToolID> 

                <ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolEnc005-3484"/> 

                </ipmpinfo:ToolBaseDescription> 

              </ipmpinfo:Tool> 

            </ipmpinfo:IPMPInfoDescriptor> 

          </ipmpdidl:Info> 

        </ipmpdidl:Fragment> 

      </Anchor> 

      <Anchor precedence="200"> 

        <ipmpdidl:Fragment fragmentId="#offset(6000000, 1000000)"> 

          <ipmpdidl:Info> 

            <ipmpinfo:IPMPInfoDescriptor> 

              <ipmpinfo:Tool> 

                <ipmpinfo:ToolBaseDescription> 

                  <ipmpinfo:IPMPToolID> 

                    urn:mpegRA:mpeg21:IPMP:TPF033:67:77 

                  </ipmpinfo:IPMPToolID> 

                  <ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolEnc033-6997"/> 
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                </ipmpinfo:ToolBaseDescription> 

              </ipmpinfo:Tool> 

            </ipmpinfo:IPMPInfoDescriptor> 

          </ipmpdidl:Info> 

        </ipmpdidl:Fragment> 

      </Anchor> 

    </Component> 

  </Item> 

</DIDL> 

Figure 10.22 Partially protected digital resource example 

 
 

10.5  IPMP Tools 
Once specified the protection and governance information and the mechanisms to associate 
this information to digital content and to fragments of the assets within digital objects, it is 
important to specify and implement tools to manage this kind of information. 

In this section we present the tools that we have specified and developed in order to validate 
protection and governance information, and obtain it from protected and governed digital 
objects.  

This tools has been implemented according to the MPEG-21 IPMP Components Software 
Implementation Plan [91]. 

10.5.1 IPMP Information parser 
The IPMP Info parser module [92] parses and validates an IPMP info documents that are 
XML documents that contain IPMP information, against the schemas specified within these 
documents. IPMP info documents contains information as the list of tools that can be used 
to unprotect the digital content, the collection of licenses that govern the usage of digital 
assets within the digital object, digital signatures to ensure the authenticity and integrity for 
the specified information, specific protection and governance information for the digital 
assets, etc. 
The schemas used by IPMP info documents has been presented in section 10.2 of this 
chapter and are listed in Annex B. 

10.5.1.1 Architecture 
We first describe the implemented module. This module validates a set of IPMP 
Information documents against the XML Schemas specified in them, the parser that we use 
is the Xerces parser [68]. The software validates syntactically the IPMP Info documents 
and/or the documents contained in the directory specified by the user. 

This module can be used when the author of the protected digital item specifies the tools to 
unprotect it and the licenses that govern it, in order to verify that the created IPMP info 
document is valid. 

Figure 10.23 shows the structure of the IPMP Info Parser implemented. 
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Figure 10.23 IPMP Info Parser 

 

10.5.1.2 Structure of the software 
The IPMP info parser software implementation that we propose validates IPMP info 
documents against the schemas specified within them. 

- Input: A list of IPMP info documents and/or directories that contain IPMP info 
documents. 

- Output: Valid or not valid and the reasons why according to the XML Schemas 
specified within the document. 

 
 

10.5.2  IPMP Info extractor 
The IPMP Info extractor module [93] obtains the IPMP information related to the IPMP 
DIDL elements within a DIDL document. This module will be used by any application that 
tries to process the multimedia content in order to obtain the protection and governance 
information. Once it obtains the information, first the authorisation operation has to be 
performed, using for example the user authorisation based on licenses software modules 
presented in section x. and if the user has the permissions, then the content is unprotected 
using the tools described in the IPMP information objects previously obtained. 

10.5.2.1 Architecture 
The IPMP Info Extractor module obtains the IPMP Information associated to a protected 
DIDL or parts thereof. First, the protected element(s) within the DIDL are identified and 
presented. Then, the software module obtains and presents the relevant information related 
to the IPMP tools and the license(s) associated to each one of the IPMP DIDL elements 
previously identified. The IPMP Info Extractor module uses the XPath API of Xalan to 
access XML data within the DIDL documents.  

Figure 10.24 shows the structure of the IPMP Info Extractor implemented. 
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Figure 10.24 IPMP Info Extractor 

 

10.5.2.2 Structure of the software 
The IPMP Info Extractor software implementation that we propose extracts IPMP 
information related to protected DIDL documents or protected elements within them. 

- Input: DIDL document. 
- Output: IPMP information related to the protected elements. 

 

10.5.3  IPMP License extractor 
The License extractor module [94] obtains the license(s) that govern the IPMP DIDL 
element specified. This module can be used when it is only desired to obtain the governance 
information that is the rights expressions that govern a concrete element. 

10.5.3.1 Architecture 
The IPMP Licenses Extractor module obtains license(s) associated to a protected and 
governed DIDL or parts thereof. The module identifies the protected element within the 
DIDL document given as input, and obtains the license(s) that governs it if any. The IPMP 
Licenses Extractor module uses the XPath API of Xalan to access XML data within the 
DIDL documents.   

Figure 10.25 shows the structure of the IPMP Licenses Extractor implemented. 
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Figure 10.25 IPMP Licenses Extractor 
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10.5.3.2 Structure of the software 
The IPMP Licenses Extractor software implementation that we propose extracts license(s) 
associated to protected DIDL documents or protected elements within them. 

- Inputs:  

o DIDL document 

o Identifier of the protected and governed element within the DIDL 

- Output: License(s) that governs protected element.  
 

10.6  IPMP processing 
Processing of a governed Digital Item operate within a governed environment that protects 
the governed IPMP DIDL elements against unauthorised access. IPMP DIDL elements are 
processed according to information defined in the ipmpdidl:Info child element. 
DIDL structure can be protected by encapsulation in an IPMP DIDL element corresponding 
to the head element of the DIDL structure. Figure 9.25 shows the protection process of a 
DIDL element. 
It is expected that processing will enforce the persistent nature of governance and not 
provide an ungoverned version of the Digital Item outside the secure environment at any 
time. 
 

 

 

Figure 10.26 — IPMP DIDL processing 

 

10.6.1 Protection of DIDL elements 
This can further be illustrated using an example. If we consider the example in section 10.3, 
the digital object, an audio album, consists of four tracks.  

Track 1: References to the song Don’t be cruel and contains descriptive information for this 
song. 

Track 2: Contains two versions of the song Love me tender (high and low quality version) 
and descriptive information of the song. 

Track 3: References to the song Blue suede shoes and contains descriptive information for 
this song. 

Track 4: References to the song Love you and contains descriptive information for this 
song. 
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Figure 10.27. DIDL example 

 
The author wishes to protect the audio album as described following: 

- protect descriptive information of Track 1 and its resource location 
- protect and govern the high quality version of Track 2 
- Track 3 is visible but the audio data is managed by a DRM system 
- Track 4 is not protected 

 
Then the processing for the DIDL element (see Figure x) in order to obtain the protected 
DIDL result as follows: 

1 Replace the DIDL element with the corresponding IPMP DIDL element. In this 
example the following DIDL elements will be replaced. 

1.1 Replace didl:Item element by ipmpdidl:Item for the first track 
1.2 Replace didl:Component element by ipmpdidl:Component for the high 

quality version asset of the second track 
1.3 Resource element of the third track instead of referencing the asset, will 

contain a an ipmpdidl:protectedAsset with the protected reference to the 
asset. 

2 Identify following IPMPDIDL elements: 
2.1 First track ipmpdidl:Item 
2.2 Second track high quality ipmpdidl:Component 
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3 If any information is required to retrieve the DIDL elements content from the 
IPMP DIDL Contents elements, encapsulate this in an IPMP DIDL Info 
elements. 

3.1 Encapsulate the information related to the protection and governance 
tools in the ipmpdidl:Info element. 

3.2 Information related to the protection and watermarking tools has been 
encapsulated in the ipmpdidl:Info element associated to the ipmpdidl:Item 
representing the first track. These tools have been described using the 
elements defined within the IPMPInfo schema. 

3.3 Information related to the protection tool has been encapsulated in the 
ipmpdidl:Info element associated to the ipmpdidl:Component 
representing the high quality second track. This tool has been described 
using the elements defined within the IPMPInfo schema. 

3.4 Information related to the DRM System that governs the use of the third 
track has been encapsulated in the ipmpdidl:Info element of the 
ipmpdidl:ProtectedAsset element related to the third track. 

4 Encapsulate the content of the DIDL elements in the associated IPMPDIDL 
Contents elements. The ipmpdidl:Contents may be encrypted, with a tool 
described in ipmpdidl:Info. The tool information would be encapsulated in the 
IPMP DIDL Info element at step 3 above. 

4.1 Encapsulate the content of the first track Item element in the 
corresponding ipmpdidl:Conents element. 

4.2 Encapsulate the content of the second track high version Component in 
the corresponding ipmpdidl:Contents element. 
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Figure 10.28 IPMP DIDL processing example 

 

10.6.2 Processing IPMP DIDL elements 
In order to detail the processing of protected multimedia content, we present a simple music 
distribution scenario (see Figure 10.29).  

In this context, an end-user tries to download the protected audio album, presented in Figure 
10.28. First of all, he has to purchase the license that grants him the rights he wants to 
exercise. Then, this governance information is encapsulated in the IPMP DIDL element. 
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Figure 10.29 Music Distribution scenario 

Once all the protection and governance information is encapsulated, the MPEG-21 
compliant terminal of the user receives the resultant protected and governed Digital Item. 

When the user wants to reproduce the audio album, the following processing take place: 

1 Parse the IPMP DIDL and obtain the protection and governance information. In 
this step the IPMP Info extractor tool, presented in section 10.5.2, obtains the 
protection and governance information related to the protected digital item. 

2 Obtain and parse the governance information. In this step the IPMP License 
extractor tool , presented in section 10.5.3, obtains the governance information 
and the MPEG-21 REL Schema Checker tool , presented in section 6.3.1, parses 
the obtained MPEG-21 REL licenses. 

3 Authorise the user. The REL License Interpretation Using RDD term genealogy 
tool, presented in section 8.3,  or the REL authorisation tool, presented in section 
8.4.3,  is used in order to determine if the user has the appropriate permissions to 
perform the requested action. 

4 If the user is authorised, the content is unprotected and the action required by the 
user is performed: 

4.1 Parse the tool information encapsulated in the IPMP DIDL Info element. 
The IPMP Info Parser tool obtains the information related to protection 
tools, as the tool identifier, the location of the tool, the configuration 
settings, etc. 

4.2 Obtain an instance of the tool and configure the tool as required. The tool 
is retrieved from the location obtained in step 4.1 it is configured 
according to the configuration settings also obtained when parsing the tool 
information. 

4.3 Apply the tool to the content of the following IPMP Contents elements: 
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4.3.1 To the Content element of the IPMP DIDL Item element (encapsulating the first 
track). The result should be the original content of the encapsulated IPMP DIDL 
Item element. 

4.3.2 To the Content element of the IPMP DIDL Component element 
(encapsulating the high quality version of the second track asset). 
The result should be the original content of the encapsulated DIDL 
element.  

4.4 Replace the IPMP DIDL elements with the corresponding DIDL elements containing 
the content obtained from step 3 above. 

4.4.1 Replace the IPMP DIDL Item element (encapsulating the first track) with the 
corresponding DIDL Item element 

4.4.2 Replace the IPMP DIDL Component element (encapsulating the 
high quality version of the second track asset) with the 
corresponding Component element 

4.5 Perform the action required by the user. 

5 If the user is not authorised, the process finishes and the reasons why the user is 
not authorised are shown to the user. 

 

Once we have detailed how processing of protected and governed digital items take place, 
we present a concrete use case for the music distribution scenario.  

In this example, a user tries to download the audio album. First, he purchases a license that 
grants him the right to play the album during this year. Then, he downloads the protected 
and governed audio album that contains the four tracks protected as specified previously. 

Once the user has download the audio album, he tries to play the first track. Then, the IPMP 
processing in the MPEG-21 compliant terminal of the user results as depicted in  
Figure 10.30. 
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Figure 10.30 IPMP Processing example 
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10.7 Conclusions 
In this chapter has been presented the necessity of specifying protection and governance 
information in a standardised way, in order to provide interoperability between different 
management systems compliant with MPEG-21 standard. 
The definition of protection and governance information presented in this chapter has been 
presented to the MPEG-21 IPMP Call for Proposals. The proposal presenting this work has 
been chosen and currently forms part of the Part 4 of the MPEG-21 standard, IPMP 
Components. 
Then, we have presented how IPMP Components addresses the need for a mechanism 
allowing governance to be expressed over a specific part of Digital Item hierarchy. This is 
achieved by expressing this governance information in IPMP Info structure, and attaching 
this to the governed hierarchy using IPMP DIDL. Using the example of a Digital Item 
containing four audio tracks, each with differing governance requirements, it has been 
demonstrated how IPMP Info and IPMP DIDL can be used while maintaining a transactable 
Digital Item. Additional functionality being explored for inclusion in the final 
standardization was also considered. 
Finally, we have presented some examples of IPMP DIDL processing. In these examples, 
we present how a digital object could be protected. On the other hand, we also presented 
how a protected digital object could be processed according to the rights expressions that 
govern this object and to the protection information and tools. 
The result of the research carried out in this context and presented in this chapter, currently 
form part of the MPEG-21 Part 4[6] and Part 8 [57] standards and had been published in 
[95] [96] [97] [98] [99] [100]. 
 
 
 



 

 
 
 
 
 
Chapter 11 

11 Event Reporting Management and 
Protection 
 
 
 
 
 
 

11.1 Motivation 
Notification of events is an important part of a DRM system, since systems using event 
reporting mechanisms allow to content creators and distributors of multimedia content to be 
informed of the usage of the multimedia objects they have provided. By means of the chain 
of licenses defining the contractual relationships between the actors of the value chain, they 
could be informed of the use of the content that they have created, adapted, distributed, etc. 
Afterwards, users illegally distributing content could be prosecuted by means of these 
activity records 

MPEG-21 Event Reporting [12] provides a standardised means for sharing information 
about events amongst peers and users. Such events are related to multimedia content and/or 
peers that interact with them. In the MPEG-21 context, the reporting messages that include 
information about different aspects of media usage are called Event Reports. 

MPEG-21 Event Reporting standard had some limitations when trying to manage events in 
trusted systems. Then, we proposed a way to improve this standard expanding its 
capabilities. A core experiment was carried out, in order to verify the solution we have 
proposed for the report of events in trusted systems. This paper presents the solution that we 
proposed and how it was integrated in the MPEG-21 Event Reporting standard. 

On the other hand, in some of the above situations, especially in non-trusted systems, event 
notifications should be protected. We should guarantee access and modification only to the 
users that have permission. MPEG-21 Event Reporting standard initiative does not take into 
account the security of the events being notified. This specification didn’t provide a way to 
ensure integrity and authenticity or protection to the reported data neither to the request 
data. This chapter also presents a possible solution to this issue.  
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11.2  Formalisation of event notifications in DRM systems 
This section presents mechanisms to manage notification of events in Digital Rights 
Management systems. After the evaluation of different kinds of systems, we have specified 
the format needed for the request and report of events related to the actions done over 
digital objects in DRM systems.  

11.2.1 Notification of events 
Notification of events is an important part within systems dealing with the production, 
distribution and management of multimedia content. Such systems should have modules 
responsible for notifications if we want to control the use of content and the system in 
general. 

Two types of notifications (or Event Reports) could be generated in a content production, 
distribution and management system: 

- Object Action Notification (OAN): These notifications could be represented and 
stored as XML files created by a Client System in the moment that any action is 
made over an object. 

- System Action Notification (SAN): These notifications could be represented and 
stored as XML files created in the moment that any event occurs in a system 
module or between system modules (not actions over an object). 

Once created, both files have to be sent to the Event Reporting Manager (ERM) module, 
whose functionality will depend on the global functionality of the specific system. 
However, we could imagine keeping track of the actions, requesting authorisation, applying 
fees when needed, etc. 

 

11.2.1.1 Notification of an action made over an object (OAN) 
There are different types of actions related with this type of notification. These operations 
could be based on the MPEG-21 RDD terms, which have the concept of operations 
associated to an Event Report. 

We consider only operations made over an object, and these operations generate an Object 
Action Notification (OAN). The OANs are XML files. 

A list of these operations could be: 
- Modify : To edit an object in order to change it, or to protect it adding rules or 

metadata. 
- Aggregate : To obtain an object as a composition of other objects. 
- Render : To use or view an object. 
- Play : Render as Performance. 
- Print : Render as Fixation. 
- Originate : To create a new object. 
- Enlarge : To Add something to an object already created. 
- Reduce : To modify an object by taking something away from it. 
- Diminish : To create a new object from another one. The object created is smaller 

than the source. 
- Adapt : To Copy. To edit an object creating a new one which has the changes? 
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- Embed : To put an element or object into another object. 
- Delete : To destroy an object. 
- Identify : To nominate an object uniquely. 
- … 

11.2.1.2 Notification of an action made over any module (SAN) 
The System Action Notifications (SANs) are XML files created at the moment that any 
event occurs in a system module or between system modules. Although these actions are 
made over any module but not over an object, the SAN can refer to an object. This type of 
files are created when any module has to notify something to the Event Reporting Manager 
(ERM). 

In fact, the SAN files have the same structure as the OAN ones but with some empty or 
changed fields. 

There are some operations that are not related to objects, but that the ERM should know 
about them. These actions, that are handled by the SAN, include: 

- Verification of user’s tools and devices 
- Verification of user’s licenses 
- Authorisation of a user 
- Getting an object ID 
- Getting a list of OANs from the database 
- Getting protection information of an object in order to protect it 
- … 

 

11.2.2 Notification of events in trusted systems 
After analysing MPEG-21 ER standard (in Committee Draft stage), we found some 
limitations when trying to apply ER to a “closed” (trusted by the control of the application) 
system, so we proposed a way [101] to improve the ER standard to expand its capabilities.  

The first limitation that we found was the mandatory existence of the Event Report Request 
(ERR) in a Digital Item. However, in closed systems, inserting ERR in each DI is redundant 
when there are efficient mechanisms of control and security that do this unnecessary. 
Consequently, we proposed the ERR to be optional. Being optional implies that there are 
fields that instead of going in the ERR, should be added to the ER, since we have to add 
information that is currently included only in the ERR.  

In order to evaluate the changes to be done in the MPEG-21 Event Reporting standard 
specification, we specified different use cases (see next section) and studied and 
implemented two different kind of systems: trusted and non-trusted (see section 11.2.4). 

 

11.2.3 Use Cases 
This section presents the different use cases that we considered when evaluating the MPEG-
21 Event Reporting standard specification. In the first draft, we proposed four use cases for 
each one of the systems to study, as sketched in Table 11.1. But finally we only considered 
the feasible cases (in cursive in Table 11.1). 

 



Chapter 11: Event Reporting Management and Protection   192  

 

Assumptions for the different systems considered in the use cases: 
- Trusted systems: The application tools are certified and they are able to analyse 

conditions to decide when to issue ERs. Then, the existence of an Even Report 
Request can be optional. 

- Non-trusted systems: Tools are not necessarily certified. In this CE we will consider 
that the ER-Rs are within DIDL documents or there is some software in the 
application that evaluates the conditions to generate ER’s. 

Table 11.1 CE Use Cases 

Use 
Case 

System ER-R Application controls 
reportable events 

1 Trusted  With  With  

2 Trusted  With  Without  

3 Trusted  Without  With  

4 Trusted  Without  Without  

5 Non-Trusted  With  With  

6 Non-Trusted  With  Without  

7 Non-Trusted  Without  With  

8 Non-Trusted  Without  Without  
 

    
Trusted System with ER-R in the Digital Object 

Use Case 1: There is some software incorporated to the application to generate ER.  
1. A user tries to exercise an action on a DI 
2. Verification and authorisation mechanisms are performed in order to resolve if the 

user can exercise the requested action 
3. If the user is authorised, the application determines if the action has to be reported 

or not: 
3.1. The application processes the ER-R of the DI. 
3.2. The application analyses the conditions of its software. 
3.3. The conditions of the ER-R are compared with the ones of the application’s 

software.  
3.4. If the action made by the user is under the conditions of the ER-R of the DI, 

the application generates an ER. 
3.5. If the action made by the user is under the conditions of the application’s 

software, and these conditions are not the same as the ones in the ER-R of 
the DI, an ER is generated. 

4. The ER generated is sent to the correspondent Peer. In this case, the ER is always 
sent, if the user performs the action he wanted to do as well if he doesn’t. 

 
Use Case 2: There is no software incorporated to the application to generate ER. 

1. A user tries to exercise an action on a DI 
2. Verification and authorisation mechanisms are performed in order to resolve if the 

user can exercise the requested action 
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3. If the user is authorised, the application determines if the action has to be reported 
or not: 

3.1.  The application processes the ER-R of the DI. 
3.2.  If the action made by the user is under the conditions of the ER-R of the 

DI, the application generates an ER. 
4. The ER generated is sent to the correspondent Peer. In this case, the ER is always 

sent, if the user performs the action he wanted to do as well if he doesn’t. 
 

Trusted System without ER-R in the Digital Object  

Use Case 3: There is some software incorporated to the application to generate ER.  
1. A user tries to exercise an action on a DI 
2. Verification and authorisation mechanisms are performed in order to resolve if the 

user can exercise the requested action 
3. If the user is authorised, the application determines if the action has to be reported 

or not: 
3.1.The application processes the conditions of its software. 
3.2.If the action made by the user is under the conditions of the application’s 
software, an ER is generated. 

4. The ER generated is sent to the correspondent Peer. In this case, the ER is always 
sent, if the user performs the action he wanted to do as well if he doesn’t. 

 
Use Case 4: There is no software incorporated to the application to generate ER. 

1. A user tries to exercise an action on a DI 
2. Verification and authorisation mechanisms are performed in order to resolve if the 

user can exercise the requested action 
3. No ER is generated. 

 

Non-trusted system with ER-R in the DI  

Use Case 5: There is some software incorporated to the application to generate ER.  
1. A user tries to exercise an action on a DI 
2. The application determines if the action has to be reported or not: 

2.1. The application processes the ER-R of the DI. 
2.2. The application processes the conditions of its software. 
2.3. The conditions of the ER-R are compared with the ones of the application’s 

software.  
2.4. If the action made by the user is under the conditions of the ER-R of the DI, 

the application generates an ER. 
2.5. If the action made by the user is under the conditions of the application’s 

software, and these conditions are not the same as the ones in the ER-R of 
the DI, an ER is generated. 

3. The ER generated is sent to the correspondent Peer.  
 
Use Case 6: There is no software incorporated to the application to generate ER. 

1. A user tries to exercise an action on a DI  
2. The application determines if the action has to be reported or not: 

2.1. The application processes the ER-R of the DI. 
2.2. If the action made by the user is under the conditions of the ER-R of the 

DI, the application generates an ER. 
3. The ER generated is sent to the correspondent Peer. 
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Non-trusted system without ER-R in the DI  

Use Case 7: There is some software incorporated to the application to generate ER.  
1. A user tries to exercise an action on a DI 
2. The application determines if the action has to be reported or not: 

2.1.The application processes the conditions of its software. 
2.2.If the action made by the user is under the conditions of the application’s 
software; an ER is generated. 

3. The ER generated is sent to the correspondent Peer. 
 
Use Case 8: There is no software incorporated to the application to generate ER. 

1. A user tries to exercise an action on a DI 
2. No ER is generated. 

 

11.2.3.1 Analysis of the Use Cases 
We have done three steps analysing the table of Use Cases [102] in order to decide which 
use cases implement or not and why. 
Unnecessary Use Cases 

We consider the following use cases as unnecessary since they do not contribute any useful 
information, because no ER is generated: 

- Use Case 4. Trusted system without ER-R in the DI with no software 
incorporated to the application to generate ER.  

- Use Case 8. Non-trusted system without ER-R in the DI with no software 
incorporated to the application to generate ER. 

We propose not to implement these use cases because they seem unnecessary. There is no 
ER generated in none of the two cases and, because of this, we don’t prove anything with 
these use cases. 

We consider necessary the presence of ER' s in the system (trusted or non-trusted) to offer 
greater security and control over it. Therefore, in this Core Experiment, so much in the 
trusted as in the non-trusted system, we rule out the possibility that an ER is not generated. 

We consider that every secure system would have to have at least one of the solutions 
proposed (ERR or Software in the application). 

Feasible use cases (Not implemented) 

The use cases that we have not implemented but we consider they can exist and they are 
feasible are: 

- Use Case 1. Trusted system with ERR in the DI with some software 
incorporated to the application to generate ER. 

- Use Case 5. Non-trusted system with ER-R in the DI with some software 
incorporated to the application to generate ER. 

- Use Case 2. Trusted System with ER-R in the DI with no software incorporated 
to the application to generate ER. 

- Use Case 7. Non-trusted system without ER-R in the DI with some software 
incorporated to the application to generate ER. 
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In this part, there are two reasons why we have not implemented the use cases.  

The first one is that any of the proposed solutions (ERR or Software in the application) is 
enough to provide to any system the security that we seek to offer, although according to 
the system one of the solutions is better than another. Because of that, the use cases 1 and 5 
are unnecessary, because there will be two ways to generate ER when we only need one.  

With this use case, when a user performs an action over any object, an ER is generated 
processing the conditions in the ERR but also processing the conditions in the application’s 
software. We would have to decide which would be the priority in order to not duplicate the 
ER generated. The process of the ERR’s conditions could be the first one, and after that, if 
the process of the software’s conditions would not generate the same ER, another one is 
generated, depending on the conditions.  

The use of the two solutions gives to the system more security but not in an optimum way. 
This means that the increment of security that offers the use of the two solutions is not 
enough to compensate the increment of work that supposes to apply both of them.   

Without the implementation of these use cases we can conclude that it is enough to use one 
solution or another but it is not necessary to add ERR in the DI and software in the 
application in a non-trusted system. 

The second reason is that in each concrete system one of the two proposed solutions is the 
best. Use cases 2 and 7 do not apply the best solution of the two proposals.  

It means that in a trusted system, with security controls incorporated, it is not necessary (or 
not the best option) to add ERR' s to all DI’s, instead of applying software to generate ER' s 
in the application of each user.  

Without the implementation and only with the comparison between this use case (use case 
2) and the one with software in the application and without ERR we conclude that this use 
case is not the best option in a trusted system, but it is possible to implement it, without 
risks but with more work. The ERR is better for a non-trusted system because it gives more 
security. 

On the contrary, in a non-trusted system we don’t control where are all the DI’s because it 
is an “open” system. Because of this, use case 7 is not the best option for a non-trusted 
system, because we seek to offer as much security as possible. 

We don’t need to implement this use case. We compare this system with the system with 
software and without ERR and we determine that the other one is the best option in a non-
trusted system. 

Implemented Use Cases 

The use cases we have implemented because we consider them the best option for each type 
of system are: 

- Use Case 3. Trusted System without ER-R in the DI with some software 
incorporated to the application to generate ER.  

- Use Case 6. Non-trusted system with ER-R in the DI with no software 
incorporated to the application to generate ER.  

We decided to implement these two use cases in order to prove that the solutions chosen in 
each of them are the best option. 

The use case 3 is the best option for a trusted system because is more useful to generate 
some software in the application of each device than to generate an ERR or more for each 
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DI. Furthermore, it is more difficult to modify the software of the application than the DI. 
This use case is more secure (in a trusted system).  

With this use case, an user performs an action over any object and the conditions of the 
software in the application are processed and an ER is generated.  

With the implementation of this use case we prove that the ERR does not need to be 
mandatory in the DI in a trusted system. 

The use case 6 is the best option for a non-trusted system because in a non-trusted system 
you cannot control where all the DI are and it is more secure to generate ERR in the DI’s 
than to generate some software in the applications. This use case is the most secure (in a 
non-trusted system).  

In this type of system, when the user performs an action over the object, the ERR (or 
ERR’s) of the object is processed and depending on the conditions in the ERR an ER is 
generated. 

11.2.4 Software implementation 
This section presents the two systems that we have implemented according to the use cases 
specified, that will help us when proposing a solution for managing events in trusted 
systems. 

11.2.4.1 General architecture 
An initial general architecture for the four proposed cases studied is sketched in Figure 
11.1. 
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Figure 11.1 General architecture 

 

In order to evaluate different solutions when reporting events in trusted and non-trusted 
systems we have implemented two different systems [103] based on the general architecture 
presented in Figure 11.1. Sections below present the architecture for the implemented 
systems. 

11.2.4.2 Non-Trusted systems 
The architecture we have considered for non-trusted applications is sketched in Figure 11.2. 
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Figure 11.2 General architecture for non-trusted systems 

 
Next we present the modules we have implemented from the general architecture presented 
in Figure 11.2. For each one of the modules we detail its functionality and the inputs and 
outputs. 
 
The ER-R Obtainer module receives a DIDL document and obtains all ER-Rs within the 
document. It uses the XPath API of Xalan to access XML data within the DIDL documents. 

- Input: DIDL document 
- Output: List of ER-Rs 

The ER-R Parser module parses each one of the ER-Rs received as inputs, obtains the 
conditions associated to each one of the ER-Rs and stores these conditions in a database. 

- Input: List of ER-Rs 

The Event Watchdog module receives as input the identification of the user, the operation 
that this user has performed and the time at which the operation has been performed; and 
the Digital Item and Peer identifiers. Then, it evaluates the conditions for this DI stored in 
the database and returns a Boolean value indicating if the ER has to be generated or not.  

- Input: User, operation, DI identifier, PeerID and time instant at which the action 
has been exercised. 

- Output: Boolean 

The ER Builder module receives as input a Boolean that indicates if the ER has to be 
generated. Then, if the Boolean is true it generates the ER. 

- Input: Boolean 
- Output: ER Document. 

The ER Dispatcher module sends the ER, if it has been generated, to the appropriate Peer. 
We don’t have implemented this module, because it is not necessary for the purposes of the 
CE. 

11.2.4.3  Trusted systems 
The architecture we have considered for trusted applications is sketched in Figure 11.3. 
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Figure 11.3  General architecture for trusted systems 
 
 
Next we present the modules we have implemented from the general architecture presented 
in Figure 11.2. For each one of the modules we detail its functionality and the inputs and 
outputs. 

The Event Watchdog module receives as input the identification of the user, the operation 
that this user has performed and the time at which the operation has been performed; and 
the Digital Item and Peer identifiers. Then, it evaluates the conditions for this DI stored in 
the database and returns a Boolean value indicating if the ER has to be generated or not.  

- Input: User, operation, DI identifier, PeerID and time instant at which the action 
has been exercised. 

- Output: Boolean 

The ER Builder module receives as input a Boolean that indicates if the ER has to be 
generated. Then, if the Boolean is true it generates the ER. 

- Input: Boolean 
- Output: ER Document. 

The ER Dispatcher module sends the ER, if it has been generated, to the appropriate Peer. 
We don’t have implemented this module, because it is not necessary for the purposes of the 
CE. 
 

11.2.5  Contribution to MPEG-21 Event Reporting standard 
After the specification and implementation of the most relevant uses cases, we proposed 
some changes in the MPEG-21 Event Reporting standard specification [12]. This standard 
only specified the format for ERs generated from ER-Rs, for that reason we proposed a new 
format for ERs generated by software applications in “trusted” systems. These ERs have the 
same structure as the generated by ER-Rs, without the elements related to ER-Rs and with 
some new others not necessary in “non-trusted” systems, but required in “trusted” ones, as 
the transport service or the format.  

A non-trusted system is a system in which we don’t trust the users, because there are no 
security measures. If we put the ER-R in the DI, and, besides, we protect (for example by 



Chapter 11: Event Reporting Management and Protection   199  

 

encrypting) the DI, we assure that in a non-trusted system there be security and ER’s are 
created and sent.   

The ER in a non-trusted system has to include the same fields that in a trusted system but 
without the fields originated by security measures, as Identification of the certifier of a tool, 
Work identifier, License identifier. Moreover, it can contain additional information because 
the system is non-trusted, like Format of the report or DI Transport Service. These fields are 
not included in trusted systems because in these systems, the format of the report and the 
transport service are the same for all the users and then it’s not necessary to put them in the 
ER. 

Table 11.2 shows the format for ERs generated because of ER-R, usually in non-trusted 
systems, and of software applications, usually in trusted systems. We have specified this 
format according to MPEG-21 ER requirements [104] based on input from a wide variety of 
interested parties and from AXMEDIS project [105]. 

 

Table 11.2 ER format 

ER generated because of ER-R ER generated because of software 
application 

ER Identifier ER Identifier 
DII DII 

DIOperation DIOperation 

UserId / PeerId UserId / PeerId 

Location Location 

Time Time 

Identification of the certifier of a tool Time (Delivery) 

Work identifier Identification of the certifier of a tool 

Object distributor Work identifier 

Object creator Object distributor 

Owner name Object creator 

License identifier Owner name 

Operation details License identifier 

Object version Operation details 

Status Object version 

Creation Status 

Original ER-R Creation 

Embedded ER-R Related DII 

Related DII DIMetadata 

DIMetadata Access Control 

 Format of the report 

 Recipient (Delivery) 
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 DITransportService (Delivery) 

 
 

The changes that we proposed to the MPEG-21 Event Reporting standard were mainly 
related with the structure of the Event Report. First, we proposed that the field Original 
ERR (Source) should be optional. The other change that we proposed was the addition of a 
new field in the ER in order to contain information regarding to the events. We structured 
this element to place the information that we noticed that should be necessary in an ER. 
Then, it should act as the place holder for the following information: Access Control and 
Report Format that will contain information related to the conditions and to the creation of 
the ER in any module, in order to protect the ER and to express the format of the reports. 
Recipient, Delivery Time and DI Transport Service describing the conditions and 
information of the creation of the ER, in order to know how, when and to whom an ER has 
to be created. Finally, we proposed that the conditions expressed in the fields Time-based 
events, DI-related events and Peer-related events (Event Condition Group of Event 
Condition Descriptor of the structure of the ERR) should be not necessary since in trusted 
systems they are controlled by the application which creates the ER; i.e., the application is 
who knows the conditions under which an ER must be created if there is no ERR. 

Before including the proposed changes in the standard a Core Experiment (CE) on the use 
of Event Report Requests was carried out. In this CE, different scenarios were considered 
(see sections  and) to evaluate the need of including ERRs in digital objects when reporting 
consumption and distribution of governed digital assets. Finally, the changes were accepted 
and currently form part of the MPEG-21 Event Reporting standard [12]. 

 

11.2.6 CE on the use of Event Report Requests 
In order to address missing requirements presented in previous sections, a Core Experiment 
(CE) on the use of Event Report Requests [106] was carried out. In this CE, different 
scenarios were considered to evaluate the need of including ERRs in digital objects when 
reporting consumption and distribution of governed digital assets. 

The objectives of the Core Experiment on use of Event Report Requests, as documented in 
[107], are: 

- Analyse the use of Event Reporting by comparison of two kinds of systems under 
two different conditions (leading to 4 cases).  

o These two systems are: 
 “Trusted” applications, where the tools, objects and users are 

certified, verified and authenticated. 
 “Non-trusted”, where guarantees of the above does not exist. 

o For the previous two systems, two cases will be considered for both: 
 An Event Report Request to generate Event Reports is available in 

the Digital Item. 
 The ER-R is not included in the DI. In this case, the decision to 

issue an Event Report is taken by the application, using conditions 
information outside the involved DI (although those conditions 
could be expressed in the same format as the ER-R itself). 

The four resulting cases to be studied in this CE are: 
- Trusted system with ER-R in the DI 
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- Trusted system without ER-R in the DI 
- Non-trusted system with ER-R in the DI 
- Non-trusted system without ER-R in the DI 

After analysing the different cases, the changes or modifications in the fields of the Event 
Report that we proposed were: 
1 In the structure of the ER, the field Original ERR (Source) must be optional. 
2 Add a new field in the ER in order to contain the fields: 

2.1 Access Control and Report Format (currently in the ER Descriptor of the 
structure of the ERR): Conditions and information of the creation of the ER in 
any module, in order to protect the ER and to express the format of the reports.  

2.2 Recipient, Delivery Time and DI Transport Service (currently ER Descriptor of 
the structure of the ERR): Conditions and information of the creation of the ER, 
in order to know how, when and to whom an ER has to be created. 

The conditions expressed in the fields Time-based events, DI-related events and Peer-
related events (Event Condition Group of Event Condition Descriptor of the structure of the 
ERR) are not necessary since they are controlled by the application which creates the ER; 
i.e., the application is who knows the conditions under which an ER must be created if there 
is no ERR. 

11.2.7 Recommendation to MPEG-21 Event Reporting 
standard 

After analysing all use cases, we have concluded that depending on what type of system we 
have, it will be better to take one of the two solutions presented.   

If we are in a trusted system, with security measures, the optimum solution is to add 
software to the application of the user, instead of adding ERR's to all DI’s.   

On the other hand, if we are in an non-trusted system, with less security, the best option is 
to add ERR's to DI’s to be able to create ER's.   

We consider that the insertion of ERR's in the DI does not need to be mandatory, since we 
have verified that it is possible to obtain an ER with the same security level in a trusted 
system.   
Therefore, we propose as solution two possible options: 

- Adding software to the application of each user.  This proposal supposes that the 
conditions to generate the ER should be inserted in a database to which the 
application have access.  The conditions should be inserted previously to the 
execution of an action on an object by the user, to be able to verify them.   

- Another proposal is that the application has access to ERR's kept in some archive 
fields (not kept in the object) and thus the application extracts the conditions of the 
ERR's.   

 
Then, if we consider the first option, it is necessary to add a new field in the ERSource 
element of the ER to allow the generation of ER without an ER-R. The new field we 
propose is the OtherSource element (see Figure 11.4) that allows the ER creator to indicate 
the ER source, other than ERR. 
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Figure 11.4 ERSource proposed element 

 
 

 
 

Figure 11.5. ERData proposed element 

 
During the development of this CE, we have also realized data that we consider interesting 
to report, that currently is not considered in the Event Reporting standard [5]: 

- Work identifier 
- Object creator 
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- Object distributor 
- Owner name 

Therefore we propose as solution two possible options: 
- If we use the current specification, this data could be included in the 

ReportDataItem of the ERData element. 
- Other possible solution is to add these elements as optional elements within the 

ERData element. 
If we consider the second option, then the optional elements ObjectCreator, 
ObjectDistributor, OwnerName, WorkIdentifier and DomainUser, must be added, as child 
elements, to the ERData element of an ER, as depicted in Figure 11.5. Annex C provides 
the ER XML schema with the proposed changes. 

Finally, we recommended to the MDS group insertion of ERR' s in the DI does not need to 
be mandatory, since we have verified that it is possible to obtain an ER with the same 
security level in a trusted system. On the other hand, we also recommended to discuss how 
the proposed elements (Work identifier, Object creator, Object distributor, Owner name) 
can be adopted in the Event Reporting standard based on the two proposed solutions. 

After some discussions during the Poznan meeting, it was agreed to include in the 
MPEG-21 ER standard the technologies proposed in the Core Experiment on the use of 
event reports to enable the report of events of multimedia content although Event Report 
Requests are not associated to digital objects. Moreover, the ReportedDIMetadata and the 
ReportedDomainData elements was specified in order to accommodate additional elements 
as the Work identifier, Object creator, Object distributor or Owner name. Therefore, we can 
conclude that the results of the CE that we carried out, currently form part of the MPEG-21 
Event Reporting standard specification. Annex C provides the MPEG-21 ER XML schema 
resultant from our proposal. 

 

11.3  Providing protection to Event Reports 
When reporting events, in some situations, especially in non-trusted systems, event 
notifications should be protected. We should guarantee access and modification only the 
users who have permission. In this sense, and based on MPEG-21 standard we propose an 
approach to provide protection to events based on Event Reporting (ER) and Intellectual 
Property Management and Protection (IPMP). 

Event Reporting standard specification [12] at its current stage does not provide a way to 
ensure integrity and authenticity or protection to the reported data (ER) neither to the 
request data (ERR).  

This chapter exposes how these goals can be achieved; it is based on the contribution [108] 
made to MPEG-21 in form of input document in the 74th MPEG meeting. This contribution 
presents mechanisms that ensure authenticity and integrity to Event Reports and Event 
Report Requests. Moreover, it also presents how to protect ERs and ERRs at any level, 
from a complete ER or ERR to specific elements or data within them.  

 

11.3.1 Providing Data Integrity and Authenticity 
In order to ensure authenticity and integrity for the data to be requested and reported, we 
propose the use of digital signatures for the appropriate elements within ERs and ERRs. We 
can use the dsig:Signature [109] element (see Figure 11.6) to digitally sign all the metadata 



Chapter 11: Event Reporting Management and Protection   204  

 

within ER and ERR elements, or if necessary the dsig:Signature element can be used to sign 
concrete elements within ERs or ERRs. For example, it can be useful to sign the reported 
data, that is metadata that describe the DI related operation performed by the user, or it can 
be useful to sign requested data. 

Then, it is important to study for which elements within ERs and ERRs this will be useful. 
Then, we will add the dsig:Signature element as child element of each of them that will 
contain the digital signature for its parent element. Figure 11.6 shows how the 
dsig:Signature element could be used to sign an ER. 
 

 

Figure 11.6 ER element 

ERData element is a clear example of an element that could be signed in order to provide 
authenticity and integrity of the data it contains. Nevertheless, further discussion is needed 
to determine the rest of elements for which authenticity and integrity will be provided. 

In this way, once agreed the different elements within ERs and ERRs that will require to be 
signed, integrity and authenticity for the whole ERs and ERRs or for specific data within 
them will be guaranteed. 

 

11.3.2 Data encryption 
If we want to protect, for example to encrypt, ERs and ERRs or elements within them, we 
can do that at least in two different ways. 

The first option is to define the equivalent encrypted elements for ER and ERR elements 
and if necessary for other elements within them. Figure 11.7 shows an example of how the 
encryptedER can be defined using W3C XML Encryption recommendation [110]. 

In this case it is also important to determine for which elements is useful to provide this 
functionality. 
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Figure 11.7 encryptedER element 

The second option is to define the equivalent IPMP ER elements as done in IPMP 
Components [6] standard specification for DIDL elements. This part of the standard defines 
the IPMP DIDL schema that facilitates the representation of protected Digital Item structure 
within a DID document by encapsulating protected DIDL elements and linking appropriate 
IPMP Info to them, allowing for encryption and other forms of protection over DIDL 
hierarchy. 
 

Then, it could be considered to define an IPMP ER schema, in order to provide protection 
to the whole ER and ERRs or to elements within them. Using this solution we can protect 
ER elements in different ways and it also allows to govern ER and ERRs or elements within 
them. 
 

 

Figure 11.8 IPMP ER element 

Figure 11.8 shows the ER IPMP element. The elements that form the IPMPERGroup are 
Identifier, Info and Contents. The Info element contains information about the mechanisms 
and licenses involved in the protection of the ER data and to the access of this data. This 
element may link directly to an existing DRM, or contain an IPMPDescriptor from the 
IPMP Info schema presented in section 2.2.2. Finally, the Contents element contains the 
protected ER data. 

11.4  Event Reporting Usage Use Case 
In this section, we describe how event reporting can be applied to a real scenario where a 
user wants to make use of multimedia content. In this scenario, several servers are involved. 
They are described in detail in [97, 98, 99]. 

The server mainly involved in event reporting is Supervisor Server. This server keeps track 
of the actions or events occurred in the system. We will describe here the generation of 
some events related to user actions, especially content consumption, but others are possible 
(network/server errors, etc.). 

Events stored by Supervisor Server can be later analysed in order to extract billing 
information, usage statistics, system errors, attacks, user blocking because of illegal actions, 
etc.  
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We will present this scenario in two parts, one where the user is blocked for making use of 
multimedia content and other where user is authorised to perform the action. 

In Figure 11.9 it is shown the first scenario, where the user is not authorised to perform the 
action because it is blocked in the system for performing a previous illegal operation. The 
steps involved in this use case are as follows: 

1. The user opens in the editing tool the digital object that contains the image. 

2. The user tries to include it in his publication (“embed” image action). 

3. The user tool connects to the Protection server in order to check if the user is authorised. 
It sends the following information: requested operation (“embed”), object identifier, user 
identifier, device identifier and tool identifier. 

4. The Protection server sends the Certification server the received information. 

5, 6. The Certification server queries its database and checks that the user and device are 
registered and not blocked and the tool/plug-in integrity. 
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tool

Protection 
Server

Certification 
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Supervisor 
Server

1. Open Digital 
object editing tool
2. Embed image 3. Authorised? 4. Check user, 

device, tool
5. Query 
database
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7. User is blocked, 
keep track of 
content usage 
attempt

8. User blocked, not 
authorised9. Not authorised

 
 

Figure 11.9 Unsuccessful content usage 

 

7. An event report is sent to the Supervisor server notifying that the user is blocked, thus it 
cannot be authorised. 

8. The Certification server notifies the Protection server that user is blocked. 

9. The Protection server returns a negative response to the user tool. The action cannot be 
done, so the embedding of the image will not be performed. 

In Figure 11.10 it is shown the second scenario, where the user is authorised to perform the 
embedding action. The steps involved in this use case are as follows: 

1, 6. The same as the previous one. 

7. The user is authorised, protection server is informed. 

8. The Protection server contacts the Governance server asking if the user is authorised. 
This authorisation consists on checking if the user is granted to exercise the right “embed” 
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over the image according to a certain chain of licenses (going from the image creator (or 
rights holder) to the publisher trying to embed the image). 

9, 10. The Governance server searches in the database the licenses related to the user and 
runs an authorisation algorithm over the chain of licenses. The Governance server 
determines that the user is granted to perform the requested operation and that the 
distribution chain is correct (all the parties in the license chain were granted by their 
corresponding license). 

11. An event report is sent to the Supervisor notifying the successful authorisation. 

12. The Governance server notifies that authorisation is OK to the Protection server. 

13. The Protection server notifies the object viewer that the user is authorised and sends the 
needed information for unprotecting the content. 
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Figure 11.10 Successful content usage 

14. The tool/plug-in determines the tools or algorithms that must be used to unprotect the 
object and detects that they are already available in the user device. 

15. The tool/plug-in unprotects the image following the unprotection process steps and 
using the necessary tools and algorithms. 

16. The editing tool finally embeds the still image into the electronic publication. 

We can see that event reporting can be differently used for keeping track of the actions 
occurring in a system where multimedia content is consumed. In the above use cases, we 
have used them for notifying that a blocked user wants to perform an operation which he is 
not allowed to and for notifying that an operation can be authorised based on the licenses a 
user owns. 
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11.5  Conclusions 
This chapter has presented different ways to manage and protect notification of events in 
DRM systems. On one hand, we first have analysed the difference between notifying events 
in trusted and non-trusted systems. Then, we have specified mechanisms to report events in 
trusted systems. This work has been reported to MPEG-21 standard and currently forms 
part of the MPEG-21 Event Reporting standard specification.  

On the other hand, we also presented some preliminary ideas regarding event reporting 
protection. They are based on the use of digital signatures for guaranteeing Event Report 
integrity and authenticity and on the encryption of Event Reporting information. These 
ideas have been posted as contributions to the MPEG-21 standard and were discussed 
during 74th MPEG meeting. Finally, it was agreed that security issues regarding to Event 
Reporting will be specified in an amendment to Part 15 of the MPEG-21 standard and will 
take as basis the presented contributions. 

The result of the research carried out in this context and presented in this chapter, currently 
forms part of the MPEG-21 Event Reporting standard specification [12] and has been 
published in [111]. 
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Chapter 12 
 

12 Conclusions and Future Work 
 
 
 
 
 
 

12.1 Conclusions 

The hypotheses of the research presented in this work have been correctly posed. 
Standard formats and mechanisms to enable governed use of protected multimedia content 
have been defined. The standard formats and techniques defined in this research work will 
be used by DRM systems to govern and protect digital assets in a standardised way 
associating to digital objects protection and governance information that will ensure that 
these assets will be used through the distribution chain according to the terms stated by their 
creators. Moreover, this research work also presents different mechanisms to manage and 
protect notification of events in DRM systems. Then, content creators and distributors can 
be informed of the usage of the digital objects they have provided. 

 
In the area of governance of multimedia content different formats and mechanisms have 
been defined and implemented. 

First, standard mechanisms for validating the authenticity and integrity of the rights 
expressions have been specified. Therefore, a set of rules to guarantee authenticity and 
integrity of MPEG-21 REL licenses has been specified in a standardised way.  

Different software modules to validate syntactic and semantically REL licenses have been 
specified and implemented. 

Second, standard mechanisms for license based authorisation processes have been specified. 
These mechanisms will be used by the modules of a DRM system that perform 
authorisation based on licenses. Standard formats for the data elements of the MPEG-21 
REL authorisation model and the appropriate rules to ensure conformance of those elements 
have been defined. Appropriate software modules that verify the authorisation model 
elements have been implemented. Moreover, a standardised way to perform license based 
authorisations based on the authorisation model have been specified and implemented. 
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Finally, three verification algorithms have been defined to ensure that the governance of 
digital objects is inherited form parent to rights objects in a proper way through the digital 
value chain. These algorithms will be used to determine if licenses that govern digital 
objects have been created according to the rights expressions stated by content owners when 
they are distributed, superdistributed or offered. 

The results of this work have been contributed to the MPEG-21 standardisation initiative, as 
it is detailed in the Publications section 12.1.1.2. Most of them have been accepted and 
currently form part of the MPEG-21 standard. Moreover, section 12.1.1.1 presents how the 
entire contribution has been validated in the forum of relevant international conferences. 

The software modules presented in this work forms part of the MPEG-21 Reference 
Software. Moreover, the modules of a DRM system that implement the mechanisms 
specified in this research work have been implemented in AXMEDIS [105], a project aimed 
at creating a framework to provide innovative methods and tools to speed up and optimise 
content production and distribution. 

 

In the area of the intellectual property protection and management standard formats and 
mechanisms for the protection and governance of digital objects and assets have been 
defined in a standardised way. Protection and governance information falls into two 
categories. The first one, general protection and governance information includes licenses 
and tools that are declared in the Digital Item and can be referred from certain parts of it. 
The second one, information about the protection and governance of specific parts of the 
Digital Item, for example specific tools or rights expressions governing this specific part of 
the Digital Item. The syntax of IPMP information has been defined using the XML schema 
(as specified in W3C XMLSCHEMA [112]). In the schema that we have proposed to 
represent IPMP information, the two categories of protection and governance information, 
are expressed with two top level elements the IPMPGeneralInfoDescriptor and 
IPMPInfoDescriptor respectively. The IPMPGeneralInfoDescriptor element contains 
general information about protection and governance related to a complete Digital Item. 
Under this element can be included the list of IPMP tools and licenses packaged in a Digital 
Item. On the other hand, the IMP Info Descriptor has been designed to contain information 
about the protection and governance of a specific part of a Digital Item. 

IPMP defined their requirements [113] on March 2004. Then, a Call for Proposals [114] 
was opened until end of June 2004, where submissions fulfilling some or all of the IPMP 
requirements were presented. We presented a contribution [9] to the IPMP Call for 
Proposals [89]. After the evaluation of all the proposals three of them were chosen, 
Panasonic, Wollongong University and our proposal. The technologies that form part of the 
IPMP Components standard specification [6] are the IPMP DIDL extension and the IPMP 
Information Description specification.  

This work forms part of the Part 4 of the MPEG-21 standard (ISO/IEC IS 210004 – IPMP 
Components) and it has been validated in the forum of relevant international conferences. 

 

In the area of event reporting different ways to manage and protect notification of events 
in DRM systems have been presented. Mechanisms to report events in trusted systems have 
been specified. This work has been reported to MPEG-21 standard and currently forms part 
of the MPEG-21 Event Reporting standard specification. 

Moreover, different mechanisms to provide protection, integrity and authenticity to event 
reports have been specified. These contributions has been posted to the MPEG-21 standard 
and were presented and discussed during 74th MPEG meeting. Finally, it was agreed that 



Chapter 12: Conclusions    213  

     

security issues regarding to Event Reporting will be specified in an amendment to Part 15 of 
the MPEG-21 standard and will take as basis the presented contributions. This work also 
has been validated in the forum of relevant international conferences. 

 

12.1.1 Publications 
The research presented in this work has been validated against the research community in 
the context of relevant conferences and standardisation initiatives. This section presents the 
publications result of the research carried out and the impact of this work in the MPEG-21 
standard. 

12.1.1.1 Refereed Publications 
These are the publications resulting from the contribution of results related to this work to 
international conferences and workshops. They are related to different aspects of this work: 

Governance of multimedia content  

• Generation of Standardised Rights Expressions from Contracts: An Ontology 
Approach 
Llorente, S., Delgado, J., Rodríguez, E., Barrio, R.,  Longo, I., Bixio, F.  
3rd Workshop on Regulatory Ontologies (WORM 2005) Agya Napa (Cyprus) 
November 2005.  Lecture Notes in Computer Science, Vol. 3762 (2005), pp. 836-
845 ISBN: 3-540-29739-1.     

• Architecture of a Semantic XPath Processor. Application to Digital Rights 
Management 
Tous R, García R, Rodríguez E, Delgado J.  
6th International Conference on Electronic Commerce and Web Technologies (EC-
Web 2005). August 23 - August 26, 2005 Copenhagen, Denmark. Lecture Notes in 
Computer Science, Vol. 3590 (2005), pp. 1-10. ISBN: 3-540-28467-2. ISSN: 0302-
9743  

• How to cope with lacking metadata: Application of a Semantic Web based 
methodology to get multimedia content licenses  
Rosa Gil, Eva Rodríguez, Silvia Llorente, Rubén Barrio, Jaime Delgado.  
9th ICCC International Conference on Electronic Publishing (ELPUB2005) June 8-
10 2005 Leuven-Heverlee (Belgium). http://elpub.scix.net/cgi-
bin/works/Show?224elpub2005  

• Use of a Rights Expression Language for Secure Music Distribution  
Delgado, J., Gallego, I., and Rodríguez, E.  
Journal of New Music Research. 2005, Vol. 34, No. 2, pp. 185 – 195 ISSN:  0929-
8215    

• Workflow description of digital rights management system 
Llorente, S., Rodríguez, E., and Delgado, J. Lecture Notes in Computer Science 
Vol. 3292/2004, Springer-Verlag (ISBN 3-540-23664-3).  
The second International Workshop on Regulatory Ontologies (Worm 2004) 
Larnaca (Cyprus).  

• Use of rights expression languages for protecting multimedia information  
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Rodríguez, E., Llorente, S., and Delgado, J.  
IEEE  Computer Society. 4th International Conference on Web Delivering of Music 
(Wedelmusic 2004) Barcelona (Spain). September 13-14, 2004. ISBN: 0-7695-
2157-6 

• Formalisation of Digital Rights Management: A negotiation scenario 
Delgado, J., Gallego, I., Rodríguez. E.  
First International Mobile IPR Workshop: Rights Management of Information 
Products on the Mobile Internet (MobileIPR 2003), August 2003. ISBN: 951-22-
6675-X 

• Use of the MPEG-21 Rights Expression Language for Music Distribution 
Jaime Delgado, Isabel Gallego, Eva Rodríguez.  
IEEE International Conference on Web Delivering of Music 2003. IEEE Computer 
Society. ISBN: 0-7695-1935-0. 

 
Intellectual Property Management and Protection 

• The MPEG-21 Book. Chapter 4 – IPMP Components  
Lauf, S., Rodríguez, E. 
John Wiley & Sons, Ltd. ISBN: 0-470-01011-8. 

• Use of standards for implementing a Multimedia Information Protection and 
Management System 
Torres, V., Rodríguez, E, Llorente, S., and Delgado, J.  
1st International Conference on Automated Production of Cross Media Content for 
Multi-channel Distribution (AXMEDIS 05), IEEE Computer Society, pp.145-153. 
Florencia (Italy), December 2005. ISBN: 0-7695-2348-X. 

• Rights and Trust in Multimedia Information Management 
Delgado, J., Torres, V., Llorente, S. and Rodríguez, E.  
9th IFIP TC-6 TC-11 Conference on Communications and Multimedia Security 
(CMS 2005) Viena (Austria) September 2005. Lecture Notes in Computer Science, 
Vol. 3677  (2005), pp. 55-64 ISBN: 3-540-28791-4. ISSN: 0302-9743 

• Trust and rights in multimedia content management systems 
Torres, V., Rodríguez, E, Llorente, S., and Delgado, J.  
The IASTED International Conference on Web Technologies, Applications and 
Services (WTAS 2005) July 4-6 2005 Calgary, (Canada) ISBN: 0-88986-483-7 

• Architecture and Protocols for the Protection and Management of Multimedia 
Information 
Torres, V., Rodríguez, E, Llorente, S., and Delgado, J. 
Lecture Notes in Computer Science Vol. 3311/2004, pp. 252–263, Springer-Verlag 
Heidelberg. Second International Workshop on Multimedia Interactive Protocols 
and Systems (MIPS 2004) Grenoble (France). ISBN 3-540-23928-6 

Protection of event reportings in DRM systems 

• Protecting Notification of Events in Multimedia Systems 
Rodríguez, E., Llorente, S. and Delgado, J.  
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4th Workshop on Security Information Systems (WOSIS 2006). Paphos (Cyprus), 
May 2006. 

Interoperability between Rights Expression Languages  

• Interoperability between different Rights Expression Languages and 
Protection Mechanisms  
Prados, J., Delgado, J. and Rodríguez, E.  
1st International Conference on Automated Production of Cross Media Content for 
Multi-channel Distribution (AXMEDIS 05), IEEE Computer Society, pp.145-153. 
Florencia (Italy), December 2005. ISBN: 0-7695-2348-X. 

• Profiles for interoperability between MPEG-21 REL and OMA DRM 
Delgado, J., Prados, J. and Rodríguez, E. 7th International IEEE Conference on E-
Commerce Technology 2005 (IEEE CEC 2005) July 19-22 2005 Munich 
(Germany). ISBN: 0-7695-2277-7. 

• Profiles for interoperability between MPEG-21 REL and OMA DRM 
Delgado, J., Prados, J., and Rodríguez, E.  
Second International ODRL Workshop 2005 (ODRL 2005) July 7-8 2005 Lisbon 
(Portugal) 2005. ISBN: 1-740-64502-2. 

 

12.1.1.2 Standardisation Contributions 
This section presents the contributions to standardisation bodies, especially to MPEG-21 
standard. The contributions to MPEG-21 standard have been done in form of input 
documents to the Multimedia Description Schemes (MDS) and Requirements groups. Then, 
they have been presented in the corresponding meeting, and the accepted ones currently 
form parts of the MPEG-21 standard. 

The contributions done to MPEG-21 standard were related to different Parts of this 
standard: Digital Item Declaration (Part 2), IPMP Components (Part 4), Rights Expression 
Language (Part 5) and to the profiles of this part of the standard, Rights Data Dictionary 
(Part 6), Reference Software (Part 8), Digital Item Processing (Part 10) and Event Reporting 
(Part 15). These contributions are [9][78][80][84][86][91][92][93][94][101][102][103][108] 
and from [114] to [144].   

On the other hand, a contribution to the IPMP Call for Proposals was presented and 
accepted and currently forms part of the International Standard “ISO/IEC IS 21000-4 – 
Intellectual Property Management and Protection Components”. The editors of this stardard 
has been Watt, S., Huang, Z., Rodriguez, E., Lauf, S. 

 

12.2  Future Work 
The future plans for this research work can be classified in four lines. First, to complete 
some of the research and development already initiated and presented in this work. Second, 
to develop profiles for MPEG-21 REL and IPMP Components in order to facilitate 
interoperability between DRM systems. Third, study how contracts can be expressed using 
a Rights Expression Language. And finally, fourth develop an ontology that supports the 
creation model of digital content. 
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12.2.1 Formalisation of verification algorithms 
As it has been presented in Chapter 9, verification algorithms to enable the governed use of 
multimedia through the complete digital value chain are required. In this chapter different 
algorithms were formalised for the distribution process. On the other hand, MPEG-21 REL 
initiative standardised an authorisation algorithm, but it mainly enables to DRM players to 
enforce rights when consuming governed and/or protected multimedia content. Therefore, 
mechanisms to govern the creation, adaptation and merge of digital assets are needed.  
A future line related with the research presented in this work is the formalisation of 
algorithms that enable DRM Systems to govern the use of digital objects through the 
complete digital value chain. Then, different mechanisms need to be specified in order 
to determine how governance is passed from parent to child digital objects, when they 
are adapted, merged, etc.  

 

12.2.2 Rights Modelling 
Related to the work presented in section 12.2.1, other line in which we have started working 
is in the specification of an ontology that express the entities and relationships among them 
in the creation of multimedia content model. This ontology also will formalise the actions 
related to IP Rights and their relationships with the entities and objects specified.  

 

12.2.3 Definition of Profiles 
MPEG-21 REL can be extended to support new business models by defining extensions and 
profiled to trade off complexity and interoperability. The extensions mechanism allows the 
addition of new elements to address the requirements of a new application domain. While 
the profiling mechanism allows the specification of a subset of the complete standard to 
address the needs of a particular application domain. 

Currently, MPEG-21 has initiated the specification of profile for the MPEG-21 REL 
standard specification in which we have participated. The two profiles under development 
that have been included in this part of the standard as amendments to MPEG-21 REL 
standard are the MAM profile [115] that address the needs of the mobile and optical media 
domains. Moreover, it facilitates the interoperability with OMA DRM REL v2 [14]. The 
second one, the DAC profile [116] was designed to be able to represent the concept of the 
OMA DRM v2.0 Extensions for Broadcast Support. 

In this context, a future line is to work in the specification of new profiles for MPEG-21 
REL. For example, we have started to specify a profile for MPEG-21 REL in to support the 
different types of Creative Commons [49] licenses. 

 

12.2.4 Contracts and Rights Expressions Languages 
 
A new interesting line is the expression of contracts using Rights Expression Languages. 
This topic is related in some way with the research presented, and its motivation is the 
current need to electronically handle multimedia content governed by paper contracts. 

Several representations have been proposed in the last years for describing contracts 
electronically, and a good review can be found in [117]. There have been first order 
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predicate logic models, simple object oriented descriptions [118] and more complex 
documents aimed at being regulated by external arbiters [119]. 

Nevertheless, we are considering a different approach.  The specification of a new 
MPEG-21 REL extension to express the relevant information of contracts in MPEG-21 
REL licenses. Then, DRM systems shall enforce the permissions and constraints stated in 
these licenses. 
 



 

 
 
 
 
 

 

 



 

 
 
 
 
 
 
 

Annex A 
 
  

 
Authorization Model XML Schema 
 
 
This Annex contains the schema (XMLSCHEMA) that defines the XML syntax of the types 
and elements we have defined for the Authorization Model. 

 
<?xml version="1.0" encoding="UTF-8"?> 

<xsd:schema targetNamespace="urn:mpeg:mpeg21:2003:01-SW-NS:REL" 

xmlns:swrel="urn:mpeg:mpeg21:2003:01-SW-NS:REL" xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-

NS" xmlns:xsd="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 

attributeFormDefault="unqualified"> 

 <xsd:import namespace="urn:mpeg:mpeg21:2003:01-REL-R-NS" schemaLocation="rel-

r.xsd"/> 

 <xsd:import namespace="urn:mpeg:mpeg21:2003:01-REL-SX-NS" schemaLocation="rel-

sx.xsd"/> 

 <xsd:import namespace="urn:mpeg:mpeg21:2003:01-REL-MX-NS" schemaLocation="rel-

mx.xsd"/> 

 <xsd:element name="RELAuthorizationRequest"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element name="principal"> 

     <xsd:complexType> 

      <xsd:sequence minOccurs="0"> 

       <xsd:element ref="r:principal"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="right"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="r:right"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="resource"> 

     <xsd:complexType> 

      <xsd:sequence minOccurs="0"> 

       <xsd:element ref="r:resource"/> 

      </xsd:sequence> 
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     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="interval"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element 

ref="swrel:RELInterval"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="context"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element 

ref="swrel:RELAuthorizationContext"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="licenses"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="r:license" 

minOccurs="0" maxOccurs="unbounded"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="roots"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="r:grant" 

minOccurs="0" maxOccurs="unbounded"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELAuthorizationStories"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element ref="swrel:RELAuthorizationStory" 

maxOccurs="unbounded"/> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELAuthorizationStory"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element name="g"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="r:grant"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="h"> 

     <xsd:complexType> 

      <xsd:choice> 
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       <xsd:element ref="r:grant"/> 

       <xsd:element ref="r:grantGroup"/> 

      </xsd:choice> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="e"> 

     <xsd:complexType> 

      <xsd:sequence minOccurs="0"> 

       <xsd:element 

ref="swrel:RELAuthorizer"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELAuthorizationContext"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element name="properties"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element name="property" 

minOccurs="0" maxOccurs="unbounded"> 

        <xsd:complexType> 

         <xsd:sequence> 

          <xsd:element 

ref="swrel:RELPropertyName"/> 

          <xsd:any 

namespace="##any" processContents="lax"/> 

         </xsd:sequence> 

        </xsd:complexType> 

       </xsd:element> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELAuthorizer"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element name="license"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="r:license"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="principal"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="r:principal"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="instant" type="xsd:dateTime"/> 

    <xsd:element name="context"> 
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     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element 

ref="swrel:RELAuthorizationContext"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="story"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element 

ref="swrel:RELAuthorizationStory"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELAuthorizationResult"> 

  <xsd:simpleType> 

   <xsd:restriction base="xsd:NMTOKEN"> 

    <xsd:enumeration value="RELProven"/> 

    <xsd:enumeration value="RELNotProven"/> 

   </xsd:restriction> 

  </xsd:simpleType> 

 </xsd:element> 

 <xsd:element name="RELInterval"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element name="start" type="xsd:dateTime"/> 

    <xsd:element name="end" type="xsd:dateTime"/> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELPropertyName"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:element name="qname"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:element ref="swrel:RELQName"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

    <xsd:element name="parameters"> 

     <xsd:complexType> 

      <xsd:sequence> 

       <xsd:any namespace="##any" 

processContents="lax" minOccurs="0" maxOccurs="unbounded"/> 

      </xsd:sequence> 

     </xsd:complexType> 

    </xsd:element> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELQName"> 

  <xsd:complexType> 

   <xsd:sequence> 
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    <xsd:element name="ns" type="xsd:anyURI"/> 

    <xsd:element name="local" type="xsd:NCName"/> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

 <xsd:element name="RELSimple" type="xsd:anyType"/> 

 <xsd:element name="RELOrderedTuple"> 

  <xsd:complexType> 

   <xsd:sequence> 

    <xsd:any namespace="##any" processContents="lax" 

minOccurs="0" maxOccurs="unbounded"/> 

   </xsd:sequence> 

  </xsd:complexType> 

 </xsd:element> 

</xsd:schema> 
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IPMP Information XML Schema 
 
 
 
IPMP General Information Schema 
 
<?xml version="1.0"?> 

<schema targetNamespace="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS" 

xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-

NS" xmlns:dii="urn:mpeg:mpeg21:2002:01-DII-NS" xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-

IPMPINFO-NS" xmlns="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 

attributeFormDefault="unqualified" version="0.01"> 

 <import namespace="http://www.w3.org/2000/09/xmldsig#" 

schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-

schema.xsd"/> 

 <include schemaLocation="ipmpinfo.xsd"/> 

 <import namespace="urn:mpeg:mpeg21:2003:01-REL-R-NS" schemaLocation="rel-r.xsd"/> 

 <import namespace="urn:mpeg:mpeg21:2002:01-DII-NS" schemaLocation="dii.xsd"/> 

 <element name="IPMPGeneralInfoDescriptor" 

type="ipmpinfo:IPMPGeneralInfoDescriptorType"/> 

 <complexType name="IPMPGeneralInfoDescriptorType"> 

  <sequence> 

   <element ref="ipmpinfo:ToolList" minOccurs="0"/> 

   <element ref="ipmpinfo:LicenseCollection" minOccurs="0"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

   <!--Signature for the IPMPGeneralInfoDescriptor element and 

children --> 

  </sequence> 

 </complexType> 

 <element name="ToolList" type="ipmpinfo:ToolListType"/> 

 <complexType name="ToolListType"> 

  <sequence> 

   <element ref="ipmpinfo:ToolDescription" maxOccurs="unbounded"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

   <!--Signature for the ToolList element and children --> 
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  </sequence> 

 </complexType> 

 <element name="ToolDescription" type="ipmpinfo:ToolDescriptionType"/> 

 <complexType name="ToolDescriptionType"> 

  <sequence> 

   <element ref="ipmpinfo:IPMPToolID"/> 

   <choice minOccurs="0"> 

    <element ref="ipmpinfo:Inline"/> 

    <element ref="ipmpinfo:Remote"/> 

   </choice> 

   <element ref="ipmpinfo:ConfigurationSettings" minOccurs="0"/> 

   <element ref="ipmpinfo:RightsDescriptor" minOccurs="0"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

  </sequence> 

  <attribute name="localID" type="ID" use="required"/> 

 <element name="LicenseCollection" type="ipmpinfo:LicenseCollectionType"/> 

 <complexType name="LicenseCollectionType" mixed="true"> 

  <sequence> 

   <element ref="ipmpinfo:RightsDescriptor" maxOccurs="unbounded"/> 

  </sequence> 

 </complexType> 

</schema> 
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IPMP Information Schema 
 
 
 
<?xml version="1.0"?> 

<schema targetNamespace="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS" 

xmlns="http://www.w3.org/2001/XMLSchema"  

xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"  

xmlns:dii="urn:mpeg:mpeg21:2002:01-DII-NS"  

xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" 

xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" elementFormDefault="qualified" 

attributeFormDefault="unqualified" version="0.01"> 

 <import namespace="http://www.w3.org/2000/09/xmldsig#" 

schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-

schema.xsd"/> 

 <import namespace="urn:mpeg:mpeg21:2003:01-REL-R-NS" schemaLocation="rel-r.xsd"/> 

 <import namespace="urn:mpeg:mpeg21:2002:01-DII-NS" schemaLocation="dii.xsd"/> 

 <element name="IPMPInfoDescriptor" type="ipmpinfo:IPMPInfoDescriptorType"/> 

 <complexType name="IPMPInfoDescriptorType"> 

  <annotation> 

   <documentation>The RightsDescriptor under this element is applied 

to the associated asset</documentation> 

  </annotation> 

  <sequence> 

   <element ref="ipmpinfo:Tool" minOccurs="0" maxOccurs="unbounded"/> 

   <element ref="ipmpinfo:RightsDescriptor" minOccurs="0" 

maxOccurs="unbounded"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

   <!--Rights for the unprotect operation--> 

  </sequence> 

 </complexType> 

 <element name="Tool" type="ipmpinfo:ToolType"/> 

 <complexType name="ToolType"> 

  <sequence> 

   <choice> 

    <element ref="ipmpinfo:ToolBaseDescription"/> 

    <element ref="ipmpinfo:ToolRef"/> 

   </choice> 

   <element ref="ipmpinfo:InitializationSettings" minOccurs="0"/> 

   <element ref="ipmpinfo:RightsDescriptor" minOccurs="0"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

  </sequence> 

  <attribute name="order" type="positiveInteger"/> 

 </complexType> 

 <element name="ToolRef" type="ipmpinfo:ToolRef"/> 

 <complexType name="ToolRef"> 

  <attribute name="localidref" type="IDREF" use="required"/> 

 </complexType> 

 <element name="ToolBaseDescription" type="ipmpinfo:ToolBaseDescriptionType"/> 

 <complexType name="ToolBaseDescriptionType"> 

  <sequence> 

   <element ref="ipmpinfo:IPMPToolID"/> 
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   <choice minOccurs="0"> 

    <element ref="ipmpinfo:Inline"/> 

    <element ref="ipmpinfo:Remote"/> 

   </choice> 

   <element ref="ipmpinfo:ConfigurationSettings" minOccurs="0"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="IPMPToolID" type="anyURI"/> 

 <element name="Inline" type="ipmpinfo:InlineType"/> 

 <complexType name="InlineType"> 

  <sequence> 

   <element ref="ipmpinfo:Binary"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="Binary" type="base64Binary"/> 

 <element name="Remote" type="ipmpinfo:RemoteType"/> 

 <complexType name="RemoteType"> 

  <sequence> 

   <element ref="dsig:Signature" minOccurs="0"/> 

  </sequence> 

  <attribute name="ref" type="anyURI"/> 

 </complexType> 

 <element name="ConfigurationSettings" type="ipmpinfo:ConfigurationSettingsType"/> 

 <complexType name="ConfigurationSettingsType" mixed="true"> 

  <sequence> 

   <element ref="ipmpinfo:Configuration"/> 

   <element ref="ipmpinfo:Update" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="Configuration" type="ipmpinfo:ConfigurationType"/> 

 <complexType name="ConfigurationType" mixed="true"> 

  <sequence> 

   <any namespace="##any" processContents="lax" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="Update" type="ipmpinfo:UpdateType"/> 

 <complexType name="UpdateType"> 

  <sequence> 

   <element ref="ipmpinfo:Location" maxOccurs="unbounded"/> 

   <element ref="ipmpinfo:ScheduledUpdateTime" minOccurs="0"/> 

   <element ref="ipmpinfo:SupportedPlatform" minOccurs="0" 

maxOccurs="unbounded"/> 

   <element ref="dsig:Signature" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="Location" type="ipmpinfo:RemoteType"/> 

 <element name="ScheduledUpdateTime" type="ipmpinfo:ScheduledUpdateTimeType"/> 

 <complexType name="ScheduledUpdateTimeType"> 

  <simpleContent> 

   <extension base="dateTime"> 

    <attribute name="periodic" type="duration" use="optional"/> 

   </extension> 

  </simpleContent> 

 </complexType> 

 <element name="SupportedPlatform" type="ipmpinfo:SupportedPlatformType"/> 

 <complexType name="SupportedPlatformType"> 
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  <sequence> 

   <any namespace="##any" processContents="lax" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="RightsDescriptor" type="ipmpinfo:RightsDescriptorType"/> 

 <complexType name="RightsDescriptorType"> 

  <sequence> 

   <element ref="ipmpinfo:IPMPInfoDescriptor" minOccurs="0"/> 

   <choice minOccurs="0"> 

    <element ref="ipmpinfo:License"/> 

    <element ref="ipmpinfo:LicenseReference"/> 

    <element ref="ipmpinfo:LicenseService"/> 

   </choice> 

  </sequence> 

 </complexType> 

 <element name="License" type="ipmpinfo:LicenseType"/> 

 <complexType name="LicenseType" mixed="true"> 

  <sequence> 

   <any namespace="##any" processContents="lax" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="LicenseService" type="ipmpinfo:LicenseServiceType"/> 

 <complexType name="LicenseServiceType" mixed="true"> 

  <sequence> 

   <any namespace="##any" processContents="lax" minOccurs="0"/> 

  </sequence> 

 </complexType> 

 <element name="LicenseReference" type="ipmpinfo:LicenseReferenceType"/> 

 <complexType name="LicenseReferenceType"> 

  <simpleContent> 

   <extension base="anyURI"/> 

  </simpleContent> 

 </complexType> 

 <element name="InitializationSettings" 

type="ipmpinfo:InitializationSettingsType"/> 

 <complexType name="InitializationSettingsType" mixed="true"> 

  <sequence> 

   <element ref="ipmpinfo:IPMPInfoDescriptor" minOccurs="0"/> 

   <element ref="ipmpinfo:InitializationData"/> 

  </sequence> 

 </complexType> 

 <element name="InitializationData" type="ipmpinfo:InitializationDataType"/> 

 <complexType name="InitializationDataType" mixed="true"> 

  <sequence> 

   <any namespace="##any" processContents="lax" minOccurs="0"/> 

  </sequence> 

 </complexType> 

</schema> 
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Event Reporting XML Schema 
 
<?xml version="1.0"?> 
<!--============================================================--> 
<!--============================================================--> 
<!--                                                            --> 
<!--           Schema for ERL XML Document Type                 --> 
<!--                                                            --> 
<!--============================================================--> 
<!--============================================================--> 
<xsd:schema targetNamespace="urn:mpeg:mpeg21:2005:01-ERL-NS" 
xmlns:erl="urn:mpeg:mpeg21:2005:01-ERL-NS" 
xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" xmlns:r="urn:mpeg:mpeg21:2003:01-
REL-R-NS" xmlns:dii="urn:mpeg:mpeg21:2002:01-DII-NS" 
xmlns:dia="urn:mpeg:mpeg21:2003:01-DIA-NS"  
xmlns:sx="urn:mpeg:mpeg21:2003:01-REL-SX-NS" 
xmlns:mpeg7="urn:mpeg:mpeg7:schema:2004" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified"> 
 <xsd:import namespace="urn:mpeg:mpeg21:2003:01-DIA-NS" 
schemaLocation="dia.xsd"/> 
 <xsd:import namespace="urn:mpeg:mpeg21:2002:01-DII-NS" 
schemaLocation="dii.xsd"/> 
 <xsd:import namespace="urn:mpeg:mpeg21:2003:01-REL-R-NS" 
schemaLocation="rel-r.xsd"/> 
 <xsd:import namespace="urn:mpeg:mpeg21:2003:01-REL-SX-NS" 
schemaLocation="rel-sx.xsd"/> 
 <xsd:import namespace="urn:mpeg:mpeg7:schema:2004" 
schemaLocation="mpeg7.xsd"/> 
 <xsd:import namespace="http://www.w3.org/XML/1998/namespace" 
schemaLocation="./xml_2001.xsd"/> 
 <!-- ############################################ --> 
 <!--  7.1 Definition of an Event Report Request   --> 
 <!-- ############################################ --> 
 <xsd:element name="ERR"> 
  <xsd:complexType> 
   <xsd:sequence> 
    <xsd:element ref="erl:ERRDescriptor"/> 



Annex C: Event Reporting  XML Schema    230  

    

    <xsd:element ref="erl:ERSpecification"/> 
    <xsd:element ref="erl:EventConditionDescriptor"/> 
   </xsd:sequence> 
  </xsd:complexType> 
 </xsd:element> 
 <!-- ######################################## --> 
 <!-- 7.2 Definition of ERRDescriptor          --> 
 <!-- ######################################## --> 
 <xsd:element name="ERRDescriptor"> 
  <xsd:complexType> 
   <xsd:sequence> 
    <xsd:element name="LifeTime" minOccurs="0"> 
     <xsd:complexType> 
      <xsd:sequence> 
       <xsd:element name="StartTime" 
type="xsd:dateTime"/> 
       <xsd:element name="EndTime" 
type="xsd:dateTime"/> 
      </xsd:sequence> 
     </xsd:complexType> 
    </xsd:element> 
    <xsd:element name="Modification" 
type="erl:ModificationType" maxOccurs="unbounded"/> 
    <xsd:element name="Priority" default="2" minOccurs="0"> 
     <xsd:simpleType> 
      <xsd:restriction base="xsd:string"> 
       <xsd:enumeration value="0"/> 
       <xsd:enumeration value="1"/> 
       <xsd:enumeration value="2"/> 
       <xsd:enumeration value="3"/> 
       <xsd:enumeration value="4"/> 
       <xsd:enumeration value="5"/> 
      </xsd:restriction> 
     </xsd:simpleType> 
    </xsd:element> 
   </xsd:sequence> 
  </xsd:complexType> 
 </xsd:element> 
 <xsd:complexType name="ModificationType"> 
  <xsd:sequence> 
   <xsd:element ref="erl:PeerId"/> 
   <xsd:element ref="erl:UserId"/> 
   <xsd:element name="Time" type="xsd:dateTime"/> 
   <xsd:element name="Description" type="erl:DescriptionType" 
minOccurs="0"/> 
  </xsd:sequence> 
 </xsd:complexType> 
 <!-- ############################################### --> 
 <!-- 7.3 Definition of ER Descriptor within an ER-R  --> 
 <!-- ############################################### --> 
 <xsd:element name="ERSpecification"> 
  <xsd:complexType> 
   <xsd:sequence> 
    <xsd:element ref="dii:Identifier" minOccurs="0"/> 
    <xsd:element name="ERDescription" 
type="erl:DescriptionType" minOccurs="0"/> 
    <xsd:element name="AccessControl" type="xsd:anyType" 
minOccurs="0"/> 



Annex C: Event Reporting  XML Schema    231  

    

    <xsd:element name="ERPayloadSpecification"> 
     <xsd:complexType> 
      <xsd:sequence> 
       <xsd:element name="ERIdentifier" 
minOccurs="0"> 
        <xsd:complexType> 
         <xsd:simpleContent> 
         
 <xsd:extension base="xsd:anyURI"> 
          
 <xsd:attribute name="baseId" type="xsd:boolean"/> 
         
 </xsd:extension> 
         </xsd:simpleContent> 
        </xsd:complexType> 
       </xsd:element> 
       <xsd:element name="PeerId" 
minOccurs="0"/> 
       <xsd:element name="UserId" 
minOccurs="0"/> 
       <xsd:element name="Time" 
minOccurs="0"/> 
       <xsd:element name="Location" 
minOccurs="0"/> 
       <xsd:element name="DIOperation" 
minOccurs="0" maxOccurs="unbounded"/> 
       <xsd:element name="DomainData" 
minOccurs="0" maxOccurs="unbounded"> 
        <xsd:complexType> 
         <xsd:attribute 
name="reportTag" type="xsd:string" use="optional"/> 
         <xsd:attribute 
name="semantics" type="xsd:anyURI" use="required"/> 
         <xsd:attribute 
name="syntax" type="xsd:anyURI" use="required"/> 
         <xsd:attribute 
name="value" type="xsd:string" use="optional"/> 
        </xsd:complexType> 
       </xsd:element> 
       <xsd:element name="DIMetadata" 
minOccurs="0" maxOccurs="unbounded"> 
        <xsd:complexType> 
         <xsd:sequence> 
          <xsd:element 
name="DISelection" minOccurs="0"> 
          
 <xsd:complexType> 
           
 <xsd:choice> 
            
 <xsd:element name="DISelectionViaDII" minOccurs="0"/> 
            
 <xsd:element name="DISelectionViaRelatedDII" minOccurs="0"/> 
            
 <xsd:element name="DISelectionViaXPath" minOccurs="0"/> 
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 <xsd:element name="DISelectionViaMetadataElements" minOccurs="0" 
maxOccurs="unbounded"> 
            
  <xsd:complexType> 
            
   <xsd:attribute name="nameSpace"/> 
            
   <xsd:attribute name="itemType"/> 
            
   <xsd:attribute name="itemName"/> 
            
   <xsd:attribute name="internalOperator"/> 
            
   <xsd:attribute name="itemValue"/> 
            
   <xsd:attribute name="externalOperator"/> 
            
  </xsd:complexType> 
            
 </xsd:element> 
           
 </xsd:choice> 
          
 </xsd:complexType> 
         
 </xsd:element> 
          <xsd:element 
name="DIMetadataElement" minOccurs="0" maxOccurs="unbounded"> 
          
 <xsd:complexType> 
           
 <xsd:attribute name="nameSpace"/> 
           
 <xsd:attribute name="tagName"/> 
          
 </xsd:complexType> 
         
 </xsd:element> 
          <!-- 
Selection of the DI from which the metadata will be reported --> 
          <!-- 
Selection of the metadata to be reported --> 
         </xsd:sequence> 
        </xsd:complexType> 
       </xsd:element> 
      </xsd:sequence> 
     </xsd:complexType> 
    </xsd:element> 
    <xsd:element name="ERFormatSpecification"> 
     <xsd:complexType> 
      <xsd:choice> 
       <xsd:element name="Ref" 
type="xsd:anyURI"/> 
       <xsd:element name="XMLschema" 
type="xsd:anyURI"/> 
       <xsd:element name="MimeType" 
type="xsd:string"/> 
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      </xsd:choice> 
     </xsd:complexType> 
    </xsd:element> 
    <xsd:element name="ERDeliverySpecification" 
minOccurs="0" maxOccurs="unbounded"> 
     <xsd:complexType> 
      <xsd:sequence> 
       <xsd:element name="Recipient" 
minOccurs="0" maxOccurs="unbounded" type="erl:RecipientType"/> 
       <xsd:element name="DeliveryTime" 
type="erl:TimeType"/> 
        <xsd:element name="DITransportService">          
        <xsd:complexType> 
         <xsd:sequence> 
          <xsd:element 
ref="r:serviceReference"/> 
         </xsd:sequence> 
        </xsd:complexType> 
        </xsd:element 
      </xsd:sequence> 
     </xsd:complexType> 
    </xsd:element> 
    <xsd:element ref="erl:EmbeddedERR" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xsd:sequence> 
  </xsd:complexType> 
 </xsd:element> 
 <!-- ############################################ --> 
 <!-- 7.4 Definition of Event Condition Descriptor --> 
 <!-- ############################################ --> 
 <xsd:element name="EventConditionDescriptor"> 
  <xsd:complexType> 
   <xsd:group ref="erl:EventConditionGroup" 
maxOccurs="unbounded"/> 
  </xsd:complexType> 
 </xsd:element> 
  
 <xsd:group name="EventConditionGroup"> 
  <xsd:sequence> 
   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
   <xsd:element name="TimeCondition" minOccurs="0" 
maxOccurs="unbounded"> 
    <xsd:complexType> 
     <xsd:group ref="erl:TimeConditionGroup" 
maxOccurs="unbounded"/> 
    </xsd:complexType> 
   </xsd:element> 
   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
   <xsd:element name="DIOperationCondition" minOccurs="0" 
maxOccurs="unbounded"> 
    <xsd:complexType> 
     <xsd:group ref="erl:DIOperationConditionGroup" 
maxOccurs="unbounded"/> 
    </xsd:complexType> 
   </xsd:element> 
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   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
   <xsd:element name="PeerCondition" minOccurs="0" 
maxOccurs="unbounded"> 
    <xsd:complexType> 
     <xsd:group ref="erl:PeerConditionGroup" 
maxOccurs="unbounded"/> 
    </xsd:complexType> 
   </xsd:element> 
   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
  </xsd:sequence> 
 </xsd:group> 
  
 <xsd:group name="TimeConditionGroup"> 
  <xsd:sequence> 
   <xsd:element name="TimeEvent" type="erl:TimeType" /> 
   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
  </xsd:sequence> 
 </xsd:group> 
  
 <xsd:group name="DIOperationConditionGroup"> 
  <xsd:sequence> 
   <xsd:element name="DIOperationEvent"> 
    <xsd:complexType> 
     <xsd:sequence> 
      <xsd:element ref="erl:UserId" 
minOccurs="0" maxOccurs="unbounded"/> 
      <xsd:element ref="erl:PeerId" 
minOccurs="0" maxOccurs="unbounded"/> 
      <xsd:element name="Operation" 
type="xsd:anyURI"/> 
      <xsd:element name="DII" type="xsd:anyURI" 
maxOccurs="unbounded"/> 
      <xsd:element name="RelatedDII" 
type="xsd:anyURI" minOccurs="0" maxOccurs="unbounded"/> 
     </xsd:sequence> 
    </xsd:complexType> 
   </xsd:element> 
   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
  </xsd:sequence> 
 </xsd:group> 
  
 <xsd:group name="PeerConditionGroup"> 
  <xsd:sequence> 
   <xsd:element name="PeerEvent"> 
    <xsd:complexType> 
     <xsd:sequence> 
      <xsd:any namespace="##any" 
processContents="lax" maxOccurs="unbounded"/> 
     </xsd:sequence> 
     <xsd:attributeGroup ref="erl:InternalOperator"/> 
    </xsd:complexType> 
   </xsd:element> 
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   <xsd:element name="Operator" type="erl:ExternalOperator" 
minOccurs="0" maxOccurs="unbounded"/> 
  </xsd:sequence> 
 </xsd:group> 
 <!-- ############################################ --> 
 <!-- 8.1 Definition of ER                         --> 
 <!-- ############################################ --> 
 <xsd:element name="ER"> 
  <xsd:complexType> 
   <xsd:sequence> 
    <xsd:element ref="erl:ERDescriptor"/> 
    <xsd:element ref="erl:ERData"/> 
    <xsd:element ref="erl:EmbeddedERR" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xsd:sequence> 
  </xsd:complexType> 
 </xsd:element> 
 <!-- ########################################## --> 
 <!-- 8.2 Definition of Event Report Descriptor  --> 
 <!-- ########################################## --> 
 <xsd:element name="ERDescriptor"> 
  <xsd:complexType> 
   <xsd:sequence> 
    <xsd:element name="Description" 
type="erl:DescriptionType" minOccurs="0"/> 
    <xsd:element name="Recipient" 
type="erl:RecipientType"/> 
    <xsd:element name="Status"> 
     <xsd:complexType> 
      <xsd:attribute name="value" 
type="xsd:boolean" default="false"/> 
     </xsd:complexType> 
    </xsd:element> 
    <xsd:element name="Modification" 
type="erl:ModificationType" maxOccurs="unbounded"/> 
    <xsd:element name="ERSource"> 
     <xsd:complexType> 
      <xsd:choice> 
       <xsd:element ref="erl:ERR" 
minOccurs="0"/> 
       <xsd:element name="ERRReference" 
type="xsd:anyURI" minOccurs="0"/> 
       <xsd:element name="OtherSource" 
type="xsd:anyURI" minOccurs="0"/> 
      </xsd:choice> 
     </xsd:complexType> 
    </xsd:element> 
   </xsd:sequence> 
  </xsd:complexType> 
 </xsd:element> 
 <!-- ############################################ --> 
 <!-- 8.3 Definition of ERData                     --> 
 <!-- ############################################ --> 
 <xsd:element name="ERData"> 
  <xsd:complexType> 
   <xsd:sequence> 
    <xsd:element ref="erl:PeerId" minOccurs="0"/> 
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    <xsd:element ref="erl:UserId" minOccurs="0"/> 
    <xsd:element name="Time" type="xsd:dateTime" 
minOccurs="0"/> 
    <xsd:element name="Location" type="mpeg7:PlaceType" 
minOccurs="0"/> 
    <xsd:element name="DII" type="xsd:anyURI" 
minOccurs="0"/> 
    <xsd:element name="RelatedDII" type="xsd:anyURI" 
minOccurs="0"/> 
    <xsd:element name="DIOperation" type="xsd:anyURI" 
minOccurs="0"/> 
    <xsd:element name="ReportedDomainData" minOccurs="0" 
maxOccurs="unbounded"> 
     <xsd:complexType> 
      <xsd:sequence> 
       <xsd:any namespace="##any" 
processContents="lax" maxOccurs="unbounded"/> 
      </xsd:sequence> 
      <xsd:attribute name="name" 
type="xsd:string"/> 
     </xsd:complexType> 
    </xsd:element> 
    <xsd:element name="ReportedDIMetadata" minOccurs="0" 
maxOccurs="unbounded"> 
     <xsd:complexType> 
      <xsd:sequence> 
       <xsd:any namespace="##any" 
processContents="lax" maxOccurs="unbounded"/> 
      </xsd:sequence> 
      <xsd:attribute name="name" 
type="xsd:string"/> 
     </xsd:complexType> 
    </xsd:element> 
   </xsd:sequence> 
  </xsd:complexType> 
 </xsd:element> 
 <!-- ############################################### --> 
 <!-- 8.4 Definition of Embedded Event Report Request --> 
 <!-- ############################################### --> 
 <xsd:element name="EmbeddedERR"> 
  <xsd:complexType> 
   <xsd:choice maxOccurs="unbounded"> 
    <xsd:element ref="erl:ERR"/> 
    <xsd:element name="ERRReference" type="xsd:anyURI"/> 
   </xsd:choice> 
  </xsd:complexType> 
 </xsd:element> 
 <!-- ############################################ --> 
 <!-- 9.1 Definition of Time types                 --> 
 <!-- ############################################ --> 
 <xsd:complexType name="TimeType"> 
  <xsd:choice minOccurs="0"> 
   <xsd:element name="SpecificTime" type="erl:SpecificTime"/> 
   <xsd:element name="ElapsedTime" type="erl:ElapsedTime"/> 
   <xsd:element name="PeriodicTime" type="erl:PeriodicTime"/> 
  </xsd:choice> 
 </xsd:complexType> 
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 <xsd:complexType name="SpecificTime"> 
  <xsd:choice> 
   <xsd:element name="OnTime" type="xsd:dateTime"/> 
   <xsd:sequence> 
    <xsd:element name="AfterOn" type="xsd:dateTime" 
minOccurs="0"/> 
    <xsd:element name="BeforeOn" type="xsd:dateTime" 
minOccurs="0"/> 
   </xsd:sequence> 
  </xsd:choice> 
 </xsd:complexType> 
 <xsd:complexType name="ElapsedTime"> 
  <xsd:sequence> 
   <xsd:element name="StartElapse" type="erl:StartElapse" 
minOccurs="0"/> 
   <xsd:element name="EndElapse" type="erl:EndElapse" 
minOccurs="0"/> 
  </xsd:sequence> 
 </xsd:complexType> 
 <xsd:complexType name="StartElapse"> 
  <xsd:choice> 
   <xsd:element name="sTime" type="xsd:time"/> 
   <xsd:element name="sDuration" type="xsd:duration"/> 
  </xsd:choice> 
 </xsd:complexType> 
 <xsd:complexType name="EndElapse"> 
  <xsd:choice> 
   <xsd:element name="eTime" type="xsd:time"/> 
   <xsd:element name="eDuration" type="xsd:duration"/> 
  </xsd:choice> 
 </xsd:complexType> 
 <xsd:complexType name="PeriodicTime"> 
  <xsd:sequence> 
   <xsd:element name="Start" type="xsd:dateTime"/> 
   <xsd:element name="DayofWeek" type="erl:DayofWeekType" 
minOccurs="0"/> 
   <xsd:element name="Period" type="xsd:duration"/> 
   <xsd:element name="Duration" type="xsd:duration"/> 
   <xsd:element name="End" type="xsd:dateTime"/> 
  </xsd:sequence> 
 </xsd:complexType> 
 <!-- Definition of DayofWeekType datatype --> 
 <xsd:simpleType name="DayofWeekType"> 
  <xsd:restriction base="xsd:string"> 
   <xsd:pattern value="\-?[1-5]{1}W[1-7]{1}D"/> 
  </xsd:restriction> 
 </xsd:simpleType> 
 <!-- ############################################ --> 
 <!-- 9.2 Definition of PeerId                     --> 
 <!-- ############################################ --> 
 <xsd:element name="PeerId" type="xsd:anyURI"/> 
 <!-- ############################################ --> 
 <!-- 9.3 Definition of UserId                     --> 
 <!-- ############################################ --> 
 <xsd:element name="UserId" type="xsd:anyURI"/> 
 <!-- ############################################ --> 
 <!-- 9.4 Definition of External operator          --> 
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 <!-- ############################################ --> 
 <xsd:complexType name="ExternalOperator"> 
  <xsd:attribute name="name" type="erl:ExternalOprType"/> 
 </xsd:complexType> 
 <xsd:simpleType name="ExternalOprType"> 
  <xsd:restriction base="xsd:string"> 
   <xsd:enumeration value="AND"/> 
   <xsd:enumeration value="OR"/> 
   <xsd:enumeration value="XOR"/> 
   <xsd:enumeration value="NOT"/> 
   <xsd:enumeration value="("/> 
   <xsd:enumeration value=")"/> 
  </xsd:restriction> 
 </xsd:simpleType> 
  
 <!-- ############################################ --> 
 <!-- 9.5 Definition of Internal operator          --> 
 <!-- ############################################ --> 
 <xsd:attributeGroup name="InternalOperator"> 
  <xsd:attribute name="name" type="erl:InternalOprType"/> 
  <xsd:attribute name="location" type="erl:InternalOprLocationType"/> 
 </xsd:attributeGroup> 
 <xsd:simpleType name="InternalOprType"> 
  <xsd:restriction base="xsd:string"> 
   <xsd:enumeration value="&gt;"/> 
   <xsd:enumeration value="&lt;"/> 
   <xsd:enumeration value="&gt;="/> 
   <xsd:enumeration value="&lt;="/> 
   <xsd:enumeration value="&gt;&lt;"/> 
   <xsd:enumeration value="="/> 
   <xsd:enumeration value="+"/> 
   <xsd:enumeration value="-"/> 
   <xsd:enumeration value="*"/> 
   <xsd:enumeration value="/"/> 
   <xsd:enumeration value="%"/> 
   <xsd:enumeration value="("/> 
   <xsd:enumeration value=")"/> 
  </xsd:restriction> 
 </xsd:simpleType> 
 <xsd:simpleType name="InternalOprLocationType"> 
  <xsd:restriction base="xsd:string"> 
   <xsd:enumeration value="prefix"/> 
   <xsd:enumeration value="infix"/> 
   <xsd:enumeration value="postfix"/> 
  </xsd:restriction> 
 </xsd:simpleType> 
 <!-- ############################################ --> 
 <!-- 9.6 Definition of DescriptionType            --> 
 <!-- ############################################ --> 
 <xsd:simpleType name="DescriptionType"> 
  <xsd:restriction base="xsd:string"/> 
 </xsd:simpleType> 
 <!-- ############################################ --> 
 <!-- 9.8 Definition of RecipientType              --> 
 <!-- ############################################ --> 
 <xsd:complexType name="RecipientType"> 
  <xsd:sequence> 
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   <xsd:element ref="erl:PeerId"/> 
   <xsd:element ref="erl:UserId" minOccurs="0"/> 
  </xsd:sequence> 
 </xsd:complexType> 
</xsd:schema> 
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